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Analysis method of black-gray industry chat records under
hierarchical multi-agent framework
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(1. School of Law, University of International Business and Economics, Beijing 100029, China; 2. State Key Laboratory of Media
Convergence and Communication, Communication University of China, Beijing 100024, China; 3. Department of Public Security
Management, Beijing Police College, Beijing 102202, China; 4. College of Information and Cyber Security, People's Public Security
University of China, Beijing 100038, China; 5. School of Computer Science and Information Security, University of Emergency Man-
agement, Beijing 101601, China)

Abstract: As direct carriers of underground industry chain interactions, cyber black market chat records embed substan-
tial implicit criminal intentions and organizational clues. The accurate identification of jargon from vast amounts of un-
structured text along with the deep mining of criminal types and behavioral patterns has emerged as a critical challenge
in overcoming traditional analytical bottlenecks and enabling intelligent insights into cyber black market intelligence.
This study proposes a large-model-based multi-agent collaborative analysis method. The method employs a workflow-
oriented orchestration and task division framework that sequentially coordinates four core processes in a predefined
workflow: jargon identification, category determination, pattern mining, and report generation. It also integrates techno-
logies such as retrieval-augmented generation (RAG), chain-of-thought (CoT), batch processing, and high-level pattern
extraction. This approach overcomes the limitations of traditional single models in handling long-chain, complex logical
tasks, achieving an end-to-end transformation from raw data to intelligent analysis reports and enhancing the analytical
capabilities for cyber black market chat records. Experimental results demonstrate that the proposed method achieves
strong performance on datasets containing cyber black market chat records. The integration of technologies such as
RAG and CoT improves the performance of individual agents in their respective subtasks, indicating promising real-
world applicability.

Keywords: cyber black market; large model; multi-agent; chat record analysis; retrieval-augmented generation; chain-
of-thought; text mining; criminal intelligence analysis
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#d  Batch set Batches

1) Initialize Batches = @ and B= @,

2) Compute the available window length:

Lmple = Linax — length(P) — length(R) — Lo

3) For each sample x; in D:

4) If total_length(B) + length(x,) < Ly, then:

5) Add x; to the current batch B,

6) Otherwise:

7) Add the current batch B to Batches.

8) Reset the current batch as B = {x;} .

9) End if,

10) End for,

11) If B# @, add B to Batches,

12) Return Batches,
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4  Hierarchical label merging result

1) Initialize the label vector set V=@,

2) For each label ¢ in T

3) Encode ¢, into vector v; using embedding mod-
el £,

4) Add v; to Vs

5) Compute the pairwise cosine similarity matrix
Sbased on V,

6) Perform hierarchical clustering with average

Sim (vra Cd) =

)

linkage .

7) For each candidate cluster number £ in K:

8) Compute the average silhouette coefficient,

9) Select the optimal cluster number £* with the
best silhouette coefficient,

10) Obtain high-level label clusters C according
to k*,

11) Compute cluster centroids and select repres-
entative topic words.,

12) Construct the hierarchical label structure H.,

13) Return A,
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Fig. 6 Knowledge graph of capital chain and money laundering settlement
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Fig. 7 Statistics of crime mode subdivision and high-level quantities
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