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Large-scale network traffic classification based on online learning

YI Lei, PAN Zhisong, QIU Junyang, XUE Jiao, REN Huifeng
(Institute of Command Information System, PLA University of Science and Technology, Nanjing 210007, China)

Abstract; Facing the challenges of large-scale network traffic classification problem, traditional batch machine
learning algorithms suffer from slow training process and high computational complexity. In recent years, the rapid
developing online learning technology is an effective way to solve large-scale problems. To address the issue of
large-scale network traffic classification problem on a high-speed backbone network, we proposed a traffic classifi-
cation scheme based on online learning and applied eight online learning algorithms. Experiments on real network
traffic data sets showed that in the classification accuracy similar situation, online learning algorithm has less space
overhead and training time than the support vector machine. Meanwhile, to examine the impact of the order of net-
work traffic samples on the classification results, this paper compared the difference between the two ways of pro-
cessing samples, sequentially and random, we verified that the presence of timing correlation in network traffic sam-
ples by comparing online learning and stochastic optimization.
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Fig.1 Online traffic classification scheme
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Table 1 Statistics of Moore datasets

25 it L fil/ %
WWW 328 091 86.91
MAIL 28 567 7.567
BULK 11 539 3.056
DATABASE 2 648 0.701
SERVICE 2 099 0.556
P2P 2 094 0.555
ATTACK 1793 0.475
MEDIA 1152 0.305
INT 110 0.029
GAME 8 0.002
Bt 377 526 100
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Table 2 Sample size of Moore datasets

PlER S A4

Bdege B

www  Hfh owww HAfb
Moorel 24863 16130 6247 2081 405
Moore2 23801 16841 4580 1718 662
Moore3 22932 16036 4603 2029 264
Moore4 22285 17647 2410 1994 234
Moore5 21 645 17183 2301 1435 729
Moore6 19384 15505 1941 1387 551
Moore7 55835 46682 3570 5300 283
Moore8 55494 46526 3419 5169 380
Moored 66248 53782 5842 6211 413
Moorel0 65036 48386 10147 6 050 453

MooreSet 377 526 297 370 42404 30722 7030
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Table 3 Training time of models s
i — B R St BT
HE AL 0GD PA PA- 1 PA-TI CW SCW 1 SCW I SVM
Moorel 0.492 0.686 0.513 0.573 0.585 1.135 1.223 1.251 38.142
Moore2 0.443 0.624 0.463 0.511 0.514 1.104 1.023 1.065 21.302
Moore3 0.464 0.638 0.476 0.532 0.531 1.352 1.263 1.259 20.957
Moore4 0.458 0.625 0.467 0.516 0.525 1.268 1.309 1.555 14.215
Moore5 0.472 0.637 0.491 0.539 0.545 1.327 1.492 1.687 14.252
Moore6 0.383 0.534 0.404 0.444 0.451 1.211 1.152 1.052 11.246
Moore7 1.111 1.538 1.142 1.272 1.284 2.939 3.023 3.403 80.916
Moore8 1.108 1.535 1.152 1.278 1.291 2.901 2.884 3.157 76.888
Moore9 1.317 1.844 1.376 1.530 1.543 3.870 3.707 4.143 148.148
Moorel0 1.290 1.802 1.341 1.494 1.500 3.637 3.550 3.960 150.661
MooreSet 7.063 10.028 7.377 8.202 8.223 15.547 15.965 18.189 3 990.587
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Table 4 Testing accuracy
. B ST RS S
H AL 0GD PA PA- 1 PA-TI CW SCW 1 SCW II SVM
Moorel 0.969 0.955 0.977 0.976 0.977 0.967 0.988" 0.98 0.952
Moore2 0.773 0.821 0.819 0.813 0.823 0.946 0.980" 0.976 0.847
Moore3 0.452 0.957 0.963 0.954 0.959 0.973 0.986 " 0.981 0.956
Moore4 0.714 0.919 0.844 0.883 0.873 0.965 0.972 0.974" 0.954
Moore5 0.901 0.924 0.907 0.920 0.921 0.987 0.995" 0.994 0.925
Moore6 0.969 0.959 0.973 0.974 0.975 0.966 0.993" 0.99 0.95
Moore7 0.986 0.975 0.980 0.981 0.981 0.984 0.993" 0.992 0.981
Moore8 0.982 0.973 0.982 0.981 0.981 0.983 0.991" 0.991° 0.974
Moore9 0.978 0.967 0.978 0.979 0.980 0.983" 0.982 0.981 0.97
Moore10 0.975 0.981 0.982 0.982 0.982 0.980 0.986" 0.984 0.977
MooreSet 0.953 0.928 0.872 0.939 0.907 0.915 0.959 0.968 0.978"
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Table 5 F-measure

\ — IR TR Heab ek
HR AL 0GD PA PA- 1 PA-TI CW SCW 1 SCW I SVM
Moorel 0.982 0.973 0.987 0.986 0.986 0.980 0.993" 0.993" 0.971
Moore2 0.849 0.850 0.851 0.852 0.853 0.854 0.855 0.856 0.857"
Moore3 0.552 0.975 0.979 0.974 0.976 0.985 0.992" 0.992° 0.986
Moore4 0.812 0.954 0.906 0.931 0.925 0.981 0.985" 0.985" 0.975
Moore5 0.925 0.943 0.930 0.941 0.941 0.990 0.996" 0.996 " 0.946
Moore6 0.978 0.972 0.981 0.982 0.983 0.976 0.995" 0.995" 0.966
Moore7 0.992 0.987 0.990 0.990 0.990 0.991 0.996" 0.996 " 0.991
Moore8 0.990 0.985 0.991 0.990 0.990 0.991 0.995" 0.995" 0.986
Moore9 0.988 0.982 0.988 0.989 0.989 0.991 0.991" 0.991" 0.984
Moore10 0.987 0.990 0.991 0.990 0.991 0.989 0.992" 0.992" 0.988
MooreSet 0.971 0.958 0.915 0.962 0.940 0.950 0.975 0.975 0.987"
*k6 ZHMEEH
Table 6 Number of support vectors
— IR TR
FAGIIE S
JBFIHL OGD PA PA-1 PA-2 cw SCW1 SCW2

Moorel 277 947 1 056 1 099 1621 895 863 1 063

Moore2 209 847 864 888 1139 844 744 812

Moore3 210 819 921 933 1 366 812 594 746

Moore4 244 772 954 982 1452 882 768 1127

Moore5 237 609 953 960 1385 796 812 1304

Moore6 206 585 844 862 1214 735 663 555

Moore7 405 1 624 1 475 1591 2 384 1 405 1332 2 149

Moore8 393 1318 1 446 1 489 2167 1317 1 160 2 102

Moore9 837 1672 2 426 2515 3 476 2 120 2 071 3242

Moore10 531 1542 1 924 1 962 2 954 1787 1 590 2 645

MooreSet 2 904 7716 10 074 9 892 14 344 9 525 6 265 15 825
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Table 7 Comparison of sequentially and random

— V] [ER e A B F-measure MIER SN
Fif FAIL Iga2 Rt fL A Fiti L (paa Riti L
Moorel 0.008 0.010 0.988 0.982 0.993 0.989 1.223 1.189
Moore2 0.010 0.006 0.98 0.976 0.855 0.984 1.023 1.091
Moore3 0.004 0.006 0.986 0.986 0.992 0.992 1.263 1.274
Moored 0.008 0.008 0.972 0.976 0.985 0.987 1.309 1.467
Moore5 0.007 0.007 0.995 0.993 0.996 0.995 1.492 1.510
Moore6 0.006 0.007 0.993 0.992 0.995 0.994 1.152 1.327
Moore7 0.008 0.006 0.993 0.994 0.996 0.997 3.023 3.686
Moore8 0.005 0.006 0.991 0.991 0.995 0.995 2.884 3.479
Moore9 0.010 0.011 0.982 0.984 0.991 0.992 3.707 4.685
Moorel0 0.008 0.010 0.986 0.985 0.992 0.992 3.550 4311
MooreSet 0.007 0.008 0.959 0.967 0.975 0.980 15.965 17.692
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Fig.2 Training cumulative mistake rate
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