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Graph anomaly detection method integrating graph filtering and
an attention mechanism

WANG TianHao', DOU Hao', WANG Xiang'?, MAO Guojun'~
(1. School of Computer Science and Mathematics, Fujian University of Technology, Fuzhou 350118, China; 2. Fujian Provincial Key
Laboratory of Big Data Mining and Application, Fujian University of Technology, Fuzhou 350118, China)

Abstract: To address the pervasive issues of heterophilic connections and feature inconsistency in graph neural net-
work—based anomaly detection, this paper proposes the flexible high—low-frequency and attention neural network
(FHANN), a graph anomaly detection method that integrates graph filtering and attention mechanisms. Specifically, to
mitigate the effects of heterophilic connections, a graph filtering module is designed to adaptively capture and fuse high-
and low-frequency signals for node representation learning. To address feature inconsistency, a graph attention module
is introduced to learn the importance of node features and generate node representations based on feature similarity. The
representations produced by the two modules are then fused for anomaly detection. Experiments on three real-world
graph anomaly detection datasets demonstrate that FHANN achieves average improvements of 1.17% and 4.25% in area
under the receiver operating characteristic curve(AUC-ROC) and area under the precision-recall curve(AUC-PR), re-
spectively. These results verify the effectiveness of the proposed method and provide valuable insights for anomaly de-
tection in complex graph-structured data, including social network analysis and financial fraud detection.

Keywords: graph data; graph neural networks; anomaly detection; heterophilic connection; feature inconsistency; graph

filtering; attention mechanism; frequency domain information fusion
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Table 1 Statistics of datasets

Blede A% A% FHEE REEAL %
Elliptic 46564 73248 93 9.76
Yelp 45954 3846979 32 14.53
Weibo 8405 407963 400 10.33
inj_cora 2708 11060 1433 5.10
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Table2 Comparison of different baseline methods on

AUC-ROC scores %

i Yelp Elliptic Weibo
GCN 60.05+0.76  83.63+2.23  92.34+1.60
GAT 80.88+1.48  87.29+1.00  92.19+2.52
GraphSAGE ~ 52.03+1.97 8541134  94.92+2.16
GAS 77.90+0.84  85.48+1.83  94.81+0.87
GDN 79.60+0.92  85.83+0.36  91.61+0.54
GFCN 77.74+0.11  85.84+1.42  95.58+1.05
BWGNN 81.24+0.53  88.37+0.57  93.63+0.62
AMNet 84.72+0.58  87.65+0.78  96.38+1.61
GHRN 84.34+0.45  88.32+0.68  95.63+2.16
SEC-GFD 84.55£0.58  86.66£0.73  94.80+1.16
DSGAD 85.35+0.67  87.5240.88  95.86+1.00
FHANN 87.50+0.32  88.77+1.54  97.35+1.28

T R iR, P RIZF R,

% 3 FHANN 5FREELZEF AUC-PR 3TLE

Table3 Comparison of different baseline methods on

AUC-PR scores %

Fik Yelp Elliptic Weibo
GCN 23.57+0.70  41.42+5.16  87.2242.39
GAT 45.69+2.92  50.06+11.13  87.46+2.78
GraphSAGE ~ 15.56+0.77  50.02£5.02  85.46+4.19
GAS 36.1741.44  47.46+8.87  89.97+1.93
GDN 45.1142.67  66.19+5.54  84.97+1.26
GFCN 4126+023 45534845  91.54+1.26
BWGNN 48.37+1.01  4521+550  90.04+0.85
AMNet 51.88+1.33  69.5044.79  90.41+3.00
GHRN 47.95+1.16  46.49+10.35  91.23+2.85
SEC-GFD  56.53+1.39  66.59+3.71 88.95+2.10
DSGAD 58.51+1.29  53.39£10.10  92.75+1.12
FHANN 64.57+0.73  71.82+4.64  95.90+1.35
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Fig.2 The trends of attention value of graph filters
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Table4 Comparison of FHANN model and its variants

on AUC-ROC scores %
FBETY Yelp Elliptic Weibo
FHANN-A 81.38+0.61 82.27+1.11 94.52+1.40
FHANN-G 85.55+0.29 84.96+0.45 96.21+1.27
FHANN 87.50+0.32 88.77+1.54 97.35+1.28

APl i g6

R 5 FHANN B HTEFE AUC-PR EHIXTEL
Table 5 Comparison of FHANN model and its variants

on AUC-PR scores %
e Yelp Elliptic Weibo
FHANN-A 50.00£1.14 55.72+7.14 87.53+5.39
FHANN-G 58.15+0.54 64.55+1.53 93.94+1.56
FHANN 64.57+0.73 71.82+4.64 95.90+1.35
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Fig.3 The trends of loss value on the Yelp.Elliptic data-
sets
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Fig. 4 The trends of AUC-PR score with the hyperpara-
meter vy on the Yelp.Elliptic and Weibo datasets
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Fig. 6 The representation distribution of normal and an-
omalous node using T-SNE dimension reduction
technique
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Table 6 Experimental results (AUC-ROC) of different

methods on dataset with different degrees of fea-
ture disparity

iR +0 +1u u +3u

AMNet 68.22+3.48 67.16£3.98 65.18+4.01 64.94+3.58
BWGNN 67.05+£3.18 65.40+3.63 64.01+3.58 63.56+3.84
GHRN  71.36£2.11 71.16+£2.71 70.67+2.97 70.41+£2.50

FHANN 73.87+3.49 72.92+4.05 72.25+4.43 71.48+3.77
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