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Hybrid knowledge distillation-assisted heterogeneous federated

class incremental learning for digital twins

ZHANG Mingquan'?, JIA Yuanyuan', ZHANG Ronghua'*
(1. Department of Computer, North China Electric Power University, Baoding 071003, China; 2. Hebei Key Laboratory of Know-
ledge Computing for Energy & Power, North China Electric Power University, Baoding 071003, China; 3. Engineering Research
Center of Intelligent Computing for Complex Energy Systems, Ministry of Education, North China Electric Power University, Baod-
ing 071003, China)

Abstract: In the context of digital twins, federated learning faces the challenge of identically nonindependent distribu-
tion data and dynamic changes of classes, which can be explained as the problem of data heterogeneity in the spatial and
temporal scales. To solve this problem, this paper constructs an overall framework for federated class incremental learn-
ing for digital twins and proposes a federated class incremental learning method called hybrid knowledge distillation-as-
sisted heterogeneous federated class incremental learning (FedKA). Specifically, different from the traditional federated
learning approaches, FedKA employs a hybrid knowledge distillation method during the local update period. This meth-
od integrates adaptive semantic distillation loss with adaptive attention distillation loss. FedKA can distill the soft-
labeled semantic knowledge in the output layer and the high-dimensional feature knowledge in the middle layer of the
old global model. Consequently, the client model can effectively reduce the forgetfulness of the old data while fitting the
new data and improve the performance of the federated class incremental model. Under the same data heterogeneity, the
proposed FedKA method is utilized, and the accuracy on the CIFAR100 dataset remarkably increases from 1.85% to
2.56% compared with the SOTA model. Furthermore, FedKA achieves optimal or near-optimal performance on the
medical CT image datasets, including OrganAMNIST, OrganCMNIST, and OrganSMNIST.

Keywords: digital twin; federated class incremental learning; hybrid knowledge distillation; data heterogeneity; image
classification; catastrophic forgetting; CT images; federated learning
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Table 1 Experimental environment configuration

2R iR s
BERS Ubuntu 18.04
FEIES Python 3.8.17

HEZR PyTorch 1.7.0+cuda 10.2

CPU Intel(R) Core(TM) i7-9700

GPU GeForce RTX 2080 Ti
WAF/GB 10
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Fig.4 Comparison of accuracy among different algori-
thms on CIFAR100 dataset with task size set 10
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Fig.5 Comparison of accuracy among different al-
gorithms on CIFAR100 dataset with task size set 5
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Table 2 Comparison of average accuracy of different
algorithms on CIFAR100 dataset with task

x2

size set 10 %
Jii: A =Tt
icarl+FL 50.57 20.38
lwm+FL 39.29 31.66
GLFC 63.24 7.71
LGA 69.10 1.85
FedKA 70.95 —

F 3 CIFARI00 IR EFILLRNE A S B E X FH#E
i ESOdd

Table 3 Comparison of average accuracy of different
algorithms on CIFAR100 dataset with task

size set 5 %
Ji: A 2Tt
icarl+FL 53.12 15.80
lwm+FL 21.94 46.99
GLFC 56.38 12.55
LGA 66.36 2.56
FedKA 68.93 —
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B 10000 5340, SEHG A& B, SF- 4438 U R {E 1.2
AP R 4, LR 0.4, SEIREE R R
49 IR .
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Table 4 Comparison of accuracy among different al-

gorithms on OrganAMNIST dataset %
Tk task 1  task2 task3 CFHE &TH
icarl+FL  82.31 87.12  86.90 85.44 11.14
Iwm+FL 7545  53.02  50.34 59.60 36.98
GLFC 86.01  96.89  96.40 93.10 3.48
LGA 92.68  82.58  94.04 89.77 6.82
FedKA 98.84 9377 97.14 96.58 —
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Table 5 Comparison of accuracy among different algorith-
ms on OrganCMNIST dataset

%

% 8 OrganCMNIST ##EE L& EE F1 score Xf bk
Table 8 Comparison of F1 score among different algorith-

ms on OrganCMNIST dataset %

Ik ES T EF2 B3 FE &
icar’FL  63.82 7344  90.04 7577 1298
lwm+FL ~ 64.85 4122 4444  50.17 3858

GLFC 7609 9432 9671  89.04  —0.29

LGA 7275 9409 9646 8777  0.98

FedKA 7326 9568 9731  88.75 —

% 6 OrganSMNIST #iEE F &N EEEHEITLL

Table 6 Comparison of accuracy among different algorith-
ms on OrganSMNIST dataset

%

Ik EFS1 EF52 L5 3 EE B
icar+FL 6438 7555  79.75 7323 6.42
Iwm+FL 6233 45.67 3432 4744 3221

GLFC 7261  69.85 5921 6722 1243

LGA 7339 7157 8326  76.07 3.58

FedKA 7287  79.40  86.68  79.65 —

% 7 OrganAMNIST ##E & &N E X Fl score Xf Lk

Table 7 Comparison of F1 score among different algorith-
ms on OrganAMNIST dataset

%

IE EFL %2 B3 P
icar+tFL  32.89 51.60 70.74 51.74 30.84
Ilwm+FL  35.72 31.54 18.41 28.56 54.03

GLFC 64.20 93.95 95.68 84.61 —2.02

LGA 54.25 93.65 95.67 81.19 1.40

FedKA 55.26 95.51 96.99 82.59 —

% 9 OrganSMNIST ##7 5 £ & E £ F1 score XT L
Table 9 Comparison of F1 score among different algorith-

ms on OrganSMNIST dataset %

i task 1 task2  task3 PIIMH =7t
icartFL  31.89  52.71 59.60 48.07 20.20
Ilwm+FL  32.53 31.22 14.07 25.94 42.33

GLFC 5436  59.20  43.66 52.41 15.86

LGA 65.13 58.84  70.49 64.82 345

FedKA 5459  72.52 77.70 68.27 —
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Table 10 Comparison accuracy of heterogeneous class distribution ({0.4,0.5,0.6,0.7}) on CIFAR100 %
SRR Nk 10 20 30 40 50 60 70 80 90 100 CFB¥E =T
LGA 5450 60.85 61.30 60.83 6148 49.73 50.60 43.79 4576 4027 5291
040 FedKA 54.80 62.15 61.57 6272 63.08 5470 5399 49.95 4896 4731 5592 0
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LGA 7770 7260 73.13 72.62 72.86 67.80 6883 63.85 6126 6031  69.10
000 FedKA 7890 7635 7563 7570 73.58 69.62 69.89 6531 6333 61.15 7095 s
LGA 8690 8020 78.77 7412 73.02 7032 6690 639 6403 61.17  71.93
070 FedKA 8740 8280 79.73 7472 7296 7090 68.09 64.18 6474 61.56 7271 078
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