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Federated learning scheme with adaptive differential privacy

GAO Yuan, SHI Runhua, LIU Changjie
(School of Control and Computer Engineering, North China Electric Power University, Beijing 102206, China)

Abstract: Differential privacy is widely used in federated learning to ensure the security of model parameters. However,

inappropriate methods for adding noise can limit the further improvement of model accuracy. A federated learning meth-

od with adaptive allocation of the privacy budget and calculation of the learning rate (DP-FLAGD) is proposed to ad-

dress this problem. Through the adaptive allocation of the privacy budget, the right descending direction of the gradient

can be identified, and the appropriate learning rate can be calculated to achieve minimal loss. Simultaneously,

DP-FLAGD provides different privacy budgets for users with various privacy requirements. Experiments were conduc-
ted on two widely used datasets, namely MNIST and CIFAR-10, to evaluate the validity of DP-FLAGD. Experimental

results show that the DP-FLAGD scheme can further improve model accuracy while ensuring the safety of model para-

meters.

Keywords: federated learning; differential privacy; adaptive; gradient descent; convolutional neural network; learning

rate; gradient; privacy budget
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Table1 Accuracy comparison of four algorithms on

MNIST dataset %
Rk HERf 2 (11D) R 2 (Non-1ID)
DP-FLAGD 99.02 95.88
FedAvg 99.11 98.30
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AdLM 97.98 95.36
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Table2 Accuracy comparison of four algorithms on

CIFAR-10 dataset %
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DP-FLAGD 53.86 34.04
FedAvg 57.32 41.71
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AdLM 53.22 32.99
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