B e LM iR i arid
Fr/NNI, BTG, GRs IR

FIHASLC:

Fr/ NI, FRAS K. B2 SO 28R B2 W2 D). B BE R G4k, 2023, 18(4): 662-675.
QI Xiaogang,SHAN Mingmei,ZHANG Haoran. Summary of software—defined networking fault diagnosis[J]. CAAI Transactions on

Intelligent Systems, 2023, 18(4): 662-675.

FELE L View online: hitps:/dx.doi.org/10.11992/tis.202205037

L] RERGBR A HAN SO
RSl {5 265 1) rh Pk R S B2 T R Y

Research on neutral set fault diagnosis method for mobile communication networks

BRE R G524, 2020, 15(5): 864-869  hitps://dx.doi.org/10.11992/1is.20190603 1
e og s = Sl L A R SR AL

Conversion law of fault information in safety science

BHER SR, 2020, 15(2): 360-366  hitps://dx.doi.org/10.11992/tis.201811004

2 )25 B 2K R 37 25538
Survey of fault localization in multilayer information networks

BHE ARG AR, 2019, 14(1): 44-56  hitps://dx.doi.org/10.11992/tis.201804062
243 [ R 5 PR 28 2 Dl 5 O R P ek oA ik

Intelligent reliability analysis method based on space fault tree and factor space

BIRER G M. 2019, 14(5): 853-864  https://dx.doi.org/10.11992/tis.201807022
2534 MRFAE B8 A K 72K

Imbalanced data classification of network topology characteristics

BB R G 244]. 2019, 14(5): 889-896  https://dx.doi.org/10.11992/tis.201812014
MCHED-STIE BTSSR 4 L T S 2 e ) i

Application of improved D-S evidence theory in fault diagnosis of lithium batteries in electric vehicles

FHRER S 2# . 2017, 12(4): 526-537 https://dx.doi.org/10.11992/tis.201605001


http://tis.hrbeu.edu.cn/
http://tis.hrbeu.edu.cn/
http://tis.hrbeu.edu.cn/
https://dx.doi.org/10.11992/tis.202205037
https://dx.doi.org/10.11992/tis.201906031
https://dx.doi.org/10.11992/tis.201811004
https://dx.doi.org/10.11992/tis.201804062
https://dx.doi.org/10.11992/tis.201807022
https://dx.doi.org/10.11992/tis.201812014
https://dx.doi.org/10.11992/tis.201605001

5518 B4 4 OB R & v M Vol.18 No.4
2023 4 7 H CAAI Transactions on Intelligent Systems Jul. 2023

DOI: 10.11992/4is.202205037
[ £& H AR b 3E - https:/kns.cnki.net/kems/detail/23.1538.TP.20230321.1648.018.html

R4 TE X 4B i R 12 B 4R ik

F R EBAYE ) KA R
(BEdFHAEKRFE HFE%IHFR, BE &% 710071)

OB BN G  aABR I T 45 hBE Y & R, 032 W R B AL BU RIS W Bk A B R AR SO T A
%) 2% BF 55 1) £ 55 R 40 20 B ki s L4 (software-defined networking, SDN) 44 il 14 Wi R 19 & B 72, 3
IS W7 0 b SRS M AR . A SCA 4T SDN BZE K | R 2% k2 BU4L 19 58 DL K R G W s 7 1 4%
SDN HA [ e B 12 W 53 15 1) 25 55 DA T i DL BR 85 rh A i (a2 W [ T, 85 T B B i W B R, AR A [ Ay 452
RIREIEG T 5 KW Tk, IR AR RIZE R 7 kAT T O s e . S0k H e 4 SR 3 B - ZedEBe Ty i,
G55 B N 28 S5 48 IR 2 B S T AR FR N R I L B B L 12 W B D) R AR BT 0 523 M D B 3 I B
R 45 B % B 5 FESR KT 1T, SDN ZE 4L | 38 58 R K 101 3 A2 I 8 6 3 Pk MR 12 W 1k, O 7 1 4 I 4% A 3
fill EXGIN T W2 AR @ M R T SR s B N S A AT AR R, N B L 2 W B AR LA R AR IS %
SRR AR SO T G s A DU 5 R 7 5 SR B IS W R AR s R AL IR R A P I 4% 3 )
FESES . TP393  XBREL: A  XEHS: 1673-4785(2023)04-0662—14

RS g FFANR, BEAYE, AR B E X KBRS BT 4R i [J]. ERE R HF IR, 2023, 18(4): 662-675.
5| A& : QI Xiaogang, SHAN Mingmei, ZHANG Haoran. Summary of software-defined networking fault diagnosis[J]. CAAI
transactions on intelligent systems, 2023, 18(4): 662—675.

Summary of software-defined networking fault diagnosis

QI Xiaogang, SHAN Mingmei, ZHANG Haoran
(School of Mathematics and Statistics, Xidian University, Xi’an 710071, China)

Abstract: Traditional network structure is complicated, which limits the development of network functions. And gradu-
ally, it also exposes the shortcomings of traditional fault diagnosis algorithms. To solve this problem, this paper ana-
lyzes the development process of fault diagnosis technology in the software-defined networking (SDN) architecture in
detail, and analyzes its difference from traditional network from the perspective of diagnosis mode. Firstly, the architec-
ture of SDN, the definition of network virtualization and system monitoring methods are introduced. Then, aiming at the
differences of different fault diagnosis algorithms in SDN and the problem of fault diagnosis in a virtual environment,
this paper summarizes the new fault diagnosis technologies. Five types of fault diagnosis methods are summarized based
on different principles of the algorithm, and the advantages and disadvantages of different types of methods are com-
pared. Finally, this paper looks forward to the future from five aspects, which provides reference for the follow-up op-

timization research of fault diagnosis technology.
Keywords: SDN; programmable; fault detection; fault location; fault diagnosis; system monitoring; virtual environment;
in-band network telemetry
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