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Abstract: In this era of big data, a fundamental problem for constructing network security knowledge graphs is how to
efficiently and accurately identify the network security entities present in multi-source heterogeneous data. This study
focuses on text data related to network safety and investigate the use of a security entity recognition algorithm that sup-
ports massive-network text data, thereby laying a foundation for building the network security knowledge graph. To effi-
ciently and accurately extract the security entities in massive-network text data, we propose an improved conditional
random fields (CRF) algorithm based on the Hadoop distributed computing framework to segment data sets effectively,
which realize efficient and accurate recognition of security entities. The experimental results reveal that the proposed se-
curity entity recognition algorithm achieved a high precision rate on a large-scale real network data set and improved the

efficiency of network security entity recognition..
Keywords: big data; heterogeneous data; network security; knowledge graph; security entity; entity recognition; net-
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Fig.2 Ontological model of network security entity
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Fig. 3 Network security entity recognition framework
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2020 3rd International Conference on Artificial Intelligence and
Big Data (ICAIBD 2020)

2020 3rd International Conference on Artificial Intelligence and Big Data (ICAIBD 2020) will take place on May
28-31, 2020 inChengdu, China. It is sponsored by Sichuan Province Computer Federation and technically assisted by
many local and international universities. This conference provides you opportunity to meet with academicians as well
as practitioners in the fields of Artificial Intelligence and Big Data from all over the world, and get the latest insights
from every area of Artificial Intelligence and Big Data theory and practice.

ICAIBD features invited keynote speech, peer-reviewed paper presentations, and academic visit. The conference is
completely open (one needs to register first. . .), you will not have to be an author or a discussant to attend. Submissions
will be peer-reviewed and evaluated based on originality, relevance to conference, contributions, and presentation. We
invite the submission of original research contributions. Accepted papers will be collected in the Conference Proceed-
ings, which is published by IEEE and reviewed by the IEEE Xplore, and then sent for indexing by Ei Compendex, and
Scopus.

2 BUE B : www.icaibd.org



