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Abstract ; The botnet network poses a serious threat to the Internet security, and the accuracy of the botnet detec-
tion method is low, while the Bayesian algorithm has high accuracy. This paper puts forward a Bayesian algorithm
with the mechanism of MapReduce based on the Hadoop platform to achieve botnet detection. Taking the host-pairs
as analysis objects, this method extracts the traffic features of communications between two hosts, takes these fea-
tures as input and trains the Bayesian classifier through parallel calculations of the prior probability and condition
probability on the stage of the Bayesian algorithm training to learn to recognize botnet traffic. By using the Bayesian
classifier trained on the stage of the Bayesian algorithm training and parallel calculations of the posterior probability
on the stage of detecting, the detection of botnets can be achieved. Experiments show that the method for detecting
botnets is effective and the correct detection rate is more than 90%. The efficiency of this method is greatly im-
proved as compared with detecting the single Bayesian algorithm of the botnets.

Keywords : botnets; botnet detection; Bayesian algorithm; Hadoop; MapReduce; flow

Y TR P28 B B D A 22 4 LRI 7 TR Bl () S R R TR R WA T AR I 4%
A DM AR — P 2 T8 ok X 288 U o A SIS SR, 2 ik
ek B B8 :2013-05-06.  R4% Hi KR H #7:2014-02-21. PageRank 7% 52 IUAG I 38 5 1) £6% 38 15 U0 5 )

4 LR : S R W B B 13ZCZDZGX02500, \ SN - - - A
R T o ! PR 245 S MR 2 e P

EIS1EE . A7 IN. E-mail.: shaox]@ nankai.edu.cn. ﬁ?ﬁﬂ%%gm%ﬁﬁl\ %K%ébﬁ%’fﬁ %‘IE\ s Z:ﬁlézﬂj%




514

HRFEEN , 25« AL AL 0 2% 14 DL 3075534 B89 MapReduce JFAT L5280 =27 -

ARSI 5 357 FR T I 28 U A R i LR ZE R IR 55
i S8 ARSI Y TAERCR AR sk i)
25 FLAT AR ARRAE ) DRIt D0 3843 25 01 5 B Bt
T SN R (14 O 28 K HI A AT I k) T B — 45 ROk
HEAT ARSI AR 0 25 2 388 BTSN (R AN B R
B SRR DL R R R T
Hadoop HLi|F1 MapReduce 528 DU-T5AL 1 2571
R £ 53 BT AT DT D) 286175 1) 3 1 2 v A5 A A A
Ak T MapReduce #6048 7 4% i 0l -
Wk HE DTSR R U R B e s R AR PR
SRS B B 5 SR T A TR B, s

Hadoop£ERF

Reducer

Shuffle&Sort Mapper

AT A W 45 0 R FH = PR 5T A DL 1A 3Rk
HEAT AT AL B, SR A 7 R 25 1

1 RIAEF P %1t E R

LZ5H T =R A6 28 i A4, rh 9
DI IR QIR 552 = BB Al 1% =
RS UIMRI S8 AR 2 ARG o R 45 P AT
A P AN — DAL, e — MBI S5 &%,
ARBEAR 55 #-9 1 D A L 1, 32 A 57 P2 IR Y
KA SEHT LI LA B SR, =1 Hadoop YR
EAEIRA LRSS 2 AL 2 i

JEFMapReducef) 1
A TR P 25 RG]

el e

el 252
B 28 BRI

S

S wrmm
B

——————— RAE. Lt

1 ETF MapReduce BJ&NE P W&
Fig.1 Botnet detection based on MapReduce

RIFIR S5 #8217 tepdump JIUEL T EL AT X 2%
AL, ERE A B A DL 75 kil A =X S
FEfift, e AR SO Ry T2 s =X DU RR 43
Brab B, f BT 5 4 B B AR TE file AN [ PR Y
F R A% R TR 4N TCP Wpis Ak I 2 B s A A%

NPT 1B Bk (] 1R 1P ik | e 5 |
HAg 1P Motk | B A9 s 15 1B sl DB 1 5
FINISYNIACKIRST,

RBRAR S5 #HE AT IS 19 file 4% 3] = ) Hadoop
h, LUEH] MapReduce F47 4k 1) D1 -0 58035 47



- 28 - BOfE

ES

P

9

L
¥

45 2 &

Mrab#g, file hog—17 8RR — AR, AR g
W25 AR E R 55 2 file 1A% 3] 25 BREE (1) [a] — A4
SESCESE | DUETE 25 PR 55 p 6 45 1 000 19X 285 110 i o
L TP AT AL B RN L T A N Y 2% b 4B =
Lo,

i MapReduce 151818 4h 38 250K file
YRR AL A T AR B, K UL DR 2 3 A B B
AL B AT IS AR B S BT R BB R
FE5 8R40 40 3 5k i 8] 198 TP $b ik | A% TP Mk
TCP ECHE U | B 10] (i) B 1 257 | Bk ] ) B 22 £ | %5 i
AL B0 B A BT AR | R e sl ) P Y {1 2
br&s, o EARZE R 0 B0 1 KAn I Ak M 4%
B8 TR P4 A SCIRARZEE N 0 1Y
LRV IR R IE R P 4%, 5 WA A P 45

BEMLZE B RARZEE R 0 MY IEH W 415 uﬁE’J
2/3,%%1%15'_5* REREE R 1 E M5 51T
2/3 , XA TE BB STV I 215080 S, iE'JéL%
ATVE AR IE S SCF . SR, B U 85 SO R
DS S 53 34 T e, 4y e #E B Hadoop H 3
it 64 MB R/IMER— Rl kb 3t

2 T MapReduce & JL = & 3%

DL -3 88092 547 MapReduce 1531 A9 A JEL %
S DL I 2R B BB BURTRE S S R P (b) |

Value: Y5IP, H AIIP, w1, w2,
W3, Wa,Ws,We, 2R 2E

TR 5| Key: (B2

MapReducel

[spiit1 ] [spliz] ~ [splim ]

W)

MapReduce3

/m
»>.

Key: time

. Value: P(C |d ) P(C, \d)
Kol |\ /.@
Value: JRLP, .
H TP, w12,
W3, Wa,Ws We,
s

B2

N
%

P(n) FISAAER P(w, 1n) P(w, | n) Plwb) .

P(w,1b) (1 < i < 6) Jrh b FURMES M4 0 #
IEH W2, Horbvw, i TCP Eds i, w, A ][]
FIIH  w, j‘?HTIEﬂlEﬂrﬁrﬂ:,m AR AL HL
ws AN ECVIIE  w, FFRREEm P {E, 3
SR TE B X 2% RARE I 285 114 516 39 A 238 % i, — 1> Ma-
pReduce T1H 3 #2 , Bl MapReducel ; % 6 4~ J& 1451 Bk
BT A AR R 25 S W A TR B A A B
B iﬁ 4 /\#U%ﬁ S, R RE BER 24 AR
IR 24 A SR XTI 53 — 4> MapReduce
TR, Eﬂ MapReduce2, DI -5 il B B 3 1
26 MHEASHE G TR PR AR A DL A e 8 2K

P(b) ﬁP(wi I b)

i=1

P(b1 d) = =
P(n)ﬁp(wil n)
P(nl d)= ‘;‘((ﬂ

TR A O 2 B80S S AR R A T 43 2801
ST AR R 2 A B B 6T B — 1 MapReduce
IR B MapReduce3, & 2 ik 7 01 -5k
K I4E )~ 2% 19 MapReduce JRATALSE I 725 .

Value: JRIP, HHILP, w1, w1,
Wa,Wa,Ws,We, ZEFRES

TR H i | Key: A5

MapRed

*

- QetiedD -~ Rl

e2

| Spht1| | Sp11t2| | Splitn]

ey /s f f
Value: pI D,y»t

Key: /.1 f
Value: p. p,. -

\

o P

wi TCPEURER

wa B ][I (A
ws: I R][E]REAE LY,

war T ECE

ws: KA SR
we: SR [P

f f wiwe AT TR

PSR 5 L 195 | oyt 6 PR
Co: IEF ™%
C B M
d H%%&E%Mﬁm
time: ’KL\U”J

Split: A H: 1c100pﬁ’%J NS €N

H T MapReduce #& & F M 41 UM Hr &%

Fig.2 The process of Bayesian algorithm to detect botnets based on MapReduce



514

HRFEEN , 25« AL AL 0 2% 14 DL 3075534 B89 MapReduce JFAT L5280 =29 -

2.1 MapReducel Byi&it

Map1 BN AR 2 4% Hadoop AL FHIE 1

1 { Key , Value ) X}, JE 200 (i A7 2 Ui 457 B AH X T 5C
PHR I OE RS i, SCAR U P i — 1705 2D 1)
HE, BT MapReducel 2715 D1 037 (9 5 56 HiE
K, T HE] Value RYZEPRZE R, BT LL Mapl ¥4 %5
1T Value BUHEH% 2546 0 B 045 Ep 50, RO B0l
B e —I0, B EPR 28 (E, P bR 2 (E, #5780, il
Hip E] 25 2R (Keyl, Valuel ) X Y IE 200 (“ 1E 5 M
27 1) R 1, )2 R (Keyl, Valuel ) X (4
WA AR ML 1), I H , MapReduce HE42 %
PUAT—IK map () VLR B —F7 50 @it Bngit
WL SATEC, LSO 2 B sum £76i, Mapl H2
— MEHEAERS BB, B Reducel BETEZIE 50 I
QRZEALBE . Mapl S RROACHS 0T,

#i A : Object Text,

i H . Text  IntWritable .

map ( Key . Value)

{ StringTokenizer itr =new StringTokenizer ( value.
toString( ) ) ;

String[ ]temp =new String[ 9] ;

While (itr.hasMoreTokens( ) )

{temp[ i ] =itr.nextToken( ) ;// JEMEFAFELH
i++;
5
Sum-++;// W 2SR SATHL
If(temp[ 8] .equals(0) )//FHREE 0 F1EH 4%
Context.write ( “ IEH MZE” 1) ;

Else// 3R MR 4%

Context.write ( “fE 7 25" 1) ;

}

Zeit Mapl #8503 B9 84715 B AR AL FE AL ( Key1 ,
Valuel ) J& 2 i 45 15 B (4 2b 33 o 18] ST Y, Ma-
pReduce HEZLKEAEA Mapl % H (%) v 8] SO0 45
(“IEFME” 1) iR ZE” 1) 7 R Key 6
(IEH 48 A8 M 2% ) HEAT 73 2098 OB Y ( Key2,
Value2) Xf JEAH (EFRZAE, {1,1,---,1 {)

Reducel 2 H {5 2.4 ( Key2, Value2) , Re-
ducel YAF55 & XF Key2 AH [F] i rh [|) 45 2R 11 %%, %
Key2 fENIEH P4 581/ Value2 BT 50K 1IE
HIZEANEL, T AR R B B sum _yes f76f 5 47 Key2
(b YRl TR SHATI Value2 BOFTECR AR ) I 2%
B, FH LU AR B sum_no A7, FF43 I H sum_

yes/sum sum_no/sum 13 15 B AR P (n) A1
P(b) LI R A i sum_yes_p Hl sum_no_p 17-fif
Reducel I FEEACHSANT
i A : Text  IntWritable ,
B . Text  FloatWritable .
reduce ( Key, Value)
{ for(IntWritable val; Value)
Suml+=val.get( ) ;//45 Key J“1EH M4,
Gt Y I R0 48 B A K A D A i I 2 R A
¥k
If( Key.equals ( “ IEH B2 ) )
| sum_yes =suml ;//ﬁﬁﬁﬂif%’ ) £ B IR A T A
sum_yes_p = sum_yes/sum /7 TEH W 45 S 06
RS
%
Else
{ sum_no=suml ;//FEREAE ] P28 B 1 7%
sum_no_p =sum_no/ sum ;// {57 PSS H0HER
%
Context.write ( key, (float) (sum1/sum) ) ;// %
H S A AR
%
2838 MapReducel BYALF, JE AL 2 A DLl 53 A8
i sum_yes_p .sum_no_p FAGAHER , RIVIE 5 2% 5
B A AEL R 28 S B A R B — R O
AT BT B
2.2 MapReduce2 BJi%it
Map2 $ZUWCEI 5 B 5 Mapl AR, 2025048
# Hadoop AL FRIE B #Y ( Key, Value ) X, I 300 (1%
T A AL SIS T SO AR A S 1 e B i, SCARSC
PP —47E B {5 E . MapReduce2 T3 DU
HI AR T FH 3 Value (19 6 N8 P51 K2 K545
{5, Ftk Map2 K5 4347 Value B 4% 23 4% 3 E) 1 F
FFEREL O B 2 3~9 T w, w0, , -+ 1w, , ALK
KhrZfl, B RFIWEAREERZR 07, K5 H
Wi B PR A AERS HBE N, ASE R 0" HE
PEAELAE BB, i A ) 25 58 (Key3 , Value3 ) X (JE
R Cw, In” 1) s AR 07 B PR A
A, K o A] 45 SR ( Key3, Value3 ) %F A9 2 N
(fwIn” 1) AR 1 FLURVERAE RN, 5
o ] g5 IR (Key3, Value3 ) XF 1) JE U K
(w167, 1) s AR AE R 1 B PEAEAE A ST, i



30 - = O6e

2 4 % M

9%

He ] 45 5 ( Key3, Value3) X HITE K (“w, 167 1),
Map2 RS AT,

#i A : Object ,Text

ki H : Text  IntWritable .

map ( Key, Value)

{ StringTokenizer itr =new StringTokenizer ( value.
toString( ) ) ;

String[ ] temp=new String[ 9] ;

While (itr.hasMoreTokens( ) )

{temp[ i ] =itr.nextToken () ;// JE&MFA4FEREEH

i++;

b

}
If ( Float. parsefloat (temp [ 2] ) > 140 && Float.

parsefloat(temp[ 2 ]) <150)
If(temp[ 8].equals(“0”))
Context.write( “w, In” 1)
Else
Context.write( “w, 16”7 ,1) ;
Else
If(temp[ 8].equals(“0”))

Context.write(“ w, In”,1);

Else

Context.write ( “ 1711 16”7 ,1);
/7 Hoft 5 A JEPESNINGRad R m] |
}
283 Map2 #1843 He 0y 4547 15 B0 A 31 A L)
(Key3, Value3) JE 2 19 45 7 B 4 b 2 iy o 8] ST A
tH , MapReduce HEZ244 554> Map2 %t (9 [i] SCLF

(1445 S IR Key (8 (w, 1n ., w, In o, 1b . w, 1b) 755
L BURT 1 ( Key4, Valued ) X, JE Xy (R0 745
BT )

Reduce2 H|#915 BN (Key4, Valued) . Re-
duce2 HYAT: 55 & XF Key4 AH [F] @4 v ] 25 2R 3154,
Key4 {H7“w, 1n” , 5111 Valued B91T4L suml A w,
FE BB PN BE T 1E % W 4450, FIH sum1/sum_yes
RAFFABEE P(w, In)  JFLUR G wi_in_nomal
it 45 Key4 (H R 1;1 In”, G 1T Valued FITTEL
suml 4 w, 76 5 {5 4h H & T 1F & W 24>, F
suml/sum_yes RAFKAFMR P, 1n) JFLUR B2
1 wi_out_nomal 174 ; 45 Key4 {5 w, 16" BT
Valued FIFT40 sum1 K w, 7F B(EL N HJE T8 2%

ANEC I suml/sum_no SRS SR P(w,1b) ,JF
PIRE 5148 wi_in_unnomal 74 ; 4 Key4 1H 1;[ I
B G811 Valued FIFTEL sum1 K o 76 BI{E AN H.
J& TR MZEAE, R suml/sum_no R AF S5 HE

HP(w, 1b), LR A S wi_out_unnomal 774,
Reduce2 T FEOACIS AN,
B . Text  IntWritable .
i . Text . FloatWritable .
Reduce ( Key , Value)
{ for( IntWritable val; value)
%
Suml+=val.get () ;//key N [R] B9 5514 F
FFE, MG 206 AN [ 2 1 I 28 S A 7 4
}
// A Key FAF R length
/BT AT R Key )i 2 D F4F msg_
temp
If(msg_temp.equals( “n”) ) // & T 1E 5 W 4%
{ Float result=sum1/sum_yes;//TT5 544K
If (Key.equals( “w, In”))
wl_in_nomal = result;// i 5 AR A7t I
S 1 FEBIE P HLE T I 4% SR
Else if (Key.equals( “ 7;, In”))
wl_out_normal = result;// i, it R ATfE R
PESI 1 TEBE SN HLUE T 15 M 25 Z A
//Hply 5 AN RSN EAE B E A A8 T IE R
W0 265 114 2% AR [
%
Else
{ Float result=suml/sum_no;// 315 55 HER
If( Key.equals( “w,156”))
wl_in_unnormal = result;// i, 51 A% & 174

JEPES 1 7E B E N ELR TR B2 SR
Else if (Key.equals( “ 1;1 16”))

wl_out_unnormal =result;// {5 AR B AT
JEMEF 1 A B N HE TR W4 SRR
/7 HA 5 AN J@PES I AAEBEN S s TR
W 265 1) S5 PR ) I
%
Context.write ( Key , result) ;/ /% H 24485

%
T MapReduce2 Z XTIl Z: 585 19 6 1~ 13



514

HRFEEN , 25« AL AL 0 2% 14 DL 3075534 B89 MapReduce JFAT L5280 31

HEAT NG, B4 P B 2 S W 2 5 Do i T 2 S
FIWr & A TE B E N, IR R A 4 D FB A
A, 20t MapReduce2 ROAL PR T Y 24 SR
O MAAETE 24 DR ZE R B X 5 MapReducel
TR 2 A 8053 728 S A ) S S W 3R A [ 44 ol 58
AR | AT P T A DU R 45
2.3 MapReduce3 &1t

Map3 H2SC 2 A £ B8 2 8% Hadoop AEFHIE 1§
9 (Key, Value) Xf  JE X (12474 80 07 B AR T 3C
PRGOS B W B i, SCAR U P Y — 1715 2D 1Y
{58 . MapReduce3 ZX} 6 5 J& PE 4346, 75 FH )
Value B9 6 @ PES, Fr LA Map3 BEE:1T Value %03
FEAS AR EI AT B, U B R 5 3~ 8 I,
435028 TCP HCHE WAt | o T7) [ B ~F- 25 480 ik (8] [ B A2
b ECE AL 518 B A BT Y (R fa] o
BIME, HIWr 6 N RIESI RE RS TES A BIEN, &
TEBE N, 73 50 R Al 2 AR A ) 51 A2 FE wi_in
_nomal \wi_in_unnormal 1555 5 HE2E ; 5 7E (A,
A3 ) FH A i 25 A4 M 3R A9 B 53 78 5 wi_out _nomal |
wi_out_unnormal 718 5 IGME R IR AR T N 45 5K
PR IEH 5 RMER P(n | d) FE ] 45 5
BER P(b | d) —ifi it 4558 (Key5, ValueS)
XTEIE RN B T EAT 5L, P(nl d) P(b 1 d) ),
Map3 i AL AN T .

i : Object \Text,

B H . Text  Text,

map ( Key, Value )

{ StringTokenizer itr = new StringTokenizer ( value.
toString( ) ) ;

String[ ] temp=new String[ 9] ;

While (itr.hasMoreTokens( ) )

{temp[ i ] =itr.nextToken () ;// JEMEFAFER LR
i++;

9

}
P, =sum_yes_p;P,=sum_no_p;
If ( Float. parsefloat ( temp [ 2 ]) > 140&&Float.
parsefloat(temp[ 2 ]) <150)
{
P,=P, *wl_in_nomal;
P,=P, *wl_in_unnormal ;
5
Else if( Float. parsefloat (temp [ 2]) <140 || Float.
parsefloat (temp[ 2 ]) >150)

%

P,=P, * wl_out_normal ;
P,=P, * wl_out_unnormal
}

/7 Hot 5 A @ PSR AR m] |
Line++;// G fEA 74K
Context.write ( Line, P, P,) ;

%

283 Map3 484y B i 5547 15 2 HB Ak 2 AL L
(Key5, Value5 ) JE2X 1Y 55 157 B 44 b 2 1) v ] SC A7
1, MapReduce HEZLK 541~ Map3 Fii 59 A ] 344
ZERAL IR Key H (B T 7EAT 80 #1750 41 5 Ak
74 Reduce3,

Reduce3 B M15 B A <Key5, Value5>, Re-
duceS BUAT95 S 447 LR ) 245 A B9 P(b | d) AN
P(nl d) MK/, # P(nl d) >P(bl d) BT
P 28 B30 DAy T TR0 4% 500 5 7 DU A 8 ) IR 2% i
Reduce3 ARG AN R TR,

BN . Text  Text,

T . Text  Text,,

reduce ( Key, Value)

{ StringTokenizer itr = new StringTokenizer ( value.
toString( ) ) ;

String[ ] temp=new String[ 2] ;
While (itr.hasMoreTokens( ) )
{temp [ i | =itr.nextToken ( ) ;//1E % M 4% )5
AR SR 48 5 IR
i++;
5
If( Float. parseFloat (temp [ 0 ] ) >Float. parseFloat

(temp[1]))// %
Context.write (Key, “ IEH W4 ) 5/ / FIWr
Else

Context.write ( Key , “f8 7 B4 ) 5/ / FI Wt
%

3 EBERE N

ARSI R AN X 4 BRI SRy B AR el I o —A~
TR, 1T P EHLZ) 200 6, 1R A R 2
N 150~200 Mbps, SEHGRAE T R KB, il ik
ASCHE AT B ERE, T T 2 AR
BB B 52 D, M D, D, b IS i SCA SO
1.6 GB, TCP #¥¥it1%k 23 631 638, D, fithr)a i)



.32 BOBE R

9%

SCARSCAF 0.8 GB,TCP #4441 11 570 835,

2 38— 2 3 BRSNS [] AR 1] A5, A3
Br UL R A AR Af R . R de i I ZR D, Bl
BERRAT K I 2l gk 4 SRR XS D, Ml A I, Ho Ak
SEESEE R 3 iR,

100
99 |

98 |

97t

IE% /%

96 |

95

o 1 2 3 4 5 6
JEHEFNAEL
B3 wlAEEEIAHHEREILR
Fig.3 Comparison of correct rates among detecting dif-

ferent numbers of attribute columns

RGN 3 s i Se e 2R, il DIAS 32 T Ma-
pReduce (1% DT 43 2068 A6 045 1) 265 1) 1E A 232
REESIE, I IZIrE A R . 53 FME A [H]
B T PS5 B 52 i 56 T MapReduce 119 DU 17
I3 EAR B IER AR A — e R b A e 1 5] > Eh ik
EAR RS =

SR R TCP B i N BUR PEST Y B {E, 22
it Z WS AT B IE AR oA & 4 Bk

100.0 1
9.5t
99.0
985 +
98.0 |
975
97.0 }
96.5

ER% /%

100:150 1101150 120.~150 130:150 l40l~150 1401145
158 {31 [
B4 HTEHEXNEHEZM
Fig.4 Influence of threshold changes on accuracy
M 4 Ha] LAE 2 4054 TCP & i A~ 4ok
DAyt EAS I A REAE 1] IR 408 B IR (AT DL e R
140~145, F3 81, UnSRIEF ] [ B {61 S AR i)
() FT LA H 2 1) BB R 595 ~ 605 5 84, AT LA ——
M I AR A T 1 AR A R B0 R A e R 1
(ELIT B e e TR

S I BRECR AN, LK
A IR D05 A BB 45
F1 MapReduce FF47 14 1) DL i 7 4 2 46 00 48 7 I 4%
BRI, BRI A RANEL 5 Fis, SE8m A
30 53 AT DU ST A D A R 2% | SE 5 B A MapRe-
duce I 1F LT EIF RO WIAE P2 % . LRI S T ih
553830 £ A7 DL ST G D AEE ) 48 AH [, MapReduce
SEEH DU R 4 R F LB 8
Pt GO ROR AU

x 10°

4 7] /ms

&

0 1 1 ]
0.33 0.99 1.65 231
RN MB

5 8175 MapReduce 1 TUHE AR IE &R LR
Fig.5 Efficiency Comparison of Serial and MapReduce

Bayesian algorithms to detect botnets

4 LERE

ASCHE T —FP R = 255 T 1Y Hadoop L
1) MapReduce HE4L 15 11 5 52 B DL it By 43 2 () 12 7
W28 R IN J7 ik o 5 B A B I A 5 v AN TRl 1)
S B VA ENIER B 4, 42 B AL 8 A5 T
HRFIE SR 5 R SRR VR S DL $7 43 2R 50 0 (0 i
A, #ETF MapReduce Il 2542 1% D1 iy 1743248, I
SR DS o3 S aS HEATARP 28 ARSI X A A
D5 VA s I ARG 32 0 HL3R & R IR, S
Hb AR SCAEIN R 1 DL I 37 53 2 285 B BOAE e iy &
PEAS RN R 1 00 B 194 ) R 68 10 T i) e B
M 53 OO 465 AR ARG 48, T —25 AR I S5 A TSR

SEH .

[ 1]JIANG Hongli, SHAO Xiuli. Detecting P2P botnets by dis-
covering flow dependency in C&C traffic[ J]. Peer-to-Peer
Networking and Applications, 2012, 5(2): 1-12.

[2] R, it 48 0. 56 F 2w AT o RRAE 19 IRC 48 M 2%
R [ 3] AHEHLEAR, 2009, 32(10) ; 1980-1988.
WANG Wei, FANG Binxing, CUI Xiang. IRC botnet detec-
tion based on host behavior[ J]. Chinese Journal of Comput-
ers, 2009, 32(10) : 1980-1988.

[ 3]s, HF 55 . FE 4 4 I 2% ) (R D 4 Aan il 3 [0 ]



514 HRFEEN , 25« AL AL 0 2% 14 DL 3075534 B89 MapReduce JFAT L5280 -33.

HRERG AR, 2013, 8(2) : 113-118.

JIANG Honglin, SHAO Xiuli. Botnet detection algorithm
based on neural network [ J]. CAAI Transactions on Intelli-
gent Systems, 2013, 8(2) . 113-118.

[4]DEAN J, GHEMAWAT S. MapReduce : simplified data pro-
cessing on large cluster[ J]. Communications of the ACM,
2005, 51(1) . 107-113.

[5]Fg7kA BEIETC, A #. 3T MapReduce B4 D 307 57 35 1R
PR BEALHIL T ] IS, 2011, 31(9) : 2412-2416.
TAO Yongcai, XUE Zhengyuan, SHI Lei. MapReduce-
based Bayesian anti-spam filtering mechanism [ J]. Journal
of Computer Applications, 2011, 31(9) . 2412-2416.

(61 FR BRI, 2 30 AR 2 K HOR & [0 ] b B Bodi d 15
2005, 7(5): 9-13.

DU Yuejin, CUI Xiang. Botnets and its enlightment [ J].
China Data Communication, 2005, 7(5): 9-13.

(10 ] 5K MG, FEF T AR R DL H307 702 v i B FA PR 4 O 1 5
[J] A& HL2EHR, 2007, 30(8) : 1267-1276.
ZHANG Peng, TANG Shiwei. Privacy preserving naive
Bayesian classification[ J]. Chinese Journal of Computers,
2007, 30(8): 1267-1276.
{EZTE T
HRF W, 24,1963 42, #Bz, 1
Az, EEERE T [ S
TS, S 5WEREZR A AR
&WH,EEK“863" W H , RiEH &
HEEG AARIERS E AT
CIMS # i TR H 45 Z BRI H
AP TR AR E R SRR AR AR 8 I, R
AR 80 RFH

X—ff, 4, 1992 4E A4 AR A 3
B FE I ) A R AR R R EE AR S

[7]VALIANT L G. A bridging model for parallel computation 45,
[J]. Communications of the ACM, 1990, 33(8) . 103-111.

[ 812 WM, Fedd, W 25 56 T 2R 38 A0 M A48 I 2% P01 R 458
[I1ABEHLRSG I, 2009(8) : 130-135.

LI Xiaozhen, CHENG Jia, HU Jun. Botnet recognition sys-

Wk Mg i, 22, 1988 4E 4, A+ BF 5%
A, BRI T M AR

tem based on the clustering technology[ J ]. Computer Sys-
tem and Application, 2009(8) . 130-135.

[9]STONEBRAKER M, ABADI D J, DEWITT D J, et al. Ma-
pReduce and parallel DBMSs; friends or foes? [J]. Com-
munication of the ACM, 2010, 53(1): 64-71.

£ 31 ElsEFEIERE N

31st International Conference on Machine Learning

The 31st International Conference on Machine Learning (ICML 2014 ) will be held in Beijing, China, from June 21
to 26, 2014. The conference will, tentatively, consist of one day of tutorials, followed by three days of main confer-
ence sessions, followed by two days of workshops. We invite submissions of papers on all topics related to machine
learning for the conference proceedings, and proposals for tutorials and workshops.

After reviewing author and reviewer feedback from the previous conference, ICML 2014 will adopt a two-cycle sub-
mission/review format, of which the first submission/review cycle will facilitate both regular one-time review/rebut-
tal of submissions, as well as invitation-only resubmission into the second cycle, whereas the second cycle will only
allow regular first-time submission plus resubmission of papers invited from the first cycle. We are also exploring the
possibility of a JMLR track at ICML that allows direct submission of papers intended for JMLR to be reviewed under
the same time frame of ICML, more detail will be available soon once agreement with JMLR has been reached. Ac-
cepted papers will be announced and posted online shortly after acceptance and will be considered published and a-

vailable for citation at that time.
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