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Feature selection of network traffic using a rough set and tabu search
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Abstract; A feature selection of network traffic using a rough set and tabu search ( RS-TS) was proposed for the

purpose of optimization in the feature selection of traffic classification. This approach reduced the traffic feature at-

tribute with a rough set and established the feature subset as the initial value of a tabu search, as well as the opti-

mal feature subset on the basis of a tabu search. The optimal feature subset with a tabu search can be selected on

the basis of a feature subset. In contrast with the traditional feature selection methods based on GA and IG, RS-TS

was validated optimal by experimental results. It can diminish redundant feature attribution of network traffic effec-

tively and greatly improve the classification accuracy.
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Fig.1 The flow chart of feature selection of network traffic using rough set and tabu search
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Table 1 Statistics of Moore_Set

% 5 PR REH Frb %
WWW http, https 328 091 86.910
MAIL Imap, pop3, smtp 28 567 7.567
BULK fip 11 539 3.056
DATABASE oracle, mysql 2 648 0.701
SERVER ident,ntp,x11,dns 2 099 0.556
P2P kazaa , bittorrent 2 094 0.555
ATTACK worm, virus 1793 0.475
MEDIA real, media player 1152 0.305
INT telnet, ssh, rlogin 110 0.029
GAME half-life 8 0.002
Bt 26 F 377 526 100
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N N Ny, & SEXANTF

1) N, (true positive) : SEPRISHELN | WFEAE D
FAERNE IR HARLE

2) Ny, (false negative) : SEPREHL N i@ BIFEASE
SrREBUE R KA LR

3) N, (false positive) : SR8 E Rk © A
BOFRALEL G | REAL R,

SEER A C4. 5 YRR 73 2R A% R X bL AR E 16
BRI, H C4.5 BRW BB/ EHITHAS K
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A, AL TELAE X 18] 5., [5) e SRR T 0 48 i B R AR
SEHAEAR , BER RO I A ) 48 TR RE A B AL BT R Y
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T BAESS A RE A R R MR
% (RS-TS) B IE#a 4 , 7E Moore_Set iz i RS-TS 75
BT 48 T B A JR P 1B % , 45 B RE L Y B DL
EFARMNER 2 fia. AR TTLIE H, MR R4
RARERER Y, BROAERZTIRHE RS
FFAE AL B 1 , 23 RS-TS HikFE 4% )5, A
246 MFHIER A RIEE 23 MHE BRI
HETFER , B UURHIE T R EVRRE N U o 2B RHE L
H99.35% . RS-TS J5 ¥k RES A RUH ARG X &8 73 K68
BRI E R EFE R, iR T 0 X8 8
2 — B S SR SRR FHE B RO -

®2 EARBRSTS FERRINRMBUETSE
Table 2 Optimal feature subset with RS-TS

Fe FHERR ]
1 Duration of the flow duration
2 Number of packets in forward direction fpkts
3 Number of packets in backward direction ~ bpkts
4 Number of bytes in forward direction fbytes
5 Number of bytes in backward direction bbytes
6 Minimum forward packet length minfpktl
7 Mean forward packet length meanfpktl
8 Maximum forward packet length maxfpktl
9 Minimum backward packet length minbpktl
10 Mean backward packet length meanbpktl
11 Maximum backward packet length maxbpktl
12 Minimum forward inter-arrival time minfiat
13 Mean forward inter-arrival time meanfiat
14 Maximum forward inter-arrival time maxfiat
15 Minimum backward inter-arrival time minbiat
16 Mean backward inter-arrival time meanbiat
17 Maximum backward inter-arrival time maxbiat
18 Minimum of active flow minaf
19 Mean of active flow meanaf
20 Maximum of active flow maxaf
21 Minimum of idle flow minif
22 Mean of idle flow meanif
23 Maximum of idle flow maxif

FEAE R SE B 4R b o0 B 2T 2RI B
MBI B VIS C4. 5 JSEm /2588, 3R A
BRI C4.5 BEW R a7 MR B 72K, K 3
RAHEBERTS C4. 5 PesRih 4 2588 70 2008 B i3
HEER.

R3 SPHERESRAEFRASIEBE L

Table 3 Comparison of classification accuracy between full

feature and optimal feature subset %
% 3 2EFHE R RARHE T4
REE HmRE R R

WWW 93.58 96. 65 97.67 98.19
MAIL 92.69 93.28 96. 82 94.07
BULK 85.23 85.83 88.96 86.85
DATABASE 90.72 90. 18 91.07 90.37
SERVER 90.85 89.29 93.73 91.32
P2P 83.28 81.95 89.84 85.72
ATTACK 88.74 82.41 85.82 83.03
MEDIA  93.87 86.73 94.62 87.46
INT 85.36 81.59 87.18 83.92
GAME 82.03 79.65 88.22 83.07

M= 3 LR, 3T P2P RFIR 3, 1 Fi &
DUARFAE 48 Lo A R AAE JR 100 SR B ) R AR 15
T 4.60% , WA b 55 B SRR B, 70 SRR 2R
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BET 1.89%. BT AR, FIH R IEFE
PAHRNILXZEAERNSLEE. TR
FH, 2T RS-TS MYFHE B8 5 Ik A {XPEE T FRIE
#P MHBRTHLEEE. RFEET . BT
Moore_Set 43,7 [ 246 T 4% S AFAE 8 M , FAEAR
ZITURB B, MAT RS-TS MRHELE
B S E RS TR B 20, 7EAR
TE 5325065 B 1 [R) B A i BRI T R ALE 2 ) O 4
AR HEREBRER, B NERER IR

TEFE, KKBH T TOARFHE RS> FHE E .

i T B S5 A URE S AL B R R e
IR R, AR SCGEFESCR[ 8 ] BT EET GA 1Y
FHESEFE S SR [ 18 ] FrE B T 1IG R IE
WEHLE RS-TS MR MNERE I E
BRI E TN RIS 7E3X 3 FIARAE 2643 07 15 e AT
KA C4.5 A3 KE 3 M4 W E T2, RE %R
Nk 4 .
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Table 4 Comparison of classification accuracy between different feature selection algorithms %

RS-TS CA IG
% A
R R R R R W R

WWW 97.67 98.19 94.72 93.28 93.36 91.97
MAIL 96.82 94.07 93.34 92.92 90.12 89.25
BULK 88.96 86.85 87.09 83.34 79.89 81.29
DATABASE 91.07 90. 37 89.63 88.03 84.47 83.85
SERVER 93.73 91.32 87.78 85.24 82.81 80.73
P2p 89.84 85.72 82.22 80.16 79.42 78.51
ATTACK 85.82 83.03 87.07 81.81 77.93 75.04
MEDIA 94.62 87.46 89.26 84.54 82.01 84.69
INT 87.18 83.92 83.19 79.93 80.36 71.73
GAME 88.22 83.07 79.27 76.78 74.17 69.94

4 LIS, TR KB FIERE , B
RS-TS J7 ik W RZE T GA BURHELL I k89 702K
RARERER T 4.62% , lWHEFET 1G HRHE L%
TEEIRBRER T 10.84% . LT AR H,
RS-TS £ GA.IG J7 35 W] LA1S B &8 i 19 2 5 A v
W, H T RS-TS Ik 2. HIRHET , M
HF RS-TS 5k, BT GA ML RBE T R AL
BRI =W P RBERRUAE; R T
IG WL ST 1k B SR AR S0 A WO S IR, T 52 B Y
SEINTE PSR S NE F A R A, BT LAE R
FRRADAAISEMEIRRT ,HT 16 BIRHELE
BH B REETEZIPW. RS-TS Fk4a
THEERMABRERII A, —77 ol AR R
LATH R P 48 00 8 P X B B9 TOR AL B 142, IR it o 18
REMFRARMLONHRE, B — T EAREEE
RBREACRERL” , RIERRB R T R
H R B2 R

3 HEEiE

Frxt M4 8 P KB ITR I IE SR RRE,
MBI J0E B T R E R, ARIBHRE R AL R
BEREANNAS BT —MEsHENERE
RE GBI EFETT L (RS-TS) . SEWRM 1%
TIEFE LR MR B T W LIBRARIL TR T GA KR

BT MET IG RHME BT RRIBCR. 207
5 — 77 T P RLRE SR ZEA TP J A 24 R T AR OB
DIURRHER R R, R REE B R B IR K
TR B ()R s HEE ML R B RAE R R, T LU
PRGSO BE , SR ARG B P A 1 48 4047 3 /)
RS-TS W B IF 4R T — I r) TAEE .
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