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A spam mage filter ng systen based on user-ecified mage content

CHEN Jun-wei, ZHANGL i-chun, LU Yue
(Deparment of Camputer Science and Technology, East ChinaNomal University, Shanghai 200241, China)

Abstract: Spanmers often enbed text in mages in innocuous eming emails, reaulting in large numbers of gan

imageswhich are difficult o filter out To lve thisproblan, a an image filtering system was developed that gp-
plies user-pecified identification of $an mage content First, userswere aked  identify pan mages fran
emails o generate a classof pan mages These mageswere then added  a blacklist Next, images in incaming
e-mailswere matched with images sbored in the image blacklist Finally, if amatching magewas found, the emmail
was judged as gpam because it contained images identified as an by users Testingwith an etmail server contai-

ning 3534 sample magesproved the proposed method effectively intercepts pan emails
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Fig 1 mage procesed by the panmer
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Fig 2 Flow chart of the systam
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Fig 3 mage gradient and feature descriptor
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Fig 4 Example of detecting advertising mage
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