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System fault evolution direction based on topological safety entropy and

an entropy gradient field

CUI Tiejun'?, WANG Chongxin', LI Shasha'*
(1. School of Environmental and Chemical Engineering, Shenyang Ligong University, Shenyang 110159, China; 2. Liaoning Safety
Engineering Industry School, Shenyang Ligong University, Shenyang 110159, China)

Abstract: To quantify the disorder of fault evolution paths and determine the dominant fault types in complex systems, a
system fault evolution direction analysis model based on topological safety entropy and an entropy gradient field is pro-
posed. The system is abstracted as a node—link topological structure, and the topological safety entropy is calculated
through node failure rate weights and topological proportions to quantify the degree of disorder. The topological en-
tropy space gradient and evolutionary parameter entropy gradient are solved, and the dominant type of fault evolution is
determined based on the gradient angle. By combining this solution with the Hessian matrix, the critical point of system
topology instability is identified, and the threshold for fault type jump is clarified. The basic idea of the algorithm and
the derivation process of the mathematical model are given. A wind turbine is taken as an example for verification. The
results show that the system’s topological safety entropy (2.257 7 bit) is near the theoretical upper limit, reflecting that
the system is in a high-risk disordered state; the evolution direction angle (30.9°) tends to electrical component failure,
which is consistent with the conclusions of the controller’s high weight (0.6133) and high topological proportion
(0.2224); the critical parameters are a vibration frequency of 55.4 Hz and a temperature of 174.2 °C, which serve as the
threshold for fault type jump. Finally, the physical meaning of the results is discussed. This research provides methods
for fault prediction and safety management of complex systems.

Keywords: complex system; system fault; evolution; topological safety entropy; entropy gradient field; critical point
identification; evolution direction; space fault network; fault prediction
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