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Adversarial attack optimization method based on L;-mask constraint

ZHOU Qiang, CHEN Jun, TAO Qing
(Department of Information Engineering, PLA Army Academy of Artillery and Air Defense, Hefei 230031, China)

Abstract: The existing adversarial attack methods generally utilize infinite or L, norms to measure distance. However,
these methods can be improved in terms of imperceptibility. Moreover, the L, norm, as a conventionally employed met-
ric method in sparse learning, has not been extensively studied in terms of improving the imperceptibility of adversarial
samples. To address this research gap, an adversarial attack method based on the L, norm constraint is proposed, and it
focuses limited perturbations on more crucial features by performing feature differentiation processing. Additionally, an
L,-mask constraint method based on saliency analysis is proposed to improve attack targeting by masking low-saliency
features. The results reveal that these improvements enhance the imperceptibility of adversarial samples and reduce the
risk of overfitting alternative models with adversarial samples, thereby enhancing the transferability of adversarial at-
tacks. Experiments using the ImageNet compatible dataset reveal that the imperceptibility FID index of the L,-con-
strained adversarial attack methods is approximately 5.7% lower than that of the infinite norm while maintaining the
same success rate for black box attacks. Conversely, the FID index of L,-mask-constrained adversarial attack methods is
approximately 9.5% lower.

Keywords: adversarial attack; L, norm; mask; saliency; imperceptibility; transferability; sparse; constraint
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Fig. 4 Noise analysis based on L;-mask constraint method
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Table 2 Comparison of ASR and FID under different constraint methods of MI

ASR/%

FrithuR i Aishe Inc-v3 GoogleNet VGG-16 ResNet-152 Mob-v2 ViT-B & F1 FID
4 98.8 28.4 27.1 18.9 31.6 10.0 23.20 30.78

100.0 44.8 42.7 31.9 47.6 14.8 36.36 59.07

L 12 100.0 55.8 53.0 425 62.1 17.8 46.24 79.83
- 16 100.0 63.1 61.9 52.4 71.3 21.9 54.12 95.99
20 100.0 69.4 66.2 58.7 77.7 252 59.44  111.26

24 100.0 81.1 77.4 71.8 85.1 31.2 69.32  135.59

2x10° 99.3 30.8 32.0 20.6 34.8 11.4 25.92 37.11

4x10° 100.0 48.5 472 36.0 52.9 16.2 40.16 65.99

L, 6x10° 100.0 63.5 60.1 50.2 66.0 21.1 52.18 89.78
8x10° 100.0 75.4 68.6 62.2 78.1 27.9 62.44 11247

- 10x10°  100.0 80.3 77.3 71.2 85.4 33.0 69.44  131.10
8x10° 99.8 32.7 32.3 22.5 36.5 10.9 26.98 38.85

12x10°  100.0 4.8 39.4 30.3 46.6 14.3 34.68 53.98

L 16x10°  100.0 50.0 473 37.5 53.3 16.8 40.98 65.36
' 20x10°  100.0 57.3 53.5 43.0 58.7 19.6 46.42 75.28
30x10°  100.0 66.2 62.3 54.5 70.5 24.7 55.64 93.19

40x10°  100.0 85.1 80.8 75.3 86.5 35.1 72.56  135.00

3x10° 96.7 29.2 31.7 31.3 322 11.8 27.24 32.19

9x10° 99.2 48.7 475 38.2 50.7 18.8 40.78 61.72

Li-mask  15x10°  100.0 61.7 59.4 50.6 61.1 25.4 51.64 81.72
2510 100.0 73.8 73.3 63.3 75.1 35.3 64.16  109.03

35x10°  100.0 82.1 80.0 71.8 84.0 42.8 72.14  132.20

4 14.6 24.2 31.7 96.8 36.1 9.2 23.16 25.74

8 32.3 44.7 53.0 99.6 59.5 11.8 40.26 57.18

L 12 46.4 61.4 66.0 100.0 72.8 13.6 52.04 82.27
- 16 56.8 72.1 74.9 100.0 81.4 18.7 60.78  103.79
20 66.9 80.1 80.3 100.0 86.7 22.7 67.34  122.10

24 72.9 85.5 85.8 100.0 90.3 26.6 7222 139.12

2x10° 19.9 30.1 36.5 98.0 44.3 10.1 28.18 33.06

4x10° 40.3 52.1 58.5 99.6 64.6 12.5 45.60 65.12

L, 6x10° 55.9 68.3 71.2 99.9 76.8 16.6 57.76 91.02
8x10° 67.7 78.8 79.8 100.0 84.0 21.8 66.42  113.41
ResNet152 10x10° 74.0 86.8 83.9 100.0 89.7 28.1 7250  134.65
8x10° 16.8 26.1 31.9 96.7 39.2 9.2 24.64 26.41

12x10° 28.2 40.7 472 99.1 51.9 10.8 35.76 45.26

L 16x10° 35.7 47.3 56.8 99.5 61.1 12.2 42.62 59.20
' 20%10° 46.2 57.4 63.3 99.9 68.4 13.2 49.70 73.31
30x10° 61.8 73.3 74.4 100.0 80.6 19.0 61.82  100.24

40x10° 71.9 83.7 82.1 100.0 87.8 26.3 7036 125.22

3x10° 25.6 322 36.1 88.4 39.0 11.1 28.80 33.04

9x10° 493 55.5 57.8 98.5 60.2 17.0 47.96 67.22

Li-mask  15x10° 61.6 69.6 69.9 99.0 70.5 22.7 58.86 89.81
25%10° 75.0 83.4 79.9 99.4 82.2 30.4 70.18  119.44

35x10° 80.3 88.3 85.5 99.7 87.1 41.3 76.50  143.28
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Fig. 6 Comparison of ASR and FID among four constraints
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Table3 Comparison of FID corresponding to the same ASR after linear interpolation

. ASRAFE S FIDIH !&L"f ,
30% 40% 50% 60% 69% FID T F&4%/%
L, 41.86 61.71 82.73 107.25 131.35 —
L, 40.90 60.24 79.98 101.94 126.18 3.7
L, 40.14 58.73 78.11 100.08 123.72 5.7
L,-mask 36.70 56.52 75.07 96.37 119.72 9.5
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Fig. 7 Different constraint methods counteract sample instances
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Table 4 Comparison of ASR and FID under different constraint methods of APGD

LY o & 3, AH [H]AY FID 1500 F L,-mask )5
XL I R R, L IR, L, IR, L&
22; M1 F Autoattack-L, ik A B KILH, %
5 UL L -mask J5 ¥k BB A R T XL el
B A A ZEaE M R B e T A

ASR/%
Yo ik Hshe FID
Inc-v3  GoogleNet VGG-16  ResNet-152  Mob-v2  ViT-B  B&-FH
4 6.2 13.5 21.7 68.3 233 7.8 14.50 12.90
8 12.7 213 32.1 70.9 37.2 8.4 22.34 29.08
12 18.8 31.6 433 71.1 475 8.2 29.88 43.80
APGD-L, 16 23.9 39.5 48.5 71.1 55.1 9.2 35.24 53.57
20 29.8 47.6 52.8 71.1 59.5 11.3 40.20 65.36
24 34.9 532 55.3 71.1 63.1 11.5 43.60 73.90
30 41.6 58.0 60.4 71.1 67.4 12.9 48.06 88.55
1x10° 7.7 14.4 23.8 66.9 23.6 7.3 15.36 13.29
2x10° 12.9 228 36.5 70.8 38.4 7.7 23.66 29.42
APGD-L, 4x10° 28.7 43.1 54.2 71.1 56.8 9.8 38.52 58.07
6x10° 41.1 55.8 62.3 71.1 64.5 12.8 47.30 81.26
8x10° 50.5 63.3 66.5 71.7 69.5 17.3 53.42 99.19
3x10° 10.5 212 30.9 69.0 30.0 7.6 20.04 20.80
8x10° 18.1 325 41.4 71.0 43.4 7.8 28.64 37.64
12x10° 26.5 42.0 49.1 71.1 51.0 9.1 35.54 50.99
APGD-L,
16x10° 33.0 51.8 54.6 71.1 59.8 10.5 41.94 65.18
20%10° 41.0 55.2 59.7 71.1 63.2 12.5 46.32 76.64
30x10° 53.1 63.0 65.5 71.1 69.2 18.2 53.80 99.76
4x10° 12.9 238 34.6 69.9 33.8 7.5 22.52 26.98
8x10° 18.9 33.0 43.4 70.9 44.7 8.6 29.72 40.48
Autoattack-L,;

16x10° 33.9 51.2 55.3 71.1 60.3 10.3 42.20 66.88
30x10° 51.0 64.4 65.9 71.1 69.6 16.4 53.46 105.02
1x10° 15.0 227 27.7 53.4 26.4 8.3 20.02 20.45
3x10° 243 35.9 39.4 66.8 39.2 9.9 29.74 38.72
APGD-L,-mask 9x10° 40.6 52.8 57.1 70.7 55.7 145 44.14 64.77
15x10° 48.9 60.8 63.3 71.0 60.5 18.3 50.36 81.85
25x10° 55.7 65.1 68.9 71.1 68.6 25.9 56.84 106.23

T MARFR RIS



* 603 - JE5R, % BT Ly-mask 295 XTI AL T 12 553 M
60 medical image analysis algorithm based on text guidance
sol [J]. Acta electronica sinica, 2024, 52(7): 2341-2355.
[3] GOODFELLOW IJ, JONATHON S, SZEGEDY C. Exp-
L 40t laining and harnessing adversarial examples[C]//Interna-
% ~+ APGD-L,-mask tional Conference on Learning Representations. Washing-
307 :ﬁggg%l ton DC: ICLR, 2014.
= APGD-L. [4] KURAKIN A, GOODFELLOW I J, BENGIO S. Ad-
201 ~ Autoattack-L, versarial examples in the physical world[M]//Artificial In-
10 20 20 50 80 100 120 telligence Safety and Security. First edition. Boca Raton:
FID Chapman and Hall/CRC, 2018: 99—112.
B8 APGD Hi% 4 FZy5R5 X ASR 5 FID X & XLk =) :E%%ﬁ ﬁ%%\%ﬁ%’ . W BB R
. . ZER[I]. HHENLFAR, 2022, 45(1): 190-206.
Fig.8 ~ Comparison of ASR and FID among four con- JI Shouling, DU Tianyu, DENG Shuiguang, et al. Robust-
straint methods of APGD e ? o )
ness certification research on deep learning models: a sur-
. vey[J]. Chinese journal of computers, 2022, 45(1):
4 HAE 190-206.
N " .. [6] DONOHO D L. Compressed sensing[J]. IEEE transac-
AR T — R T L, TR I X HT tions on information theory, 2006, 52(4): 1289-1306.
s, IR e RE b B i 13k [7] CANDES E J, WAKIN M B. An introduction to com-
F L,-mask IR R Pl 7 . 38 o ST E pressive sampling[J]. IEEE signal processing magazine,
P =1 iy B A S T 2008, 25(2): 21-30.
i ﬁﬂﬁjﬁh I&,giﬁ%g *‘H Iaif/] g mﬁliﬁﬁy‘fjf—l: A [8] BAEHRENS D, SCHROETER T, HARMELING S, et al.
AT B BE R A B Ak, PERE O T3 T 0 5 Y O How to explain individual classification decisions| EB/OL].
L, JWE LR 6 et ik o (2019-12-06)[2024-01-01]. https://arxiv.org/abs/0912.
TG ZaWE I8 AR, e R MUK | 3 24 1128v1. . .
(B | I E T L, T % L,-mask Yy 1Y (9] POSHI-VELEZ F, ISIM B. Towards a rigorous science of
N . R interpretable machine learning[EB/OL]. (2017-03-02)
XYUBCE TR R VERE, (7] 2% P840 e 25T 971 [2024-01-01]. https://arxiv.org/abs/1702.08608v2.
BRI Bl gy ik b, DA — R A i S [10] SIMONYAN K, VEDALDI A, ZISSERMAN A. Deep
FAE inside convolutional networks: visualising image classi-
AN L, B W ’ 53 L, R fication models and sahem.:y maps[EB/OL]. (2013—12-20)
. e R \ [2024-01-01]. https://arxiv.org/abs/1312.6034v2.

SR B 0 B0 DVAR O, H RS DA Ly-mask 29500 (147 SMILKOV D, THORAT N, KIM B, et al. SmoothGrad:
AR L, TEEL LR, 2T 6 B ml SR A o removing noise by adding noise[EB/OL]. (2017-06—12)
AN, YR A AR IR K £ n] LA o S pR ROy [2024-01-01]. https://arxiv.org/abs/1706.03825v1.
AV S TC 249 5 Ak ) S5, T S S0 1o 30T S B [12] DONQ Yinpeng, FIAO Fangzhf)u, PANG Tianyu, et al.

L ) Boosting adversarial attacks with momentum[C]//2018
IRHEATOR AR o KRR Z A HUR G LA, TS IEEE/CVF Conference on Computer Vision and Pattern
Ak R 10 D0 Ak )RR AT SR A, B R P e B 25 Recognition. Salt Lake City: IEEE, 2018: 9185-9193.
BRLEE [13] LIN Jiadong, SONG Chuanbiao, HE Kun, et al. Nesterov

= ¥ ST b b T accelerated gradient and scale invariance for adversarial

ii}a ’ X&iﬁ ih" }L EE{ A ﬂ: GRS % i]: i I& attacks[EB/OL]. (2020—02—-08)[2024—01-01]. https://arx-
it BE 0y T B, #0038 o ) B R BE i R AL S Y iv.org/abs/1908.06281.

PRI K AR 3w, Bl RS [14] DONG Yinpeng, PANG Tianyu, SU Hang, et al. Evading

AN HIREAS defenses to transferable adversarial examples by transla-
tion-invariant attacks[C]//2019 IEEE/CVF Conference on

ﬁ/j % 3'[ fﬁk : Computer Vision and Pattern Recognition. Long Beach:
IEEE, 2019: 4307—4316.

(1] s, ffotd, ERAs. Firs: ASiEBnUEIEL  [15] XIE Cihang, ZHANG Zhishuai, ZHOU Yuyin, et al. Im-

T[], TR S KR, 2025, 62(1): 2-21. proving transferability of adversarial examples with input

LU Sidi, HE Yuankai, SHI Weisong. Vehicle computing: diversity[C]//2019 IEEE/CVF Conference on Computer

an emerging computing paradigm for the autonomous Vision and Pattern Recognition. Long Beach: IEEE,

driving era[J]. Journal of computer research and develop- 2019: 2725-2734.

ment, 2025, 62(1): 2-21. [16] GAO Lianli, ZHANG Qilong, SONG Jingkuan, et al.

(2] BEsk, ZRa), MAEVE. BT ICARGST MEZHERE R
AR R[], H T2, 2024, 52(7): 2341-2355.
FAN Lin, GONG Xun, ZHENG Cenyang. A multi-modal

Patch-wise attack for fooling deep neural network[C]//
Computer Vision-ECCV 2020. Cham: Springer Interna-
tional Publishing, 2020: 307—-322.


https://doi.org/10.7544/issn1000-1239.202440538
https://doi.org/10.7544/issn1000-1239.202440538
https://doi.org/10.7544/issn1000-1239.202440538
https://doi.org/10.7544/issn1000-1239.202440538
https://doi.org/10.12263/DZXB.20231135
https://doi.org/10.12263/DZXB.20231135
https://doi.org/10.11897/SP.J.1016.2022.00190
https://doi.org/10.11897/SP.J.1016.2022.00190
https://doi.org/10.1109/TIT.2006.871582
https://doi.org/10.1109/TIT.2006.871582
https://doi.org/10.1109/TIT.2006.871582
https://arxiv.org/abs/0912.1128v1
https://arxiv.org/abs/0912.1128v1
https://arxiv.org/abs/1702.08608v2
https://arxiv.org/abs/1312.6034v2
https://arxiv.org/abs/1706.03825v1
https://arxiv.org/abs/1908.06281
https://arxiv.org/abs/1908.06281
https://arxiv.org/abs/1908.06281

520 % BOE R & v M 604 ¢

[17] MADRY A, MAKELOV A, SCHMIDT L, et al. To- [30] SZEGEDY C, LIU Wei, JIA Yangging, et al. Going deep-
wards deep learning models resistant to adversarial attacks er with convolutions[C]//2015 IEEE Conference on Com-
[EB/OL]. (2019—-09—-04)[2024—01—01]. https://arxiv.org/abs/ puter Vision and Pattern Recognition. Boston: IEEE,
1706.06083. 2015: 1-9.

[18] CROCE F, HEIN M. Reliable evaluation of adversarial [31] HE Kaiming, ZHANG Xiangyu, REN Shaoqing, et al.
robustness with an ensemble of diverse parameter-free at- Deep residual learning for image recognition[C]//2016
tacks[EB/OL]. (2020—08-04)[2024—01-01]. https://arxiv. IEEE Conference on Computer Vision and Pattern Recog-
org/abs/2003.01690v2. nition. Las Vegas: IEEE, 2016: 770-778.

[19] CROCE F, HEIN M. Minimally distorted adversarial ex- [32] SIMONYAN K, ZISSERMAN A. Very deep convolu-
amples with a fast adaptive boundary attack[EB/OL]. tional networks for large-scale image recognition[EB/OL].
(2020—-07-20)[2024—01—01]. https://arxiv.org/abs/1907. (2015-04-10)[2024-01-01]. https://arxiv.org/abs/1409.
02044. 1556v6.

[20] PR, B5dhh, 2400, . MBI Lk ims:  [33] SANDLER M, HOWARD A, ZHU Menglong, et al. Mo-
R[] BE244R, 2013, 24(11): 2498-2507. bileNetV2: inverted residuals and linear bottlenecks[C]//
TAO Qing, GAO Qiankun, JIANG Jiyuan, et al. Survey 2018 IEEE/CVF Conference on Computer Vision and
of solving the optimization problems for sparse learning Pattern Recognition. Salt Lake City: IEEE, 2018: 4510~
[J]. Journal of software, 2013, 24(11): 2498-2507. 4520.

[21] ANDRIUSHCHENKO M, CROCE F, FLAMMARION [34] ALEXEY D, LUCAS B, ALEXACDER K, et al. An im-
N, et al. Square attack: a query-efficient black-box ad- age is worth 16x16 words: transformers for image recog-
versarial attack via random search[M]/Computer Vision— nition at scale[C]//International Conference on Learning
ECCV 2020. Cham: Springer International Publishing, Representations. Washington DC: ICLR, 2021.

2020: 484—501. [35] PASZKE, ADAM, SAM G, et al. PyTorch: an imperative

[22] CROCE F, HEIN M. Mind the box: /,-APGD for sparse style, high- performance deep learning library[EB/OL].
adversarial attacks on image classifiers|[EB/OL]. (2019-12-03)[2024—01-01]. https://arxiv.org/abs/1912.
(2023—11-24)[2024—01-01]. https://arxiv.org/abs/2103. 01703.
01208v3. [36] KIM H. Torchattacks: a PyTorch repository for adversari-

[23] CHEN Pinyu, SHARMA Y, ZHANG Huan, ct al. EAD: al attacks[J]. (2021-02—19)[2024—01-01]. https://arxiv.
elastic-net attacks to deep neural networks via adversarial org/abs/2010.01950. .
examples[J]. Proceedings of the AAAI conference on arti- [37] MARTIN H’ HUBER R, THOMAS U, et al. Gans trained
ficial intelligence, 2018, 32(1): 10~17. by a. t.wo. time-scale update r-ule converge to a lo.cal nash

[24] SU Jiawei, VARGAS D V, SAKURAI K. One pixel at- equ1.l1br1um[C]//Advar-1ces in Neural Information Pro-
tack for fooling deep neural networks[C]/IEEE Transac- cessing Systems. San Diego: NIPS, 2017.
tions on Evolutionary Computation. [S.L]: I[EEE, 2019: 828— 1’]5% /l%l,lr fl\ :

84l 3, WL, BRSO 1

[25] MODAS A, MOOSAVI-DEZFOOLI S M, FROSSARD FHLEERE S B2 4k . E-mail:
P. SparseFool: a few pixels make a big difference[C]// 1071391319@qq.com.

2019 IEEE/CVF Conference on Computer Vision and
Pattern Recognition. Long Beach: IEEE, 2019: 9079—
9088.

[26] POMPONI J, SCARDAPANE S, UNCINI A. Pixle: a fast
and effective black-box attack based on rearranging
pixels[C]//2022 International Joint Conference on Neural R4, g A, I T I
Networks. Padua: IEEE, 2022: 1-7. FHLEEE Y B tib . E-mail:

[27] PAPERNOT N, MCDANIEL P, JHA S, et al. The limita- 1358749376(@qq.com,
tions of deep learning in adversarial settings[C]//2016
IEEE European Symposium on Security and Privacy.

Saarbruecken: IEEE, 2016: 372—387.

(28] DUCHI J, SHALEV-SHWARTZ S, SINGER Y, et al. Ef-
ficient projections onto the 11-ball for learning in high di-
mensions[C]//Proceedings of the 25th International Con- VEOR, Hodz, AT, 1, p
ference on Machine Learning. Helsinki: ACM, 2008: EHEIIS SRR b, FER T
272-279. 6] A Bl g~ AU R R

[29] SZEGEDY C, VANHOUCKE V, IOFFE S, et al. Re- E-mail: taoging@gmail.com,

thinking the inception architecture for computer vision[C]//
2016 IEEE Conference on Computer Vision and Pattern
Recognition. Las Vegas: IEEE, 2016: 2818-2826.



https://arxiv.org/abs/1706.06083
https://arxiv.org/abs/1706.06083
https://arxiv.org/abs/2003.01690v2
https://arxiv.org/abs/2003.01690v2
https://arxiv.org/abs/1907.02044
https://arxiv.org/abs/1907.02044
https://arxiv.org/abs/2103.01208v3
https://arxiv.org/abs/2103.01208v3
https://arxiv.org/abs/1409.1556v6
https://arxiv.org/abs/1409.1556v6
https://arxiv.org/abs/1912.01703
https://arxiv.org/abs/1912.01703
https://arxiv.org/abs/2010.01950
https://arxiv.org/abs/2010.01950
mailto:1071391319@qq.com
mailto:1358749376@qq.com
mailto:taoqing@gmail.com

