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Research on communication network fault
classification based on data mining

ZHU Zhen', LIU Lifangl, QI Xiaogang2

(1. School of Computer Science and Technology, Xidian University, Xi’an 710071, China; 2. School of Mathematics and Statistics,

Xidian University, Xi’an 710071, China)

Abstract: The communication network fault classification algorithms previously used did not consider potential fea-

tures in alarm and fault data, resulting in low classification accuracy. This study proposes a data mining-based commu-

nication network fault classification algorithm to address this issue. First, the feature structure is applied to the mining of

the potential features in the data based on the understanding of the data background and data characteristics, and then the

mined features are added to the original data. Furthermore, the LightGBM algorithm’s feature importance evaluation

function is used to evaluate the importance of all features in the new dataset and to delete unimportant features based on

the importance value. Finally, ensemble learning algorithms are used to perform fault classification studies on feature-

screened datasets. The experimental results show that the accuracy of the communication network fault classification al-

gorithm based on data mining has a better effect.

Keywords: data mining; communication network; fault classification; integrated learning; characteristic engineering;

alarm data; network failure; network alarm
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