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Unstructured document sensitive data identification
and abnormal behavior analysis

YU Bo, WANG Zhihai, SUN Yadong, XIE Fujin, AN Peng
(Beijing Wondersoft Technology Co., Ltd, Beijing 100876, China)

Abstract: It is an important research content in the field of data security to classify data quickly and accurately in mass
data, and to quickly identify user abnormal behavior. In the field of data classification research, natural language pro-
cessing technology improves the accuracy of classification, but the problems of mixed Chinese language, low accuracy
of unsupervised learning, and large workload of supervised learning sample labeling need to be Chinese made urgently.
In the field of user anomaly analysis, due to high sample dependence, which leads to low accuracy of abnormal behavi-
or recognition, this paper proposes to use outlier detection to build an abnormal behavior sample library to solve the
problem of excessive sample dependence. In order to verify feasibility of the method, the experimental system is further
constructed to carry out experimental analysis, and the proposed method can significantly improve the accuracy of data
classification and abnormal behavior analysis.

Keywords: data security; artificial intelligence; classification; language model; user’s behavior analysis;

sample; nlp; supervised learning
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