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Probing path selection algorithm for multi-node
failure localization in networks

QI Xiaogang', WANG Zhiping', LI Jiahui', LIU Lifang’

(1. School of Mathematics and Statistics, Xidian University, Xi’an 710126, China; 2. School of Computer Science and Technology,
Xidian University, Xi’an 710071, China)

Abstract: A probing path selection algorithm based on active probing is proposed to solve the problem of existing fault
localization algorithms’ inability to meet the requirements of multi-node failure localization, especially when a large
number of failed nodes are present in the network. The algorithm mainly includes the greedy path selection algorithm for
fault detection, which is used to iteratively select the probing path with the minimum weight to cover the nodes in the
network, and the tabu link search algorithm for fault localization, which is used to generate the candidate path set mul-
tiple times to select the most suitable probing paths and thus solve the problem of multi-node failure localization. Simu-
lation results on random network topologies and real network topologies show that the probing path selection algorithm

has a higher successful localization ratio and lower probing cost than the existing node failure localization algorithms.
Keywords: multi-node failure localization; active probing; probing path selection; greedy path selection; tabu link

search; successful localization ratio; probing cost
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Fig. 1 Selecting probing paths to identify the target node
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Table 2 Comparison of successful localization ratios of al-

gorithms

#ifh PPSA RWL GFL
GEANT 0.95 0.90 0.85
GTS CE 0.91 0.87 0.73
AS3967 0.97 0.91 0.87
AS1755 0.95 0.88 0.82
AS1221 0.96 0.89 0.86
AS6461 0.95 0.90 0.87
AS3257 0.96 0.89 0.86
AS1239 0.94 0.89 0.84
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Table 3 Comparison of probing costs of algorithms

#ifh PPSA RWL GFL
GEANT 28 112 29
GTS CE 139 356 131
AS3967 72 210 68
AS1755 86 262 72
AS1221 108 325 98
AS6461 124 380 120
AS3257 150 420 134
AS1239 287 648 272
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