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QI Xiaogang1 HU Qiuqiu1 LIU Lifang2

(1. School of Mathematics and Statistics, Xidian University, Xi’an 710071, China; 2. School of Computer Science and Technology,
Xidian University, Xi’an 710071, China)

Abstract: To improve the accuracy, sensitivity, and efficiency of anomaly detection algorithm in data mining when the
amount of data increases, a parallel anomaly detection algorithm (MR-LOF) based on the MapReduce framework and
the local outlier factor (LOF) algorithm is proposed in this paper. First, the dataset, stored in the Hadoop distributed file
system (HDFS), is logically divided into multiple data blocks. Then, the MapReduce principle is used to process the data
in each data block in parallel, so that the k-distance and LOF value of each data point is calculated only in a single block.
It greatly improves the efficiency of the algorithm. Simultaneously, the concept of k-distance is redefined. It avoids the
situation where the local density is infinite because more than k repeated points exist in the dataset. Finally, the data
points whose LOF value is larger than threshold are merged, and the LOF values of combined data are recalculated. This
process can effectively improve the accuracy and sensitivity. Experiments with real-world datasets demonstrate the
validity, high efficiency, and extendibility of the MR-DLOF algorithm.
Keywords: data mining; anomaly detection; local outlier factor; Hadoop; MapReduce; Distributed File System; parallel
computing; local density
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 1    MapReduce framework
Fig. 1    MapReduce framework process

 
 

 

 

 
 2    HDFS

Fig. 2    HDFS structure
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算法 1 MR-DLOF algorith
X = x1, x2, · · · , xN输入 : data set

k: number of nearest neighbor
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N : data block number
θ: threshold for LOF
输出 Abnormal data and LOF values

lo fi > θ
XX

Get data set which  from 算法  2 add in

lo fi > θ xj ∈ XXCalculate  of 
return Abnormal data and LOF

LOF k-
MapReduce
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lo fi > θ算法 2 Compute 

X = x1, x2, · · · , xN输入 data set 
k: number of nearest neighbor
θ: threshold for LOF
N : data block number

lofi > θ输出 data set which 
Initialize a Hadoop Job

Set TaskMapReduce class

D1,D2, · · · ,DN

Logically divide X into multiple data blocks:
.

In the j-th TaskMapReduce
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Table 1    Node information
 

IP

Master 192.168.0.120 NameNodeResourceManager

Slave0 192.168.0.121 DataNodeNodeManager
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Table 2    Data test result
 

TP(True Positive) FP(False Positive)

FN(False Negative) TN(True Negative)
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Fig. 3    Accuracy comparison of algorithm
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Fig. 4    Sensitivity comparison of algorithm
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Fig. 5    Efficiency comparison of algorithm
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Fig. 6    Execution efficiency under different calculating
node numbers
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