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Parallel anomaly algorithm based on MapReduce

QI Xiaogang', HU Qiugqiu', LIU Lifang’
(1. School of Mathematics and Statistics, Xidian University, Xi’an 710071, China; 2. School of Computer Science and Technology,
Xidian University, Xi’an 710071, China)

Abstract: To improve the accuracy, sensitivity, and efficiency of anomaly detection algorithm in data mining when the
amount of data increases, a parallel anomaly detection algorithm (MR-LOF) based on the MapReduce framework and
the local outlier factor (LOF) algorithm is proposed in this paper. First, the dataset, stored in the Hadoop distributed file
system (HDFS), is logically divided into multiple data blocks. Then, the MapReduce principle is used to process the data
in each data block in parallel, so that the k-distance and LOF value of each data point is calculated only in a single block.
It greatly improves the efficiency of the algorithm. Simultaneously, the concept of k-distance is redefined. It avoids the
situation where the local density is infinite because more than K repeated points exist in the dataset. Finally, the data
points whose LOF value is larger than threshold are merged, and the LOF values of combined data are recalculated. This
process can effectively improve the accuracy and sensitivity. Experiments with real-world datasets demonstrate the

validity, high efficiency, and extendibility of the MR-DLOF algorithm.
Keywords: data mining; anomaly detection; local outlier factor; Hadoop; MapReduce; Distributed File System; parallel
computing; local density
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) Local Outlier Factor(LOF) 5. %%, i i 158 &1
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MY, Bk E R R m BB EAFERTHET
k ANEE N . FEXAE LAY SERE L, Bhatt 451
T — Pk Y LOF 553, 4 k-distance 122 R
m-distance A4 & B ERE . Hod, k-distance J& 4K
P55 A AR kAN EE s 2 T A R S, 1T m-
distance J& 804 & 5 H & A0k P 5 BB B -1
{H o Miao 25U H T — b B A% 5 T 1Y) Jey S S
FE 7302 (KLOF) SR iR A Ele i s R AR
Tang %151 AT AR X 5 B B B R (E Ok B R
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R 48 B X G 0 e 4B R Al T o ek, 20
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A FEE B LRAEEME PR A
XoF Je #0 S H PR 19 52 W 3 7 S J7 T XS LOF 7
R B k1T TR AT, IR Hadoop 1Mk
JE ML F MapReduce THHEHESE, B3t 7 —Fik T
MapReduce Fl LOF [ A0 B IF 47 5% o & I 53 ik
(MR-DLOF), £ MR-DLOF B3k, o T ke 8

P P AEFE R TEAE T & A E A A5 B8
Jry 85 BE R TC 95 KB 0L, F58 o LT k=483 R
B R TR, R B 4R
X3 R 2 - B, F) H MapReduce Ji BRI 474k
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1 Hadoop & K

Hadoop /& Apache {45 4 25 HF & 19 43 A X
RGHA A . H IS B E Google 7E [H PR |
% FM%TF MapReduce' ™, GFS"'Fll BigTable" [t}
=i, Hadoop Hi HDFS, MapReduce . HBase .
Hive F1 Zookeeper %5 i 51 2H A, H: 7" HDFS 1 Map-
Reduce &P~ B2 A B L . HDFS A DL SEEAN
] 15 A5 L AN ) 28 78 1 B ML A 08 % 5, MapRe-
duce il i Map PRI Reduce pR K AR I 512 81 AT
S A SOt . SCEIER, K T MapRe-
duce Y IFATH L I SC A R4 = T L R
fig S,

1.1 Hadoop MapReduce

Hadoop MapReduce JSZ 8% H T Master/
Slave %54, MapReduce 437 =0 A AE S = 24
F AL B TR : Map By BE Al Reduce BBt . Map
[ B Y Map B 50T Reduce B BX Y Reduce pRECHR
i PR IS TS SR 217 A 2 L. Map pREL 32 240 5
iy NIRRT 7 A v ) g 1, RS 38 e B A Oy =X
B ax B rp a4 M3 0T Reduce PRALAH & 7F — i 5
WA LS R e B Y DU (B X (key/value) JE 2(
EX b g A RN 1, DR UE T R A e A R
ATEEE . Y Reducer PR 5 i — A S X
B}, MapReduce 11555 il . ¥l 1 & MapReduce
YR . HDFS B SR 95 45040 /N K/ 4k
P AT Wy HE AR, P T AR 5 SR E e iR AT
HorEl, 20k Map BB, X R — BB T Map
5505, YRR T HE Y )5 iE A Reduce BB &)
45, R A5 RS A HDFS Hr
1.2 Hadoop HDFS

Hadoop Distributed File System (HDFS) >k H]
Master/Slave 4 #t), HAE Ky —4>m BE A48 H o 97 e
195348 S R 48, AL NameNode, Second-
ary NameNode 1 DataNode =255 457", & 2 i
AN A T HDFS 2544 .
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Fig. 2 HDFS structure

NameNode & 95 55 H H A —A, Fsi 20
FUERAETE K, 0 sk B U B AR 45 1 Data-
Node {7 & FE| A (% B . Secondary Name-
Node J A] £ 75 i, 55 NameNode #1738 15, &
{f-F7 HDFS JCEE I . DataNode iy 15 55 L]
DI 24, FERTTAAEEE . R R 1T IR E £
e 4, A Z A EIA (BAH 3 1Y), Data-
Node 7€ ] [7] NameNode I #z.0> Bk, NameNode i
0 Bk i B 2K 45 i DataNode.,

2 HiEikit
2.1 LOF &%

LOF &5 T 9% [F 1 & 5 s, HoAZ.O 8k oy 2
KT H s o505 B nY 20 ), P B Ay k-2B 3 R
B9, A B AT R AT I % R A R S
AL, AR i Jaa 38 S o DAL 1 /N 0 W 580 o 1 S
TR T4 3 S o SRR A AR T

1) k-8 VT HE B (k-distance): X 4T 2 IF %4k
k, 55 p 1) k-2 B 5 A k—distance(p) = d(p,o0),
PUE ST PSP S E

O fEREARZS B, ZBAAEHE kA g, 1S
d(p,q) <d(p,0).

Q EHARZEE N, BE2HFE k-1 8 g, ff
1t d(p,q) <d(p,0)s

Hrh, d(p.o) AR p T o ZIRIMIEE

2) k-1 BS 4B 3 (k-neighbor): &5 p 1Y k-1 245

W N(p) WV 5 5 p B9 Z B #E B /NF k—distance(p)
IR RIS .

3) Al iA#E B (reachability distance): 45 & S48 k
F, BdE o5 p BIEE S o W] IR B reach—dis(p, 0)
JEAE B 0 WY k—distance(o) FIEE AL p 55l 0 Z
S ER==9 RN (=P

reach—dis,(p, 0) = max{k—distance(0),d(p,0)}

4) JEnl iK% B (local reachability density): %%
P 5 p B )R] IR B A B k- R £ e
LRSI A AT 3 S AR, |

NP
Ird = 1
) = S each—dis,(p.0) M

5) Ja#B 5 # [+ (local outlier factor): Z(#l p
14 Jey T8 AR X 285 B (J 8 5 TR 1) A p Y 4B sk
DAL s A Je S AT 3k % R M RSCHE A p YR R A T
Y LEAEL AP 2 {F, B

Ird(0)
Znem(p)m .
[N (P)|

R A Je ¥ S PR 1 S, AR A p 1Y
LOF fH7E 1 Bt i, SRWIEAE &8 p W % IR E
AR R 22 A 25 R B s p W9 LOF(E/N T 1,
FE OB 55 p b AE— S AE X AR X, N R —
A S A QR S p B9 LOF 43438 KT 1,
R 5, p BRI A 5 LA B e, AR AT BE R —
S o
2.2 MR-DLOF &£

LOF B30 5 T %% B 1) = /e 3300, 113
TR, HAE LOF B3k b OCT Jm i vl 38 % B i e X
AR : AFTER TEE T kAN ER A, X
FE Y E 52 AE TR R B, 33X 28 Y 7 2 AT Gk B
R, R R AT Ik AR AR TR ST, NI T
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B3k 1 MR-DLOF algorith

HIN X =x,x%,,xy: data set

k: number of nearest neighbor

LOF(p) =
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N data block number
6: threshold for LOF
4,  Abnormal data and LOF values

Get data set which lof, >0 from B % 2 add in
XX

Calculate lof; > 6 of x; € XX
return Abnormal data and LOF
H T LOF BiEA I, A SCHBiE T k-4Bik
B A, JF45 5 MapReduce HEZL 4R H 17 57
RN . HORE SR k-SP I B B RS I R
k-2P T iE 2 (k-distinct-distance): %f 4T & 1F 4%
Bk, s5op B k-2B T B E LR k—distance(p) =
d(p,o), WIRE 2 LA 46 0F:
D) TEREARZ [, 2/DLEAE kg, 115
d(p.q) <d(p,0)o
2) TEFEARZ I, BLAFTE k-1 15 g, il
1+ 0<d(p,q) <d(p,0).
Horh, d(p.o) M xi p 5 o Z IR ES
HX2 Computelof >6
I\ dataset X = x;,x, -, Xy
k: number of nearest neighbor
0: threshold for LOF
N: data block number
4 data set which lof, > 0
Initialize a Hadoop Job
Set TaskMapReduce class
Logically divide X into multiple data blocks:
D,,D,,---,Dy.
In the j-th TaskMapReduce
FirstMapper
MIN D=d.d,.d,
Wi <key,value >=
<d;, (o, dis(d;,00)) ,k—dis(d;)] >
for each datad;,i=1,2,---,m do
Calculate dis;; = distance(d;,d;), j=1,---,m
Sort dis;; of d;
for each dis;; of d; do
if dis;; # 0 & [k—neighbour| < k
add d; and dis;; in k-distinct-neighbor
record (o, dis(d;,0;))
end
Calculate k-distinct-distance record k—dis(d;)
end
FirstReducer
HMIN < key, value >=
< d,,[(o,dis(d;,00)) , k—dis(d)] >

MY < key, value >=
<d;,[(oy,dis(d;,0,)) ,k—dis(d;)] >
SecondMapper
BIN  <key,value >=
< d,,[(o,dis(d:, 00)) , k—dis(d))] >
Wit <key,value >=
< d;, (o, reach—dis(d;, 0;)) >
for o, € k—distinct—neighbour do
if k—dis(o,) < dis(d;, 0,)
reach—dis(d;, 0,) = dis(d;, 0,)
else reach—dis(d;, 0,) = k—dis(d;, 0,)
end
SecondReducer
BMIN < key, value >=
< d;, (o, reach—dis(d;,0;)) >
Wi <key,value > =
<d,lrd(d) >
for value do
Ird(d;) = k/ . reach—disk(d;, o;),
oy € k—distinct—neighbour
end
ThirdMapper
HIN  <key,value >=<d,Ird(d)) >
Wit <key,value >=
< d(lof(d)) > 6),10f(d;) >
for o, € k—distinct—neighbour do
lof(d;) = (X1rd(o) /k)/1rd(d)),
oy € k—distinct—neighbour
end
if lof(d,) > 6
output
ThirdReduce
HIN  <key,value >=< d,(lof(d)) > 6),10f(d;) >
WMl < key, value >=< d;*,lof(d;*) >
for value do
Sort lof(d;) for d; and record d;*
end
AR 4> FEEA 4 T MR-DLOF #3537 JH AR
FALBE . e, R s L A7 /e HDFS I i
U5 B AR 2 B D) 3 O 2 A BE B AR R
MapReduce Jit 2 I 17 b 244> Fe i B i) B s
i 45 4 Eh s 2 AY k-4 3T B B AT LOF (E i 5%
AR BN B AT 5 i R B4 B e v J A S
W TN T BOE BE R S AR, IR R T 5OE
(B 1) B A8 A5 I B — B i B s B, SR k-4
TR AT LOF {H, DA 22 v 530k 1) R A 0 2
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doop N 2.7.4 WA . A SCHT A HE PR A JAVA
B H SEPH, eclipse 4RI . LI ML T
V-5 1Y Hadoop 2E#F, 647 3 15 A 1 AN EGIY
SUR 2 AT L, T SN AE R 32 GB, 1A
TRNAE R 8GB, T REFRAIT R 1,

1 TRER
Table1 Node information
R IP Hihl e
Master 192.168.0.120 NameNodeResourceManager
Slave0  192.168.0.121 DataNodeNodeManager
Slavel  192.168.0.122 DataNodeNodeManager

SCH PGSR . A T 59 MR-DLOF 8 /94
BACHE N R AR, AR SOk FH I 2% A {2 B i 48 KDD-
CUP1999"*, KDD-CUP1999 %t ¥ £E v A 4> 1% 4
41 ASFRIEFD 1A 25 R 3R A Hor 3 AR AE LA
CSV &G M. X 41 MFAEAL 7 A Bl &,
34 AN LA i, I HAR 20 A AU 40 0.

LOF #l MR-DLOF 5. 32 H R BB 125 1 ok ik
P8, BT AR 8 E A B ik AR, R
Tk B R B /INEC IS, T B R M
25 PR A S R, T B AT T Ak
B, AR SCRBR 4R 0 AR R I CSV A% AR R
(1) 37 A~ AR AT R AE A AL B
3.0 EEMBERERIE

P RE A7 2 bs o - S ARSI B 3 o I O
SR B ARSI 45 SR 2 2 TR

T2 HBEBHRMNER
Table 2 Data test result

2 BRI A 1 H BRI Ky S
1EH R TP(True Positive) FP(False Positive)
SR FN(False Negative) TN(True Negative)

THER L
TP+TN
A = 3
Y = TP+ TN+ FP+ FN )

REUE : BVEIEFHRER, 2 EOR A S Ak
i B0 S B R B A Bz
.. TN
Sensitivit = TNZEN 4)
ARSC EFEX] I LOF 35 Al MR-DLOF %33k 4b

THAH [) A AR H5 B 4 B o o R RN R RO, R IR
MR-DLOF 535 (4 8501 o 4 X i RASE 1) 380
£, 43 5N KDD-CUP1999 F5 1Ak b B 4 %503
JE TP B AL BE B 10 ZH A [R) A0 55080 5, i Fir e U
g o AR i A b M B (BP S ) TR IR
P 7 LR 1%~2%. it 1 LOF %535 Fil MR-DLOF
Ay T B v 8 R R AR, I O
YERVEN bR, e M 0= 1.2,

i 14 3 ~ 4 AT A1, LOF Fll MR-DLOF 7 4k P AH
) B4 S 1, MR-DLOF 55 32 76 £ 3F H R Sk 1
Fehih b, RO T MR R

100 1y MR-DLOF
= LOF
95|
< 90 |
™ ogs5 |
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& 80t
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Fig. 3 Accuracy comparison of algorithm
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Fig. 4 Sensitivity comparison of algorithm
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duce 1T 45 i 5 B — %2 AU A5 (0 45086 1 ik
I, K 5HE 4 B J5 , Hadoop 23 B £ 4> MapRe-
duce JFATHATAE 55, 03 B W34
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