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Abstract: Passwords are the most popular way of user ID authentication. However, it is rather difficult to obtain large-
scale real text passwords. Generating large-scale password sets based on password-guessing techniques is a principal
method to research password security, which can be applied to evaluate the efficiency of password-guessing algorithm
and detect the defects of existing user-password protective mechanisms. In this paper, we propose a password guessing-
based recurrent neural network (PG-RNN) model. Our model can directly and automatically infer the distribution char-
acteristics and character rules from the data of password sets, which is different from the traditional password generat-
ing method based on manual design rule. Therefore, an RNN model that has been trained on a disclosed real user pass-
word set can generate passwords very close to the real data of the training set, which avoids the limitations of manual
setting for password guessing. The results of our experiments show that PG-RNN can generate passwords closer to
primitive data distribution more than Markov in password length and character structure categories. When evaluating on
large password dataset, the proposed PG-RNN model matching outperforms that of PassGAN, which is based on gener-
ative adversarial networks, by more than 1.2%.
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RenRen 4768 599 4766 815 1784 4549 974 4.55
Rockyou 14 344 297 14259 461 84 836 14 006 368 1.77
Yahoo 453 492 453 346 146 438212 3.34
Myspace 37 144 36 874 270 36215 1.24
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Table 2 Comparison on CSDN primitive dataset and new

datasets(x1 scale) generated by different methods
on length (L=8) with the most passwords

Y o R A 43 %
JELG A 36.37
PG-RNN 36.86
PCFG"” 42.59
— K Markov" 11.65
~ [ Markov"”’ 12.64
PUB Markov' 17.46
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ZRAEVLTC | %A DB 7E 3G fn, X 7E PG-
RNN Fil PassGAN P M ELH | AR 68 05 1R ff b 15 5
I, X WULH T PG-RNN # A Fl PassGAN #{ A
AR H R 0 2F S B R R IR R BE T o TEVC LB I,
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Table 3 Character structure categories on training dataset and new generated passwords at the scale of x1, x10 respectively

on different datasets

P35t 44 FR Kne IS alih) B+ ik FER AT
YR 0.454 0.124 0.388 0.035
CSDN PG-RNN-x1 0.445 0.117 0.396 0.041
PG-RNN-x10 0.445 0.113 0.403 0.039
YIRS 0.166 0.288 0.484 0.062
Rockyou PG-RNN-x1 0.156 0.285 0.491 0.068
PG-RNN-x10 0.168 0.285 0.473 0.074
YIS 0.524 0.206 0.25 0.02
RenRen PG-RNN-x1 0.515 0.203 0.259 0.023
PG-RNN-x10 0.516 0.209 0.25 0.025
YIS 0.057 0.346 0.57 0.028
Yahoo PG-RNN-x1 0.052 0.341 0.572 0.036
PG-RNN-x10 0.051 0.342 0.571 0.035
YIRS 0.006 0.061 0.828 0.104
Myspace PG-RNN-x1 0.013 0.061 0.817 0.11
PG-RNN-x10 0.013 0.062 0.816 0.109

3.4 fFEMRE ERITEER
AR, %F PG-RNN Fl PassGAN P /A 780 A= J

B TR oy N < o B SO i R 0 I = 4R B 7 WO 411 ¢
XFEb gl % 4 s,

%< 4 PG-RNN 5 PassGAN & H I £ B Z I 7E Rockyou il & LT ER
Table 4 The evaluation results between PG-RNN and PassGAN on Rockyou training dataset

P AR SV UL FHEFENE HER% FEVIZREE TPIL I _E YRS 5L VT FERE/ %
1 000 000 996 808 0.319 31530 0.327
PG-RNN 10 000 000 9814 651 1.853 246 170 2.517
100 000 000 92363 373 7.637 1081612 11.027
1 000 000 182 036 81.796 27320 0.28
Pass-GAN 10 000 000 1357874 86.421 134 647 1.36
100 000 000 10 969 748 89.030 487 878 4.92

Forp, 55 3 BUFIER 5 51 5350 e 1Y 2 AE I I
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Table 5 The evaluation results between PG-RNN and PassGAN on Rockyou test dataset

i AR T S EMRSE P ARFEVN GRS EMRET ) MR AREVIZET g ZEMEREE
T (EEE) R () Hef51/% SR (EE ) T H /%
515431 7065 0.168 6943 0.165
4144 913 59 228 1.410 51 850 1.234
PG-RNN
10 969 748 140 835 3.352 118 551 2.822
80 245 649 1034121 24.613 396 314 9.433
182 036 2039 0.10 1850 0.094
1357 874 12 489 0.60 11 398 0.576
Pass-GAN
10 969 748 58 682 2.88 54 325 2.746
80 245 649 172 997 8.51 162 652 8.221

% 6 PG-RNN EHMZMHEE LMITEER
Table 6 The evaluation results of PG-RNN on other datasets
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K (LHEA) W (HEA) BESE /% Wi (LEAR) VCFCHE/%
CSDN 36913 159 201 304 15.17 48 705 3.67
RenRen 16 685 460 271287 28.44 82202 8.62
Yahoo 15294 620 11 824 10.57 3975 3.55
Myspace 762 163 321 2.93 189 1.72
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