ERVECS SR ES
201742 A

A & ¥

CAAI Transactions on Intelligent Systems

Vol.12 No.1
Feb. 2017

DOI ; 10.11992/tis.201609028
[ & tH Rk : hitp : //kns.enki.net/kems/ detail /23.1538.TP.20170228.0832.002. html

T YR isRikmE 5 iR

IR, & R R, e &

(PAREIAERS BFMLFR ZLIIT %R IE 150001)

B SIS BTN I M A EEPUR, BT T A 2l B D Re R R R RO 8 Bk, R kDR
G & A 2R HENLAE B— A 2T R EOE M B8 A6 FR ICRAIE S0 | 76 25 91IR B T BA% B B A B Rk 2 22 T
3, IR TG AR TR IS A AL B0 3207 1 T AR B B A o 1 2 B R R IE 2 WU i v B, SCO0 25 SRR R H
A D FET PRI 4 P SRR AR I b ST T 8w IOSEAR 2% g, TSR B T ORAP AR W5 B2 A 2K 5 i 0 2%
PR IR AT LIRS RGP RE

KB AR H N 56D FE T KAERAE o5 5 2R s s REAILS B0 s MR 4 i ik

hESES: TP391.41 XHMFE:A XEHE:1673-4785(2017)01-0055-05

RS AR ERME, B, EEEL S E T USEBNERMERE[J]. ERASFR, 2017, 12(1): 55-59.
FE 5| A#: WANG Kejun, CAO Yi, JIANG Bowei, et al. Finger vain encryption algorithm based on an error-correcting code
[J]. CAAI transactions on intelligent systems, 2017, 12( 1) ; 55-59.

Finger vain encryption algorithm based on an
error-correcting code

WANG Kejun, CAO Yi ,JIANG Bowei, XU Yibo, XING Xianglei
(College of Automation,Harbin Engineering University, Harbin 150001, China)

Abstract : This study presents an overall introduction of a finger vain encryption algorithm. A finger vain encryption
algorithm with error correction is then designed by adding an error correction mechanism. This new finger vain
encryption algorithm can produce a stochastic key in the form of a multinomial coefficient using a binary system
sequencer, an encrypt finger vain, and the Lagrange interpolation value to restore the multinomial during
authentication. The accuracy of this algorithm can be ensured using the cyclic redundancy check the code to
determine the most accurate key. The experimental results indicate that the fuzzy vault algorithm with error
correction can realize well the encryption and decryption of a vein template and meet the requirements of biological
information security protection. In addition, the algorithm also indicates that the syste’s safety performance can be
enhanced by changing the keys’ length.
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