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Research on information security evaluation of oil and gas SCADA system
in cloud model

LIU Jinwei, CAO Xiedong, XU Shiyi, LI Shunxin, ZHAO Menghui

(School of Electrical Information Engineering, Southwest Petroleum University, Chengdu 610500, China)

Abstract: With the rapid development of information technology, the SCADA system of oil and gas is facing a more
serious problem of information security. This paper firstly analyzed and studied the condition factors of information se-
curity evaluation on events happening before, during and after in the oil and gas SCADA system, mapped the evaluation
indices onto the factors, then established a rattan net model of information security evaluation of oil and gas SCADA
system based on the theory of factor space, and introduced theory of cloud model to evaluate the factor on events hap-
pening during in the evaluation model, finally achieves the cloud model reasoning algorithm through MATLAB. The ex-
perimental results show that the reasoning method based on cloud model can well realize the evaluation of the factors on
events happening during in the oil and gas SCADA system, which provides a new way for information security evalu-
ation of oil and gas SCADA system.
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Table 1 Cluster processing resource occupancy rule table
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Table 2 Digital features and parameters after processing
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