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A self-feedback synthesis method for spam filtering

XIA Hu, FU Yan, FANG Yu-ke, ZHOU Jun-lin
(School of Computer Science & Engineering, Chengdu 611731, China)

Abstract; A self-feedback based spam filtering method has been developed. In the construction of the log analysis

module, the filiering system was implemented in a way that permited self-feedback when updating filtering rules.

Self-analysis, self-decision, and self-optimization were all incorporated. In this way minimal human intervention

was required. In traditional massive information filtering, human involvement was very high, leaving filtering accu-

racy and efficiency highly dependent on the skills of the human operator. Experiments proved that this method over-

comes these shortcomings , greatly enhancing the speed and accuracy of information filtering and effectively automa-

ting information filtering.
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Fig.1 A self-feedback spam filtering integrated framework
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1 Algorithm feedbackFilter(DB,cache,interval)
2 Begin

3 Initialize(DB, rules);

4 while(true)

5 do begin

6 d = cache(first);

7 if(d=null)

8 then begin

9 wait(interval);

10 continue;

11 end

12 else begin

13 cache.remove(first);

14 IntegratedFilter(d, rules);
15 if(d is spam) then

16 Save(d.DB);

17 end

18 end

19 end
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Fig. 2 Self-feedback algorithm for spam filtering
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1 Algorithm feedbackRenew(DB, hourcount)
2 Begin

3 Initialize(DB, rules);

4 newrules= ¢

5 crules= ¢ krules= durules= @
6 srules= ¢; frules= ¢

7 while(hourcount >0)

8 begin

9 wait a hour;

10 hourcount = hourcount -1;

11 end;

12 Initialize(log);

13 crules =trainclassifier(log);

14 krules =extractkeyword(log);

15 urules =useranalyse(log);

16  srules =socialnetwok(log);

17 frules =flowanalyse(log);

18  newrules=curles Mkrules Nurules N srules N frules;
19  newrules=mergerules(newrules, rules);

20 save(newrules,DB);

21 end
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Fig. 3 Self-feedback algorithm for rules update
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Table 1 Filtering results
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Fig.4 System handling capacity per second
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Fig.5 System handling capacity per day
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