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Malicious code detection model based on high-dimensional
multi-objective sequential three-way decision

CUI Zhihua', LAN Zhuoxuan', ZHANG Jingbo', ZHANG Wensheng’

(1. Shanxi Key Laboratory of Big Data Analysis and Parallel Computing, Taiyuan University of Science and Technology, Taiyuan
030024, China; 2. Institute of Automation, Chinese Academy of Sciences, Beijing 100089, China)

Abstract: In view of the problem that traditional two-way decision based malicious code detection methods fail to con-
sider the impact of decision making under the condition of insufficient information when facing complex and massive
data in a dynamic environment, this paper proposes a sequential three-way decision malware detection model based on
convolutional neural network. Firstly, the features of sample data were extracted and multi-granularity feature sets were
constructed through convolutional neural networks, and then the sequential three-way decision theory was introduced to
detect malicious code. To improve the overall performance of the detection model and eliminate the subjectivity of
threshold selection, a high-dimensional multi-objective sequential three-way decision model was built based on the
above model, taking account of the comprehensive classification performance, decision efficiency and decision risk cost
of the model. In addition, the high-dimensional multi-objective optimization algorithm was used to solve the model. The
simulation results show that the model can not only guarantee the detection performance, but also effectively improve
the decision efficiency and reduce the decision risk cost. It better fits the real dynamic detection environment.
Keywords: malware detection; sequential three-way decision; convolutional neural network; high-dimensional multi-
objective optimization; NSGA-III; multi-granularity; delay decision; decision threshold
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Fig.2 Diagram of malicious code detection model

BT B = SR A A R 4G I A 7 ) L
AL BRAE

i BEA B AR ICHEAS SR I 2R 40 B CNN LAY,
He B A g o EAE A B A 3] CNNASE AL 5 SoftMax pR
o, AL EEASIAT R T IR B A R
PX|[x])o

BEJS , ¥ P(XI[x]) 5 24 BIDRLZ B9 BE (0 8)

PEAT HEBE, ARG = ST HLIN, R B A A A J o
B HH L B9 1E B POS' (x) | i1 St HBND (x) Fl 111 3
NEG' (0o F T = S8 SR MRy A 328 38 R 5 B
i1 S BND' () A AR T 2 A B 0 1 P 2 A F
AN W LI B4R BOR BEAT T — 2B B, BT LA
CNN #EIE R Ry e M Z I 2B E 4R 7 A
TE SR POS (x) F1 T INEG! () 19 B A 4 S 14 Ul
SAEFEATINGR, 15 BT — BB A PRSI . TE%
—RLBE )R, B KL RE Y 30 B SR A B 2 iR B
B 0 2R A5 K BB B9 1 A I A A B, A
i = SRS L AT r 2R . PEES Lk
PREIIE IR T — A 51 = SRS A 4G A 7
M e o P BT = SO B OR 2 B R G AR AR

Kl 3 Frs .
N~ )2 1
HELA
' [ [ B¥E ][ BND, [ E7E | J
BND, | #rBfEk AL A
I
J“?‘

1

1
K22 )
[ B¥ ] BND, [ EE |

BND, | #ByfEk AL 4

1

L
BN, \\‘
[ B ] BND, [ EiE |

2H*ﬁ)§v [

B3 FREXARRESHNERKIRE
Fig.3 Sequential three-way multi-granularity decision

32 BYEZBEIRRE

T 8 AR ARG 1 52 B 1 37 55 v, e B =
SRR P B TR AR BN TE AT L AN
JE [ — A B 7 18] o 9 1 RETE 5 TH Ao A5 24
255 o3 2 PERE 1Y [R) I, JSA] BE M £ T ok SR AL
B SN 3 (39723 S92 v A O Y - B Y <0~ R £
T R AEZ HAR B = SC R
32.1 BAFE&HE

AR Y B 25 53 IS R nl il 2ok 7328 )l o
UL RPN 18 bR R A i, AR SCH X S8 PEA $E bR
YR F b s B, 224 PRAN i ol T LA 2% A7 1 1
AR A 2R e R RE . I, 2R e 2Rk
AE A3 3 A 912K (true positive rate, TPR) 1 BH 4
& (false positive rate, FPR) 2 > H 5 flij 1= .

B4R 1: fe Kk TPR, TPR KR 7£ 3 Fr hy iE




+101 » W, & TR L B AR B = 3 5 OR B % a  R AG  A AY %14
L =N SR S R S T = o N S N o S =8 ) max f; = Tpx
minf‘z = FPR
TPR _ Xpos(a,ﬁ) (.X) mX' (5) maxf3 _ CMR((lﬂ) (10)
Xposap ()N X | + [ Xnegtap (DN X | minf; = Rig

FHT: POS o (X) FINEG ) (x) 53 531 A 3] 43 3] 1 S8 1
TS IREAR, X S2PR A IERIFEAR, [POSp () NX|
S SR A T B T R TE A RE AR B0, [NEGo ) (%) N X|
Ry 2B A TE R FI hy B B R A B

B 4% 2: fit/ME FPR. FPR /R 16 52 B3 A 6
FEAS e gl T A TEAE A 1 LB, o SO
Kposap () N =X |
Xoosap () N2 X| + [Xnegiop () N =X|
A XA PR A AR FEAR, |POS(a,ﬁ>(x)ﬂ _'X|j‘7;'§
P Sy 67 T A I (AR AR B, [NEGiep (x) N —X|
SRy S o Sk 7k I SRy A A AR E

B#R 3: e KA R ROR o 700 = A A6
LR () P 58 o R v, AR R R AR O 0 R R e K
K (commitment rate, CMR) K E &2 ), 7Kifi R 2
FETE S/ = SRR, 78 S WA R DU A AR A v
B A B R MRS e, HA R AR

1
CMR(rr.ﬁ) = E( Xneg(u,ﬂ) (X)|) (7)

RV AR, TR A Bl R 43 3 T ORN £ 38
FEAR R B 22, O A o PR BRI, 3R W] ok

Br 4: /MO AU o il = S sk it
T30 2, A b PR SR AT Dy B 2 A HH AR R A XU,
pr, X AN s B 35 1 fos o IRIREA
XJE T IE WA S5 AR M3 e, DIDRE AR A X R 43 3
3 AR KU A AT 5E Lh

{ ERABSACHT . Apppi + (1= p))

Fpr =

(6)

Xpos(a.ﬁ) ()C) I +

AT s Agepi + Apn(1 = pi)
U KA. A pi + (1= p))
1 1B A TE A 53 25 Pl 5 7R B XUR: A0 A
i‘jO, EI]/IPP:/INNzoo mﬂﬁ?ﬁ%ﬁ%’éﬁ—ﬂiﬁﬁ(tﬂd&
TR I 5 S AR XU A R B Ry

Ry = Z Apw (1= p)+ Z Anppj+

Xi€Xpos(ap) (X)

X € Xneg(ap) (X) (8)
Agppi + Apn (1 = pi)

Xk € Xbnd(ap) (X)

W?{Efﬁ (1)~(3), m’%‘APN\ Axp~ /lBPZ:L]/lBN—l:J
av By ZIAHY SR B, B HAUASK (8) ml 4
Risk=Z(1—Pi)+Zl_—7Pj+
piza pisB Y
I-0)-y-p)  B-la=y) .
ﬁz( va-p " yan p"))
25 BTIR, AR SCM Y R 4E 2 H RS

)

st.O0<B<y<ax<l

322 REEF

TEP 51 = S SO B AR A I A A v, 5 AR
Pl 25 ) 245 1B 2 B0 4 e — S PO S (EL R A AR £k
S AR BRI OGS 5. I, AR SOR B R
P2 45 108 S 80 % — UL R B s By vHEN
Pefb LR HAR ek A8 i, PRRAS R R TH A

P ={pi, 2 ps, @B} (11)

:_Et':':' Pi~ P2~ P%ﬁ%ﬂﬁ%*ﬂfqa’ééwé%%ﬁ%ﬁ
2% 2] %, | dropout ZEL UL ALK AR S
3.2.3 AR

AR SR NSGA-TIT 32 % r 418 1 1 v 4k 2
H FR AR BE TR A% . NSGA-II SR it A BN F

D) WAL S N MEFEEP, = (1, L, - L Iy),
AR E =05

2) MR FOHE b A A A A BUAS [] 1 45 R 228 )
L5 iy gt 22 b BE R IR S, AT = S PR

3) 45 (10), HHEFEE DRSS A R ]
B ARPATESE R R DL SR KB A

4) Az B PR AR AT, I 38 2 28 AR S R AR AR AR
NAFRAEEA BT O ={01,0,,--, 00}, F AR
HPRAAERK/ANK 2N R HEP, = P,UQ,;

5) i FEAE SZ B HE T SR E F 2 2% LRI, FEHT
FREEP e B N AN 75 B9 A A 2 BT G S AR R R
Py, IR HBMRE =1+ 15

6) I BT 2 75 1 J2 e R Ik AU EL, W T ARk
SEE, R 2 R ] 2),

4 MO-STWD #£ &l 52 36 4 #r

4.1 SEIGEIT

SIS M 3% N Intel core Xeon® E5-2620CPU
(2.10 GHz). Nvidia GeForce RTX 2080Ti GPU,
128 GB RAM. windows 10 §:/E R 4t M G 4f
H pycharm F1 Matlab2019b,, H: A 3 25 A A A Al 5k
AHELEAE pycharm R3S R HE T keras HEZE R 58 i,
e e 2 AR AT 12 S O HE S VA 7E Matlab2019b
WA AL E - 65 (evolutionary multi-objective
optimization platform, PlatEMO) [ i#17. N T Uk
B A S PR A R, AR SCHE 2 MR 4R
HEAT T SE50 . 46 1 N EUHE 4R 2 Kaggle F- & 11
MRy, fRIFR Kaggle $didk . 28R P L& 12015
sk EMER, B AR EER 6 006 5K KRR A



519 % B OB A

S 1 <102 -

156 009 5K . 55 2 N ECHE 2 R FH A FF 19 Tl A Bk
W B 4E Leopard Mobile, 2:41 55 14 733 42K
PEREAFT 2 486 D RMEFEA . o TR SE bRl &
AR A I 7 20 28 0k A, AR ORI 4R BE AL 53
5 AN EB Ay R LI ] B A 2k FE L IFAESE 5 AR
AT SRR, DA 5 AR AT A . B R
P 28 ) 2 SRS AE S S HOR B 3R 2 s .

®2 XKRSYLE
Table 2 Experimental parameter settings

28 Kl
i ARG RN 128x128x3
Batchsize 64
ik PREL Categorical Cross Entropy
Epoch 30
FEER/ N 30
IR RIEARIREL 30
SE XA Pre 1
A SR Py 1/6
42 TEMIEER

A A A 0 3 E B R A 2 ) A
I, AT RLSR 43 28 1)t rh i DL A% PEA 48 A X 452 18
BEAT VR o A SR MER) & (accuracy) . A5 %
(precision), # 7[R (recall, TPR) Al FH % (false
positive rate, FPR) LAXF AR 2 {42 T (Y P74 o 3F
Mraetnit B3 h

Ausrns = T (12)
T

Pcision = T, +PFP (13)

Tee = TP];PFN (14

PR = TNI:—PFP (15)

e Tp A Fp 430l F7m 1E B RS 152 H 8 53 25
R REARECE, Ty Ml Fy 3278 8% 1 B A 5%
AR B A A B
43 ZRHERSHH
431 ZX ARG EBEHR X ARSES
g M T H

R i R ALy =vaw L oRlL|
SR R, AT FE DR E A H R A9 5 P 28
I 2% AT REAE 4 AR T, B R = SRR Ay
eSS RS L W I R S 80 it S i B o N . ok
H 3 F¢ 1a) s AL (support vector machine, SVM), Soft-
max 732525 Al K-fiz i 4K (K-nearest neighbor, KNN)
5P 5 = SR e an i 6 ik . 7F Kaggle
B AE Ly e g5 R LR 3,

F3 FAEDEJ[HIZIEITEL

Table 3 Experimental comparison of different classifiers %

DHITE MERRR S R AR PR
SoftMax 93.14 8834 9947 13.24
SVM 96.69 9543 98.07 4.70
KNN 9452 9262  96.74 7.71
MO-STWD ~ 98.06 9743  98.87 2.61

3 R T BB AW 5 AR 4y 228 45
G5, TEER R AEHF | TPR Fl FPR [ (1432544
BRI PATLUE B, AR T & 482 B
J¥ BT = S R 19 B AR K I A R (malicious
code detection model based on many-objective se-
quential three-way decision, MO-STWD ) 7£ %5 FH i
2 M 2% R B HERR A F) 98.06%, KRl TPR
Fe bR T 97%, 1M FPR N 2.61%, 5 HoAt 43 2545
RUMH L, R R Z 846 A E AR R I R B 47 1Y
gEB L XFFA 1 N8R Accuracy, = LUK 42k
7k SoftMax 432 2% =t 0.0492, 5 SVM il KNN
AIEE, 1Z 35450 0% H 0.013 7 F10.0354, 7 FPR
rh, At o R AL B FE AR AE 3 ) e = SR SR 2R
BEAYE 0.1063, 0.0209 F10.0510, B4k, X F Pre-
cision, A< SC A R B H S AU 45 R . {HFE Re-
call 1, BAR A iA BB K(H 0.994 7, WAUAE T 5%
KAE 0.0060, X ELE R, P 5T =R E 2K
AT ZR GV RE B0 T HoAth o 2B . TSI A
FER YL, G T — BB R AR AR B A 1R 26
B XURGE, B T T AR TR A I PR RE . IR IE, 2T
5 = 3 PSR R AR A I O vk T A% G 1 3k
T SRR T
432 FRBEFERMH®ES BT T = Lok

FARR b g3tk

TEIZ S S v, AN 8] A AR 550125, 4351 ok

NSGA-III, &% 0 &t 5| 3 £ H e AL #F 10 55

[24]

( reference vector guided evolutionary algorithm, RVEA )
BT M1 2 B An b 4L 55 (grid-based evolu-
tionary algorithm, GrEA) PR TR AR AR
H #r it L3 (indicator-based constrained multi-ob-
jective evolutionary algorithms, HyPE)"", % 7 3¢ 44
Y 4 2 B bR P 5 = SRR TE Kaggle £
P4 DHEATOR MR, LS TE NSGA-IIT 533k i) ml B
PE o X Fe AT A0 5501 X0 07 1Y 2 B0 BN I
B SN T E LD BB AH R H AR ek B0 B Fh 5
LWPERE, TR 4 T i THEA 8 LA S m T O
T, &AL 5 A KL B #E TPR, FPR, CMR #
Risk 45 R IK . AR LA HinE
SENTAMARFEIE. F 4 Al LI ), NSGA-TI
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F191.8024, 7E4# [ (TPR) |-, HyPE &k 145
REHF . GrEA FIATERIER (CMR) L4514
Ufo MORAR bR R, 5HART AN, NSGA-
I 5 A R B AL PR REA B 4 B8R
R4 TERRMUEZERB4NBR LR
Table 4 Performance of different optimization algorithms
in solving the four objectives

itk BER/% REMER% CMR/%  Risk

RVEA 95.43 242 94.73  124.7202
HyPE 99.45 4.05 92.58  185.4247
GrEA 97.29 3.27 95.20 115.5874
NSGA-III 98.31 2.19 94.97 91.8024

h T LR AR AT ARG I B, AR SC LA S AR
BE R, I A e e — AR RE TRl S e SR AT
3R, X5 Z RS 2

5 AT MR AR RA AL R 42 H AR
R MERA BE RSB0 . TPR Ml FPR 43 2545
AR, W% 5 Hnl LA, XRS50 5, NSGA-IIT
U AR (B 5 M 0.42% . X T HER R 1 7, NSGA-
III 5 HyPE B L RIS &AL, X T Recall 1 5,
NSGA-III iy PEBEAS A& s 0 1, {H A T A L 1Y
HyPE fi% 0.5%. {H%}F FPR i 5 . NSGA-III 34 %
25 R JE e . INEEAR TR, NSGA-IIT 5 ik
LT SR AR PERE R O 2 L R, AR SR H
NSGA-IIT 5% i 4 2 H bR P 51— S P SR Al
HEAT R A o

#5 FEKUEZEHIBAILER

Table 5 Experimental comparison results of different

optimization algorithms %
ok e R AR REIER
RVEA 96.53 97.25 95.76 2.77
HyPE 98.06 96.84 99.37 3.23
GrEA 97.89 97.29 98.50 2.73
NSGA-III 98.06 97.43 98.87 2.61

TR & & KA M AR A 64 2 bb
R T E— R TR 2 B AR B Sk
T A A DU S Y i M e, B AR SCR AR 5
At 3 BN G AR R FE Kaggle B 4E L albdT T
LA S o 120 52 B ok B A 0 LSS 20 60 955 356 T e i
AL L M B B R FEAL Y (dynamic resampling
method based on the bat algorithm, DRBA )", £ H
b CNN"L K 2 H b5 32 BR BE 2K 2% 2 Bl (restricted
boltzmann machine, RBM ) A #1153 s 76 1 1.
F T SR ) R DA Y, 38 5 TR B 2 S AR A
AR R rh B EURRAE, BRI AEA AT 5

433

KoM THELEATAZIIELT, AL
A5 U R JHC At 2% T A AT A I A R A X L 25 5 . AT LA
F o, AR SCHRE S BRI 7 IR AE 4 ST TS A AT
RIS AP Es R o 5 H A B AR A D A5 2 AR
He, AR SCHT HEREAY A Accuracy (HEETH T 0.018 3~
0.0310, B FHHEZRFEALT 0.0125~0.0380, 7 SCAR
RURAE T HAWR A 25 B VR RIS 4r i e 35
TETIZB AR SRR PR 5 A, K25 T 9 /{5 B C
AT SR T8, kA PR AR A 2
BRI AN 38 40 TS5 B5ORE A B 152 03 28 00 KU 5 ol
FHAS B P 28 W 4 AT R AR S 0, 45 6 20 84 I ik
TR ) e 22 hr B AR AR 2 (] K i R Bl A R AR AR T
AR B RRAE 25 8] v R AT 432, A 4 TR A A o
Fo6 AEATENRBKENIEDRE Kaggle FEE LKL

b &R

Table 6 Experimental comparison results of different mali-
cious code detection models in Kaggle dataset %

AT TR ORER AR EEMER
DRBA 94.96 96.06 93.76 3.85
ZHACNN 9623 93.91 98.86 6.41
ZHRBM  95.90 95.65 96.18 438
MO-STWD  98.06 97.43 98.87 2.61

R T SR AEAS SO SR AR AL 112 Ak P, 1% Kaggle
BI04 55 B e i Leopard Mobile #s 4, % 7 44 i
TAEQRFF LA LT, A SO 5 -
BB R X L5 . IR 7 Hhl DL Y, R S
FE LT R 4 2 HARP 51 = SR s A A
DS R A R 30 O 0 3 AR PR P 3 D T ARG T R
il 3 AR HEA Y 3 3R I AR SORE R i 1 AN [F] Y
LB, BA—E iz,

*7 AEZERDKNIZEZE Leopard Mobile #1E &
B SE 06 X bk 45 R

Table 7 Experimental comparison results of different
malicious code detection models in Leopard

Mobile dataset %
VA YIRiN R RR gRE EHEMER
DRBA 94.53 92.62 96.85 7.83
% HFRCNN 95.56 94.14 97.01 6.16
ZHIRBM  96.17 96.09 96.11 3.78
MO-STWD 96.88 96.74 95.57 2.17
5 #FRE

ARICLRE T I8 T 8 A G I (R RE A) 73 2 1
AE . DR RCR LR KUt %, P T — M T
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