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An explainable network traffic anomaly detection model with
coupled evolutionary sampling and deep decoding

SUN Jun"?, XIE Zhenpingl’z, WANG Hongbo3

(1. School of Artificial Intelligence and Computer Science, Jiangnan University, Wuxi 214122, China; 2. Jiangsu Key Laboratory of
Media Design and Software Technology, Jiangnan University, Wuxi 214122, China; 3. TRS Topwalk Information Techololgy Co.,
Ltd, Beijing 100089, China)

Abstract: Regarding the lack of explainability in existing network traffic anomaly detection models, this study pro-
posed an explainable network traffic anomaly detection model with coupled evolutionary sampling and deep decoding.
First, evolutionary sampling learning is introduced to extract representative feature samples, whereby a strongly explain-
able sample encoding process is implemented. Second, a coupled learning model of the explainable evolutionary sample
encoding process and the unexplainable deep neural network decoding process is constructed. Finally, anomaly detec-
tion is performed using the sample encoding results and reconstruction errors. The experimental analysis on NSL-KDD
and CICIDS2017 datasets are executed for our model and some existing methods, and corresponding results show that
our model can significantly improve model explainability and scale efficiency and achieve the same level of detection
performance as existing optimal methods. In addition, our proposed joint learning strategy may provide a highly distinct-

ive scheme reference for the development of explainable machine learning methods.
Keywords: machine learning; unsupervised learning; traffic anomaly detection; deep neural network; explainability;

evolutionary sampling; deep enconding; autoencoder
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Table 1 Experimental datasets information

FIG/EES WA REHA REILE
NSL-KDD 9711 12833 0.57
CICIDS2017 22334 22334 0.50
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Table 2 Hyperparameter setting of models on two datasets

BEse LR 6 Ng t

NSL-KDD 0.0010 0.08 200 20
CICIDS2017 0.0005 0.06 200 20
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Table 3 Confusionmatrixforanomalydetectionclassification
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Table 4 Anomaly detection results on NSL-KDD dataset

Fh%E R/ %  BIEE/Y%  Fi-score/% SHUE
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Table 5 Anomaly detection results on CICIDS2017 dataset
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Fig. 6 Sensitivity experiment of parameters
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