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Research on security risk assessment of SCADA system based on
the cloud model and combination weighting

YANG Li, QIN Hongmei, SU Huawen
(School of Computer Science, Southwest Petroleum University, Chengdu 610500, China)

Abstract: The current (supervisory control and data acquisition, SCADA) system faces a huge security threat, and mon-
itoring and evaluating its risk status is an effective countermeasure. In this paper, a cloud model theory is introduced to
the security risk assessment of the SCADA system, and a security risk assessment model is proposed based on the cloud
model and combination weighting to effectively deal with the problem of ambiguity and randomness in the assessment
process. Firstly, a security risk assessment index system is constructed from assets, threats, vulnerabilities, and security
measures of a SCADA system, Then the least squares estimate is used to obtain optimal combination weighting, and the
cloud digital characteristics are calculated with the help of cloud generator, to get comprehensive security risk assess-
ment cloud. Next, according to the golden ratio, the standard evaluation cloud is constructed and combined with the im-
proved cloud similarity calculation method to obtain the final evaluation result. Finally, the effectiveness and feasibility
of the model are verified through experiments. The research results show that the model can obtain accurate evaluation
results, and compared with the fuzzy comprehensive evaluation method, it shows that this method has higher credibility
and better evaluation effect. This method not only helps in identifying security risk threats in the SCADA system but
also provides a certain reference for security risk assessment in other fields.

Keywords: SCADA system; security risk assessment; cloud model; combination weighting; cloud similarity; ambiguity;
randomness; cloud digital characteristics
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Table 3 Each index weight in index layer — -
E=Ln AL ESUEH HARE
EEELY AL E B E HEME

Cs 0.012 0.030 0.021
Cu 0.005 0.088 0.046 c 0.026 0.049 0.037
37 . . .
Cip, 0.018 0.055 0.036 c 0,016 0.055 0.035
38 . . .
Ci; 0.024 0.028 0.026 C 0.031 0.029 0.030
41 . . .
Cy 0.034 0.030 0.032 C 0113 0.047 0.080
42 . . .
Cis 0.008 0.052 0.030 Cs 0.014 0.060 0.037
Cy 0.031 0.078 0.054
Cy 0.186 0.019 0.102 R4 RMNRFIRGNE
c Table 4 Each index weight in criterion layer
23 0.042 0.020 0.031
D FIALE XA HAEPE
Cy 0.094 0.032 0.063 B
1 0.089 0.253 0.170
Cs 0.107 0.031 0.069 B
2 0.483 0.228 0.354
Cy 0.023 0.048 0.035 B
3 0.274 0.381 0.325
Cy 0.011 0.021 0.016 B
4 0.158 0.136 0.147
Cs, 0.026 0.018 0.022
Cy 0,086 0,019 0,052 A% RN 22 R I T 43 45 A ALl s
Cu 0.058 0.033 0.045 BARAE N BE 2 WA, THE B8R )2 &K P55 10
Py I b G X R (1M AN % (8 TN =R o =0 AN R4 R 3
Css 0.039 0.156 0.097

Y R EA S S, MK 7)~(19) 75
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Table 5 Each index cloud digital characteristics in the cri-
terion and index layer

HENZ SRTFRHIE fatrz SRR
Cii (0.191,0.223,0.062)
C  (0.349,0.266,0.097)
B (0320,0228,0075) €15 (0.395,0.203,0.025)
Cis (0.441,0.235,0.100)
Cis  (0.291,0.194,0.086)
Gy (0.275,0.275,0.059)
Cn (0.441,0.183,0.034)
Cos (0.454,0.196,0.018)

B, 0.429,0.220,0.051
( ’ ’ ) Co (0.554,0.344,0.087)

G (0.370,0.194,0.057)
Cxs  (0.500,0.127,0.067)
G (0.567,0.279,0.065)
Cs (0.429,0.171,0.036)
C (0.592,0.270,0.070)
Cis (0.383,0.213,0.038)

By (0.370,0.252,0.057)
35 (0.141,0.236,0.049)

Css  (0.441,0.235,0.100)
Cxr (0.403,0.296,0.099)
Css  (0.454,0.376,0.069)
Ca (0.559,0.162,0.060)
By (0.560,0.181,0.045)  Ca (0.513,0.148,0.033)
Cu (0.662,0.348,0.093)
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Fig. 4 Comprehensive evaluation cloud
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Table 6 Each index risk status in the criterion layer
Ei=L WU AR DL
B B
B, BARMAUR
B, BARMAUR
B B A

42 XFLEEW SR
42.1 FRRVARMAE 7 ik ok

HAET, B AL E R ik R AT
2 BRI P REAE I T = B 1) LA B 25 PR A
Wk ot AR B B M A% (likeness
comparing method based on cloud mode, LICM), 4
AR BRI AE Sy ) e, sk B ) e Y e
A AR 57K B A o AR ) A LR, A B IR 3 g
TS T B B RBOR SR TE 2= 155 18 1Y) S0 ER i R
T 0 R 0 I, 3 R RE R U A G 2 R
W, B R R A, X o 22 5 2R i R AR
e T TR IE S 2 BR B 2 (ex-
pectation based on cloud model, ECM) 1 H% K i1 Ft i

2§ (maximum boundary based on cloud model,

MCM) 5 #8701 T AR R JBE 2 5 B ) A {812
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(BB AR AR AR, AR BLRE 45 SR 22 50 K5 14 B AR A
W KL BUE 454 Rl A2k (kullback leibler
divergence based on cloud model, KLDCM) 3k Ji¥ &
2 AL AR AL, KL 1R REAR G- 1l 2 i 79 1> AE
RO 22 5, HOEA B B S M, AR TR
TRACHT, LR 5 R 228K . A H Y IKLCM
38 48 IE IR A 2R KL BUE M ZE &, Wik T
FRITERARRE, B AT R T
I ) VE

T ML R S5, AR SR Y
IKLCM ¥ 5 H At 4 Fh o7 19 22 54, R FH SOk
[24] FISCHR [22] B9 7 10508 27 52 58, 94347 Lo
USRI R, SOk [24] th 4t T 3 AN IES
Z81(3, 3.123, 2.05). S2(2, 3, 1) F1S5(1.585, 3.556,
1.358), 73 5% # ] LICM, ECM, MCM , KLDCM #I
A SCHE A TKLCM X Hedb 47 AR AL 1158, &5
Wk 7 Wi
F 7 TEXCHE 24] HUBE ERE R BT E T R

Table 7 Comparison of different cloud similarity calcula-
tion methods on the data set of literature [24]

[22] [23] [23] [21]

sim LICM

ECM MCM KLDCM IKLCM
S1,8, 09712 0.8728 0.7821 0.6549 0.8677
S1,8; 09438 0.8336 0.8983 0.8995 0.8680
S§5,5; 09850 0.9138 0.8800 0.8855 0.9193

H % 7 Al 0, IKLCM J7 75 25 L6 1, S, Al
SRR ARLEE B KM 0.919 3, %45 5 5 52 bR B W 45
W%, WLIFE W, LICM 7 45 50 LT
HREEIT ] 1, KA PEZ; ECM L2220 1
T AE R, S 8OT A 45 R AU ; MCM J7 % 1
KLDCM J7 % Rt R i S 24K 1 8 4 1) 78
H, B RS L B RA—E

SRIG BT SCHR [22] 45 Y 4 D IES R TR L,
S1(1.5, 0.626 66, 0. 3390). S,(4.6, 0.601 59, 0.30862).
5:(4.4,0.75199,0.276 76) . S4(1.6,0.601 59,0.308 62),
g5 RN 8 Frn . HHER 8 AT, IKLCM ¥ i 45
FWL, SIS AR EE B KR 0.97, S, FI1S s Y AHALL
W2 R 0.88, HAHM MBI AR N 0, %45 R 55 Fr H
MZE R —2, 5 RO R R LS A, 2 LICM
D7 AL BE LT AR 3E h 1, K43 22, MCM
7 KLDCM J5 %5 (S1,84) FI(S 4, S 5) 9 AH DL

22 0.01, ECM J5 1 (S 1,84) FH(S 2, S 5) AR ARLEE 22
0.08, T IKLCM J5 711 (S1,54) F(S 2,8 5) ) AH LR
24 0.09, I IKLCM J5 & BE B 47 Hb X 43 IE S = 1Y
FHALEE

®8 EXH (R2BEELTIBZAUETESENEEER
Table 8 Comparison of different cloud similarity calcula-
tion methods on the data set of literature [22]

sim LicM™ ecM™ meM® kLbeM™! kLem
S.,S, 096 001 033 0.02 0.00
$.,S; 097 004 037 0.03 0.00
S.,S, 099 094 096 0.99 0.97
S,,S; 099 086 095 0.98 0.88
$,,S, 097 001 038 0.02 0.00
S.,S, 098 004 037 0.04 0.00

422 ARREWAE T kg R biR
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R~z B P73 DAl T 2 5 AR SO T 41 A B
Hl = AR B PEAL 5 75 % SCADA &R 45 1 ALK IR
TPAL 25 AT L8, S5 R a0k 9 R .
R FENEMEH EERMLER

Table 9 Comparison of different evaluation methods result

Xt 5% DX, 247 20 5P J JEE AR UE
1\/

Pk - btV
e %% o Bw

AHP-HMIZEETEN 012 030 033 0.19 0.06 HXE
TRAEPEA
AL - AR

AR - AR

021 027 024 020 0.08 BALKE:
0.51 0.95 0.89 0.00 0.00 BALKUE:
0.00 0.11 0.00 0.00 0.00 BARRE:

H 2 9 AT A1, 4 FhIPAL 7 T 45 R A —
2, I F 2B A AE B PEAL TR A
PR . 45 G BT, 5B 255 TEAL
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1% & T b FE i AR e Y BE AL R, g e T SRR B R
B A pR BORS Bt Ak A5 ) A, 38K TE AN 25 S 4k
= B, ST PR A SR e Ak, A SR i
LR BT, BB B A — TBUHE Ar 1 KU R B, TR A
38T SCADA Z 48 KU ™= AR Ji [

& 6 25 T WAL . AHP FZH A AT 3 Fiis i
T AR B bR E AR AR AL XS H, PTLE AL A
WA AT 25 b 9 /0 T DA 3k R P A F LR v,
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