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Network security situation assessment architecture based on
multi-source heterogeneous data fusion

CHANG Liwei"’, TIAN Xiaoxiong', ZHANG Yugqing', QIAN Yuhua’, HU Zhiguo’

(1. College of Information, Shanxi University of Finance and Economics, Taiyuan 030006, China; 2. Institute of Big Data Science
and Industry, Shanxi University, Taiyuan 030006, China)

Abstract: Because it is difficult to detect malicious network activity precisely and analyze the network situation effect-
ively based only on the single point network data, in this paper, we propose a network security situation assessment ar-
chitecture consisting of five modules: a traffic detection module, attribute extraction module, decision engine module,
multi-source fusion module, and situation assessment module based on the strategy of multi-source heterogeneous data
fusion and the idea of hierarchical network security assessment. In this assessment architecture, a BP neural network is
used as the decision engine to analyze the multi-source heterogeneous data, the exponential weighting D-S evidence the-
ory is used to merge the output of multiple decision engines, and the threat status of the network is exhibited by refer-
ring to the hierarchical network security threat assessment method. The experimental results demonstrate that first, the
data from different detectors have different advantages for identifying different types of attacks; second, the multi-
source fusion technology can further improve the accuracy of identifying attacks, which is up to 88.7%; and third, the

hierarchical network analysis method can exactly exhibit the threat status of network effectivity.
Keywords: network security; network security situation assessment; data fusion; hierarchical analysis method; network
attacks; threat quantification; detection and evaluation
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Table 4 Statistical features of network traffic
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Table 8 Performance index contrastive analysis %

HEBEFEPR  Netflow Snort Suricata D-S  PSO-DS

HERR 85.2 80.2 79.5 87.8  88.7
TR 19.9 26.1 25.6 14.9 13.7
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Table 9 Other experimental results of UNSW-NB15"" 9%

PEREFESS DT LR NB  ANN  EM clustering
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