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Research on the invulnerability of an early warning satellite
system based on game theory

QI Xiaogang', CHEN Chungqi', XIONG Wei’, LIU Lifang’

(1. School of Mathematics and Statistics, Xidian University, Xi’an 710071, China; 2. Science and Technology on Complex Electron-
ic System Simulation Laboratory, Space Engineering University, Beijing 101416, China; 3. School of Computer Science and Techno-
logy, Xidian University, Xi’an 710071, China)

Abstract: Satellite systems play an important role in the early warning of ballistic missile attacks, which may cause
heavy losses. In view of this actual situation, using the knowledge of game theory, the attack and defense processes of
the early warning satellite system are constructed as a static game model. A method is proposed to characterize the in-
vulnerability of the system in the attack and defense states, and then it is divided into defender invulnerability and at-
tacker indestructibility. In the case of complete information and incomplete information, the strategies that both sides
should adopt are analyzed. The capacity data obtained from simulations is used to characterize the failure probability of
the node under attack, and the attack and defense strategies are proposed based on the simulation data. The optimization
direction of the model under incomplete information is proposed according to the analysis of simulation data.

Keywords: early warning satellite; attack and defense game theory; game model; system invulnerability; defender invul-
nerability; attacker invulnerability; attack strategy; defensive strategy
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Table 2 Satellite node capacity (Experiment 1)

TR AR ) PESGS A ) TPRGS A )/
GEO-1 114100 LEO-1-5 65967 LEO-2-7 65533
GEO-2 118467 LEO-1-6 69967 LEO-2-8 70233
GEO-3 109567 LEO-1-7 68567 LEO-3-1 64366
GEO-4 118433 LEO-1-8 64767 LEO-3-2 74700
HEO-1 104333 LEO-2-1 70433 LEO-3-3 73833
HEO-2 109133 LEO-2-2 69833 LEO-3-4 68367

LEO-1-1 65800 LEO-2-3 75333 LEO-3-5 60333

LEO-1-2 70500 LEO-2-4 64700 LEO-3-6 65366

LEO-1-3 78167 LEO-2-5 70466 LEO-3-7 64133

LEO-1-4 69600 LEO-2-6 60966 LEO-3-8 63733
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Table 3 Satellite node capacity (Experiment 2)

TR Ze (B TR Ze ) A TR Z (Bl ) A
GEO-1 295385 LEO-1-5 167121 LEO-2-7 165567
GEO-2 307640 LEO-1-6 176787 LEO-2-8 177935
GEO-3 283156 LEO-1-7 173421 LEO-3-1 163540
GEO-4 307584 LEO-1-8 164037 LEO-3-2 190124
HEO-1 270665 LEO-2-1 178432 LEO-3-3 187663
HEO-2 283052 LEO-2-2 175640 LEO-3-4 174423

LEO-1-1 166 850 LEO-2-3 190214 LEO-3-5 153571

LEO-1-2 176752 LEO-2-4 163689 LEO-3-6 165795

LEO-1-3 198003 LEO-2-5 178280 LEO-3-7 161668

LEO-1-4 176349 LEO-2-6 153283 LEO-3-8 161571
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