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Analysis on abnormal behavior of insider threats based on accesslog mining
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Abstract: Using an access control system is an important method of guarding key places, and it can effectively prohibit
the entry of unauthorized users. However, many recent cases indicate that threats to key places mostly come from in-
siders. To address this challenge, this paper proposes a method for analyzing the abnormal behavior of insider threats
based on accesslog data mining. First, the PrefixSpan algorithm is used to extract normal behavior sequences; then, the
anomaly scores of the access sequences are calculated. Finally, the abnormal sequences are identified according to a
threshold determined by decision makers. Experiments on real access data show that this method can decrease high false
alarm rates caused by an exact match when there is limited data and can also effectively reveal abnormal behavior by in-

siders. Therefore, this method provides a new approach for enhancing the protection of key places.
Keywords: access control system; accesslog mining; insider threat detection; analysis on abnormal behavior
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Fig. 4 Department 4’s curve of alarm rate
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