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Abstract ; Over recent years, with the amount of incidents involving industrial control information systems, the safe-
ty of these system has been given increased importance across the Globe, and several technical measures have been
implented to improve this. This paper proposed an active defense method based on a factor neural network in refer-
ence to SCADA information security. The different aspects of SCADA information security were mapped to factor co-
ordinates, and the factor neuron method for knowledge factors was then used to transform this from a fuzzy concept
(represented by language) to quantitative data through a cloud inference engine. Inference was then conducted
through generated multi conditions and multi rules based on a cloud model, so that it could then be transformed into
a qualitative language (e.g. ‘more likely’ based on Ex) to be able to forecast the consequences of unknown mali-
cious programs. This paper focus on using a generator with multiple conditions and rules based on a cloud model to
achieve inference, thus providing an idea of the oil and gas SCADA information security’ s defense response using
algorithmic design and MATLAB-based simulations.
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