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Abstract ; The hash algorithm is one of the most basic cryptography modules, and is widely used in cryptographic

protocols, digital signatures, message authentication, and in other fields. The Chinese National Cryptography Ad-

ministration released the SM3 hash algorithm in 2010. This algorithm is applied to digital signature and verification,

the generation and verification of message authentication codes, and random number generation. This paper addres-

ses the fast software implementation of the SM3 algorithm. Based on the SM3 features, and especially its compres-

sion function characteristics, we propose a method that is highly suitable for fast software implementation. Experi-

mental results show that this method can improve the implementation speed by 60%.

Keywords: SM3 algorithm ; hash function; fast software implementation; digital signature ; message authentication ;

integrity authentication; digital fingerprint; compression function
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Table 2 The computation of the compression function of the before and after optimization
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