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Application of mutation particle swarm optimization
based BP neural network in the intrusion detection system
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Abstract; A aiming at the properties of real-time performance and self-learning of the intrusion detection system
(IDS), an improved particle swarm optimization (PSO) based on the mutation operator was proposed, which was
used to optimize BP neural network, so as to accelerate convergence speed of BP neural network, thus, the MPSO
_BP hybrid optimization algorithm is presented. In order to increase detection rate and lower false alarm rate of the
intrusion detection system, a new intrusion detection model ( MPBIDS) was put forward. Iris data set was applied to
the three BP neural networks for simulation. Experiment results show that the optimized BP neural network had bet-
ter convergence speed and accuracy. Based on this finding, the improved BP network was applied to intrusion de-
tection, taking KDDCUP99 as the test data set. The simulation result proves that the IDS with improved BP network
can improve the detection rate and reduce the false alarm rate.
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Table 1 Extraction the feature of simulation data
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Table 6 The sample data of 2 400 records
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BEAR 1 2 000 120 80 100 100
FEA 2 2 000 150 50 80 120
FEA 3 2 000 160 40 60 140
KA 4 2 000 180 20 40 160
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Table 7 The simulation results of three algorithms %
BEA MPSO_BP ik PSO_BP ik BP 53k
BAE iR R Bk RRR KR RRR

FEAS 1 85.69 1.92 8448 254  83.52 3.49
FEA 2 89.45 1.41 8738 243 8634 2.64
KA 3 9453 086 9249 132 9044 1.78
FEA 4 9677 036 9432 079 9328 1.35
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Fig. 3 The simulation results of three algorithms
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Table 8 The specific simulation results of fourattack types %
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DOS 94.25 2.43 86.41 3.29 81.44 5.56
U2R  42.47 3.52 40.21 4.61 38.57 6.68
R2L 27.43 2.35 26.52 4.32 25.58 7.87
Prob 91.33 1.92 90.23 2.74 89.11 5.48
4 HEE
ASCLEL BP W2 2R PSO B HE (1 4,

H MPSO %295 F1 MPSO _BP #4125 W 4% | JH vk ik 19
MPSO ik fit {6 BP #2845, F K 18 1k J5 1
MPSO_BP #i 25 [ 45 [if ] %] MPBIDS A {2 6 U 45 1
Hp AR AR (AN RS B I B R T (5 LSRR
S I — R TR oAb 1 22 0 45 DI SR BUR R A |
i AEAL B MPSO_BP #1254 (1) R 28 T g A= s AE A
g A ) iR 200, SRR AL R 2T
FEAEI Y 2 R0 E A7 AF 1 i B, - FE 4R A5 I 0 5K
PEEEAEN MPSO_BP W 45 1 4 A [ &, X H B A7)l
S R T LRI F 2 s 0 ) Sk 1) DRI 2 75 SR B 1 3
A B Y A 24 R8T, RIRHBERAR T MP-
SO_BP #2845 BAE AU St , IR T 265 2 )
TR 5 FSL B BRI IS T AL MPSO_BP #1248 ¥
25 1) MPBIDS 5 A1 HA 4 i i) A6 D 38 F A 19 15241
R R 2R TR BEAS A7 0 9 ) 15 45 oM R IE AT
Sy, R BR At 1 O FH SR AL A ST ANME.

SEH

[1] CLAUDINO E C, ABDELOUAHAB Z, TEIXEIRA M M.



%5 6 14 K A AR SRR BP AR 28 2E ARSI v 4 07 - 563 -

Management and integration of information in intrusion de-
tection system: data integration system for IDS based multi-
agent systems| C]//IEEE/WIC/ACM International Confer-
ences on Web Intelligence and Intelligent Agent Technolo-
gy— Workshops. Hong Kong, China, 2006, 49-52.

[2]POLI R, KENNEDY, BLACKWELL T. Particle swarm opti-
mization; an overview [ J ]. Swarm Intelligence, 2007, 1
(1) 33-57.

[3] GARCIA-VILLORIA A, PASTOR R. Introducing dynamic
into a discrete particle swarm optimization[ J ]. Computers
and Operations Research, 2009, 36(3) : 951-966.

[4]PRADHAN B, LEE S. Regional landslide susceptibility a-
nalysis using back-propagation neural network model at Ca-
meron Highland, Malaysia[J]. Earth and Environmental
Science, 2010, 7(1) . 13-30.

[STRERTRS, O, BN, S5 XU P [A) A8 55 19 2 Biok:

FHEAE(T]. WM/RE TR KM, 2011, 32 (12);
1617-1623.
TAO Xinmin, WANG Yan, ZHAO Chunhui, et al. Discrete
particle swarm optimization based on double-scale coopera-
tion mutation[ J |. Journal of Harbin Engineering University,
2011, 32 (12): 1617-1623.

[6] XM, FETFIRA MM 4R AR M AR AR D].
KA ALImER%, 2010: 20-30.

LIU Yantao. Intrusion detection model based on hybrid neu-
ral network[ D]. Changchun: Northeast Normal University,
2010 20-30.

[7]KAO Y T, ZZHARA E. A hybrid genetic algorithm and par-
ticle swarm optimization for multimodal functions[J]. Ap-
plied Soft Computing, 2008, 8(2): 849.

[ 8] FiF. T MLP Al Elman 1R A B 28 W 4 i AR 5
D], M/REE: I/REE TR, 2008 23-50.

YU Haining. Intrusion detection system based on MLP and

Elman hybrid neural network[ D]. Harbin: Harbin Institute
of Technology, 2008 23-50.
(9T M, HRGETE. M2 ARG P Y 1 P RSB
L], B4R, 2008, 19(8) : 428-432.
QIAO Lizhong, SHAO Zhiging. An algorithm for automatic
clustering number determination in networks intrusion detec-
tion[ J]. Journal of Software, 2008, 19(8) . 428-432.
C10]XIRT5 , s E Ak, Al F I AL S i B R HEOU AL 3%
(0] HREDLTRES R, 2011, 47(3) ; 41-45.
LIU Junfang, GAO Yuelin. Quantum particle swarm opti-
mization algorithm with adaptive mutation [ J]. Computer
Engineering and Applications, 2011, 47(3) . 41-45.
[11] B7. ity BP M2 ML 28 AR RN b R A9 B W FH
(D] T AR Tk R, 2008 32-60.
LYU Jie. Research and applications of improved BP neural
network in intrusion detection| D ]. Guangzhou; Guangdong
university of Technology, 2008 . 32-60.
EEE T
R, L, 1967 4R R, Bd, F 2T
FEIT I AL £ P RE A AL, 5
AT E R AR E RS )TV A AR
I TTPERH ORI A AR A R R
20 AT AT VYA B L = AR
T T AL R =
3 TR AFEAARIEIC 0 RF L ELISTP K2R 20 A4 5
b3, R 1.

W, B 1983 A PRI, EE
% ST 10 KB 4R PEREARAL , R F
BT Rigwos .

—
™



