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Using invariants to predict the potential for errors in programs

YANG Zhen-Xing, LIU Jiu-Fu, SUN Lin
(College of Automation Engineering, Nanjing University of Areonautics and Astronautics; Nanjing China ;210016 )

Abstract ; As software systems become increasingly complex and large, deficiencies in software security increase

sharply and implicit errors increase gradually. A method based on invariants was developed to predict potential er-

rors in programs. First, a support vector machine was used to find program invariants and produce a pattern for ma-

chine learning. Then the patiern from machine learning was employed to classify the programs with behavior to be

predicted and reveal the latent errors in codes. Finally an experiment was done that verified the effectiveness of the

method.
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f(x) = sign( ;)aiyik(xix) +b),

f(x) = Z{)(a: _ai)K(xix) +b. (1)
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Fig.1 The diagram of program potential error prediction
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Fig.2 The fault-revealing properties
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double[ ] Against( double orig[ ] ,int num) |{
//origl ]IS, num R TTR L
intz;
double temp,out[ num] ;

memcpy ( out , orig , num )

for(i =0;i < =num/2,i + +){
temp = out[ i ];
out[ i | = out[num-i ];
a[num-i | = temp;

%

return out[ ] ;
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Table 1 Invariants to characteristic vector converter
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= # C double int Array NumVars Varinolndex %% #R
out{num] = orig[0] 1 0 O 1 0 0 2 1 1 91
i =mum/2 +1 1 0 0 0 1 0 2 0 1 89
size(out) =size(in) 1 0 O 0 1 0 2 0 1 89
out[ num] =null 1 0 O 1 0 0 1 1 1 77
orig Cout 0 0 1 0 0 1 2 0 -1 47
out Corig 0 0 1 0 0 1 2 0 -1 47
out7 null 0 1 0 0 0 1 1 0 -1 32
orig# null 0 1 0 0 0 1 1 0 -1 32
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Table 2 The result of relevance and brevity
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HXE  2/8=0.25 2/4=0.5 2/3 =0.67
fism 82 =4 42=2 3/2=15
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