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Advances in anti-spam techniques

TAN Ying"?, ZHU Yuan-chun'
(1. Key Laboratory of Machine Perception (MOE) , Peking University, Beijing 100871, China; 2. School of Electronics Engineering
and Computer Science, Peking University, Beijing 100871, China)

Abstract ; As the threat of spam on the Internet grows increasingly severe, anti-spam techniques have become a
hotspot for researchers. The authors reviewed the history, current situation, and latest advances in research on
spam control. First, we introduced and analyzed three different types of feature extraction methods for email. These
were text-based , image-based, and behavior-based approaches. Then, current anti-spam techniques were described
and discussed. These included laws, simple methods, and intelligent approaches. After that, performance evalua-
tion methods and standard data sets were discussed. Finally, we summarized the current research on anti-spam
techniques and pointed out directions for future research, including improvements to e-mail feature extraction tech-
niques, improvements to laws, and new intelligent anti-spam approaches.
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WEE R B R AN R B BB MK H 2535
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Cranor ZE \"' M L YO “RBFERH K E
e, F BIE 4 ( unsolicited bulk email, UBE)”. & 3 B F
BRI B R ™ R 2 R I Rl B TR
(unsolicited commercial email, UCE)”. = [E & EX
BrEbe B R T IR E SO e N B 1R
HESRECE RERK T & BT T &R IE R
B A% A B M L BR A s WO TE R FE Y E
FHRM; BB R A B4y it RRE S B BT
HEAF s A IR E BIR R4 B S E R E
T SR RE GEERE. A% RAIFEARER
A EE B RHRE.

PLE 3 FiE XREAR, A E—HLE AR
SR, XL TR 5 E B T RRA Y AR
X . IEH TR AR AT IE H B R SR BT
HEEXLFERNFT R MBI B FRAEEGS
BEAARBIGBI N, BERGH B TR
EAWHA. B TR EESEL TS5 EE,
HE#ER*%, X WREXH A UBE,UCE KR H.
[ B, 3o 350 P, IR A 36 38 Dy 306 3 X vl IR 4 ) S
LB, SA BB RN B FRREER. K
HEEZEBHT X 3 e LA —3.

1.2 HriR i F BB A 5 RN

R Symantec 2RI TR, 2008 4E 2 BKTE
BBl bz 3 LT R B 3 B B 2 5 B T BB AR
80% Z=A47™ . K #E Ferris Research [ 858443,
2009 4F by 3% HLF HE A4 F FE B 23K 1 30042 KT
B, =, FF IR R T8 5 BT8R 85% .
BOKE LE 2007 4R A5 THIEIK 30% , T HL 2005 4F 9%
PR K 100% . HR 4 Sophos A EBRFAEL R B
A R EE SRR TR EAEE B
Ja 3% 3 A B 1 B & E o LI i T R
& .

W E BB P4 2009 4R —Z= b R b3k
T EREREL R i, P EN RS ERA KT
17.68 &by i i F Wk, 5 K 4F [F Husg i 0. 04 &,
o WA B8 57. 52% . [ 2 %5 i B W R 7E 2008
EH—FF T 2009 55 —F B8R B
LT HRAEEY ). AR RS Y, AL e by e,
TR FES b E R R EH 12.35 min. {18
TRTRET A B9 B & ,2009 4E55 — 2= B 4 3 T IR 3
R EH K ART 339.59 /2755, 5 2007 4 (7 Lk
1 151. 19 127, B IE 4 80.25% . % F hi 3K ¥ F R

PERTS | R B X B AL SR, AR, RBIR R T
HRAH SR B 32 2 T R BT ARA B KT

United States 15.7

Brazil 10.7

China(lneluding Hong Kong) 6.0
India 3.1

Turkey 4.7

South Korea 4.3

Russia 3.5

Poland 3.
Spain 3.
Argentina 2.

ftaly 2.
Colombia 2.
Romania 2.
Vietnam 2.
Gemany 2.

United Kingdom 2.
Chile 1.

France 1.
Thailand 1.
Mexico 1.
Other 21.
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Bl AEZNERETHRAERE LA
Fig.1 The proportion of spam-relaying of different countries
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Fig. 2 Weekly average ratio of spam received by cyberciti-

zens in China

2 HRRARAER BT %

it F S BRI AR R U, R AIE R B
(&S U ENS T N S WP Wi b e N
BT S AE N EE. ERFRRE SR BT
B AT X 20 R A B R S R R 3]
AGBEH I LXHREHE BPEELRNBS
2008 4E55 U b E R B IR A A G B
W BN b R B IE SO R E R R 3 F: B A + 30K
B AR A F 4. AR SR
T XCARERARHE SR BT % 2T B 7 B R4
SR B FEETA7 0 R BRHRAAL SR U7 2 -

2.1 ETFXRNEHIERFIAERR &

T AN AR ERRAL R BT — B & 2
BB : 1) 1§ 2 (terms selection) : fK 3 1A Y B
P X5 ) SRR A AT HE Y , B X o 4
HYREAZEA T —Br B 2) BRI S5 2 1R
H IR E R A A — R .
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2.1.1 XAFF#H ik

YRR ER 2 TR B S, RE R 8
WHRE, I RA SRR R, S BT 4E
T, B R 4E R, R e — 7 T T DARR IR AE 4
B EERE, 75— & LIB/NES (X4
FEERHIE) A B Em. T A8 IJURE KR
T

1) 15 8.

R B, 5 B4 (1G) X #F 4 Kullback-
Leibler BEBS™". ‘EZREW B & 2 NER A AF P(x) T
Q(x) WEEES. 7ERIRAMER B AR S, ERAT
EERIERILRE (X0 E). RiEZhE, TS
Y, HAES E A ¢, RATERRErD AT, Braedikig
FIRREEEYE B RR. B ¢, 5 B n'F -

_ _P(T,C)
1) = 3 1 3 P(TOleprppioyt

K C FRERFREL, e, M ¢ 4B HRIF AL
B3R R (spam) F1IE % B4 (legitimate email) , ¢,
Fn A o FERPBA R B, T ¢, 27 BIA) o, SRAE R
e B S AR T LR BN R R BB e 45
T RIEZ, S BR R A BRER ST R LR,
5 BB E R IR R B B E A T — B B

2) W E.

Koprinska 2 ) "TEgE RS 23 (tem fre-
quency variance, TFV) , 3k # B A & H M 7 21
A AT T ZRERESELHERR. K
W20 AR B 1] T 1 BRAE R — B 2R B R4 (hr
SR ERIE F BB A ) B R Ke 38 4% , T AR BB 7E 2 Fp
PRIHRAF e HH B R AR 2 ) RDRE B BR . 7E R B3R
HR PSRBT SO, ST 2= 80 AT

T(ti) = c Z }[Tf(tiac) _T;L(ti)]z-

K Tp(1;,C) FaHia o, ZEE% C IR
HESRER, TF (1,) R ¢, 70 2 FhSAUAR4F b il
BRE) R R

SCHR[10 )48 7R ZEIBOU T , RIS 22 5 iR M BB
TR B BARKE B E S RIRM 2
IR 100 ANEIRRT B , 26 iR B DU R A a) 76
WZATE S S CHNE F R A E B b) 7E R 3%
HIRA PSS L B, AR E B R PRt B

3) SCRYARER.

R4 H7 2 ( document frequency, DF) 38 i 23
— ¢ E B EATR] ¢, BT H PR B BB AR B SR B ARIE

s , SR BRARE T TR B (B YRR g 6 88 , T SO
WA/ T BB TR & 3. BTA] ¢, B9 SCORY AR
RYE N
D(t;) =l {m;1 m; e M, t; e m} |.

KM FRBENMINGE,m; FKom M i) —E B

SCRYARARBE A (RS BLR B & B 2R B B B
D BRENASE BRI MR OBk (11 ]48
i, MRk 90% KIL{5 B 8 HiE s, SURY SRR 7 ik
SE MMy GBIk mytkAEAE 4. SCRESRER )
BREERAR ITEERER, SUIFEANEE
R LA

4) AR S O vk

W RN R RN R E P REEEEN
YERL. A T BB AP AR ik , T ES Y 3 A
fluk ¥ A ek s E R

a) x* it (CHD) :

X (t;,¢) =
| M| (P(t,,c)P(%,,c) - P(%,,c)P(t, ,c))*
P(t,)P(t,)P(c) P(¢) ;

b) B H. (odds ratio) ;
P(t, 1 ¢)
1-P(z 1 ¢)

c) RiERE (terms strength) ;

S(t;) =P(t; eyl ex).

K ic e {c,,0} ARG EWIRAFREL, FNK ¢ e
{eg, a1 Ze,x Fly BARYIGRPLBMFEKEE2 &
AR
2.1.2 LRBAERRF %

1) ANC 4%k

1A)IC 4% (bag-of-words, BoW) g R w8 5=
TSR | oy 3% R - ) B AR SR G T ) 12
Bk 2 — L A WL A R 7 7 R A o i
W EH MmO ER—1 d ENREmE < %,
%y, 2 >, P EBYERIEE x; W LURERFHER
t; B REL X T %, 8 2 IR R BRI 8k /R
B, KRB FERT % T 515 XK
{8 o FEHRAE P R, R4 45 o, TRAEL 1, 5 ) 45 LR
fHO. SRR AMBLRERR, B4, WA Rz R
P RAER] ¢, BRIAR. Schneider 354 BN , 3% 2
FRIFoRE MR L

2) M _JLE AN A

M e L WA M4 7 ( sparse binary polynomial

1-P(1 ¢)
TTP(i o) ¢

T(tiac) =
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hashing, SBPH)jz FI ¥ 3% 1 J7 ¥k, B4 M R4 rp
BEUHKBHARSE" . EEA— BN N
A BATR] R SR AR YK VR A R A i B E], B DB
ARy 1A BIR. ZEBIRE DR s, BRR i
THRIBBER 2" AME  FeBr A O R AR B AR
B, T 1 H i oA SRl R IR B BN BR , R
& BAE OB AR Ay —MRRE. X T8 O e
N - 1 A B, F B A 2" B, ST Bt e 2
MARERFE. K5, MRS E A —MReE
VS 7 (B, FPAE SR B 5 7T LA AR 4 i) T A 48 1Y) 30 0
e VR HEATARE 07 2 , LA PR (RARAE 4R B . & I 3
KB, BE R E W BRI EE 5
MR-

3) 1E 3&H B XX i)

R T WA SBPH 5 i B TUAR B TR 2R B, Sief-
kes 25 A7 2 1 IE 355 B WA (orthogonal sparse
bigrams, OSB) SRER—ME/NHRIER S &7 A
R N AN R B sh 5 DR BURE, 5
SPBH J5 A [ i) 2, A B 3 [F] B 18] i) B8] 3
BSRBUE RFHE. X T8 8 DR UL, RFHEAEF O
HIEIRBE R B, IR E S SE . R, AR T HY
N - 1A B 38 1 A~5 KA B R, a0 a4
B O DI N - 1A BE%G, B N - 14> 5
fiE. 5 SPBH J5¥EH L , XA RIS T 4/AIE B4
& JCR[17 ] Py ek R B OSB P RERE I T SBPH
Hk.

HEFATRERS.

Oda % N\ "™ Bt H— s B2 o 3 MR A e 7
iz FERFRAA M ETR (R4 ) . IENR A
B, FEREN PR Y TR KB MR (hk
HEER) , X HEREA RPEEHLIR (1L ) B BT A Y
4% Z2 4t ( biological immune system, BIS) FJZhEE, /s
THEB NIRRT AFEBAE. BRI, A
PR ERIG A —A B E, S — Bt A 52
7, R LRI e by % R A48 22 BB R A B K e g
TR L 55 1E 8 HR 4 UC e R0 59 A E B g AR 24
PR E R T IR BEAT, Zhii s ARG R
R AERR.

Ruan 5 A\ "%7 48t — b3t T G R v B B AR IT A
. BT AR YR LR B e 2 R
PR 5 — B TR) 7 by 35 R A4 ot B R 8 (i e 72
B R ) , AR 4 K 12 B9 735 o 3] ar 35 R 44

R B ERMEIEFREREE. K5, 18
R R 2 N EEESRHHRBR IR LS
HORAR BCHERE" M RORE”. X 2 MREE
S [R1H4 B HIR A B — AR AT 1) &
2.2 ETHERFKEBEHFER

S T SEFF A S R AR I R G A A U, o S R A4
ERBEARNSRKAELERIRGREZETHER B
033 24 7 3 R 1 ) SR BT T 48 U 3 R BB R
B8, 2T E A MRHERB RS T8, AR
B R R T A

1) BB HEARE.

b SR kLN i Ny AN )
KSR MR & 3% 3 A A 0 e B R R 48 R B R AR
3, AT REAS 72 358 B TR P K32 H DR & g SR
AT LA R B 2R B4 Sy o —ANRRAE , SR A
B BB R BRRRX B S T — &
MEHIER, ) HE A X R EEE S R R
HE—EMER.

2) ShEFFIE.

FERTIE R WA, B IR R R P A E
ZHXFRER. METKEXFHEFSREARFRK
Rt BT AR AR, 0 1 R
B ISR, A SOt B R R

3) SCFAFE.

B LAA A SCF IR A TR B A S R B
XM CFHATES 20 R IL AL, 4] LA
SR FIE T SCARBRRE S U i, DA 250K 0 2 3%
MR 2.

4) HAAFAE.

B T _LRFRESE, vT AR FRIE o B SCHAHAE 5
JRARAE | s o iE 25 8 0 ok R 2 B kAT X 43, 3ot
KSR HEAT L U8
2.3 EFTAHRERES R &

FTAT A g L 3R A 0 A — o B B
By R R B, a8 A $ B SRR 5 I R
X A BAT A , S 2 et SRR 4. A5 % 3 FR A 2
FAT R R BLIRARAF AR 7L, N 4 4S5 TH 8
WE AR IRET VRE BT LHERERRASL
H BRTARHE B TR T R BT SR
T1RFRIE LA R BT F P AT W AR -

2.3.1 AFHBLFZELERAGE EHTHIH

EFBOT , 0RA5 K55 B AR R B lR 415 2%
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BRERBANERERE . RN BN %K
B RS, — BT, IE R IR X B4k B ol
FERMEEAZENGER. B TR —E
FAH BB 3R R B, bz 3R R & % B AR AR A X o
& B A D BB AEE R I AR K.

SCHERL22 ] X X B A7 AR 4R i — b B T4
R B B ERARLR S, B OURAE SRR B P ik
BURRBIX 43t B HR A 7 A~ B, 40 From field
To field, Reply-To field %5 ; 4R J5 , T3 S 2L A il 4%
fiE, AAATT B 32 XX & ik il 10 AMRFAE, 40
From-To . From-Reply-To %5 ; % & 4 X} &4 H WEIE
B AEIR D 2R B 43 5 8 S AR DL 2R3, 3F
Fiomhs, B3 113 et &; &a, EEHERX
Fera B0, ISR DR AR 3 B 23 28 07 SRR E AL
JG B R RE R BEA T 20 2K Sl SR M B AR
R BB IE T HAD 2 RO e, B A £
TR VR . AR T RE T A AR ALRIR UL, LI
BB TR B B R AR AR 4 B R AR Y i ]
.

SCHER([23-24 | FE M ERE EIMA RS H B —
Se % B BAE S ARE , I+ F) F — i34 3R 2L 59 BP
£ M ZBNTRRAEAL 5 W R A B8 HE AT 20 28, 1R 48 &4
AEF B AR B T & MREA B B AE . SCER[25 ]
i, A 190 ZNLFFEEFKEM2 MREHEHR
BT LA BR A A P A R 4% 2% AR 2 (mail user
Agent/mail transfer Agent, MUA/MTA ) fifi F§. 3C#k
[23 [R5 ERIT T 235 13 FpIE A 24 FhRBIR B IR
HRAFAT RTE RS, HEK 32 N EASR B & 38 N3 M
X% BERBUE. 3F R #E1T LRI UESE X A 5%
H B EE . SO [ 24 ] IEEA5 Y, MUA/MTA 38R
FRFANLIHEEMAGHESRB, XH ik 6
MEAEBEXHLBEREREM4NRERL BR
HIABRNRAEHERE, U RETHEFEY 16 4
X A5 B TR R

SCHR[ 26 ] 48 H 2 T47 A B 43 B B ok U o 3% R
HER. 7R BRI R, LRI DAL B2 B
BB B IR TR 1T 815 8., T LR € 2 i Ab 3
FrmAT A5 B RYE SMTP B, BE¥r4b B4 4
ANBr Bz : HELO,.FROM ., RCPT TO #1 DATA, FFH&
BB B R S B BEAT 4S8 A0 L. 4 R R4 AE BT
—A~Br BB <€ 43 2 o8 B3R R, R4 R A Bl
BEEELE, ASHEAT BB, XFEREE

TR, SCE RN M B8, LRYRER
)P B AR TR F_L AR T M A — BB

SCHER[27 ] 3¢ & 2% A IP Mgk, SMTP ID 31,
URL 8701 5 & WR 4 s ik 047 2047 , X Hoa IRk
AT BN RIS, RERATRERS
ST BRI T4 25 BRI R A W RS AR
e IR i

SCHR[28 141 %F IP Flif 4 , &% & (B IE X
NRFR, KiEE HEWCE IR bk K B, LR R 3%
SRR BONHE , YRR 3174025
2.3.2 A TWHHTHIHN

SCHA[29-30 ] 4377 R A4 B4 B4 28 I F R BT
BRI W] BERL IR MR 4. SCH MET & 7 % (malicious
email tracking) R Fj MD5 M3 AR A B4R T
—AMFE AR IR, IR T — MM R IE F (FRIR . B ]
B A TORE R M A a4 A L) . MET
R4 28 vnHe it MET & P {5 8, FRAR 48 M i e
IEFAT AL ——R B I R R R e
A R ORBIE TR R RITRE
WM JAEEES. Y4 MET &P X HE—H
PR 7= A R AT R T 45 2 1 B E Y K S 3 =
M RHE AT — 25 00T, R E R B AIRE. R
BRE , IR EA P ORESR. P OREES
EFHME o o T M & ok /R H R & B
B, HIHR S R, H AR, WA AR IR R
IR UM RERAEABERFEERAT o,k
BB R RG0SR & P R A T WR AR ik IP
Huht, AR50 T LR E(E BB R R R HIE .

SCHR[ 31 ] #2 34 MR- 45717 B R 2R B (| F
ZHERISCME ORI ), A KRB BB AR A X
4y hr3k 5 3 b SR HRAE B AT R ARAE .
2.3.3 AT REEITH M

1) T4 W4 BRI SR E.

SCHR[ 30,32 ] 34T HR A A5 % AR o B FR AT ke
fiE , B R R A2 AE R A — 28 AT R E RO % , R
RIEITH— B REERNER. A, — BB T,
— MNP AL F—AEREE BIR B &% 44 b e
B LR A AS, XM ERE /D A —N P
HhHB R EEE BARARME X SR RER, K
st 25 itk 8 i BT R SRR AR sk & 7B R IE
WHRHFR AT W ARIE. W& LRI, B 2 Rk
R P R R R



- 194 - BB R & % #®

®5%

PP SRR SO A X B P ™ B R B S
P EAR R TR —ER R, e A3 3R Ol
NP BB FRTAK P BE—NREXR Y
TR R, URITIRIS, REEIR LR
RAUCHIE , BP Brife € BB AN R AR T 4.
Blan, A 3 M fefr A3z [A,B,C],[A,B]FI[A,
B,D], &k 2 MENBE—[A,B,CIFI[A,B,
D]. FHFE—IRAE A AT RA AL PR
TR WABRHNA—BET N IR TREERS
HAERIEE A, LA B FR B R A B3R 18 L.
IR G R — A2 NS =T R R
LA ZHRIBL S KR R, IR B RE, —
BT AP RS @ b AT 10% Kk -5 [F
I R R

FEBRRED 2 NP R R A R
SEAE LR 2R 75 PR (R S H Y R A R B A A 4
% BIE , ARV A X WK W FERR. R)E,
RBRKE, BAE L R/N A n R FlI0, 4§12
WHN2,%7 AB,AC,AD.BC.BD.CE 6 . HF
HREBRE—MRAAFR,2 MEL RRETHE,
LOERER. filin, AB,AC JE B # ABC, {2
AB.BC AERLG. SA RERIE MR G, BXt
HAewtdthias. A HuER T RGFE AB,
AC.BC it , 3% ABC 4+ —EIEH. )5, BRI
R AR T R L, I ABACBC o8
EBR. WHEATT 5 R/ n BIRRER.

SCHR[33 ] %€ X 3 2B B SRR BR AR A 35
fou A EJo B ME 2 E. R R E TR
REDLBT T — AR BESAT B i TR
A B s — P 5 — P 3R B s i
K& T —H R T E T RRREDHST T —
W55 —H P AR AT R R AR P R
PR ST R Z0ERET 2 M E I EE
SERY, AT EA R R —E P, A ET S —
B Rt F T, BRI 3 BB a) T
FRS5 3500 R4 B ik, BT 3 RR BRI L b) AL [l
BIFTCr xR A BT 002K, S A R
B HARBIK A ) M HZ 2 E L3 b) BBy o)
RERMTAR BARL KGR

2)) HRAFES) R 28 S0 AR AFAIE -

SCHR[ 34 ] 3B BRIk A& K B I 48 R RAT N
T I RIS R B I 45 1 I 4% % Eh A L

KA. POCHE SRS TP Hihik 2= 18] o A FRAE , R 2
BrurR bR R % 2 | B3R HR 44487 9 4% 01 IE % R 44
RIZEHIMEB . REFOT , IE RS B3R R
5375 KRB E , R ZHH HRHA-ER R B — /iR 40 TP
Hohk=s H]. BA — /AR 44 A1 B 1 O, 7E b ik BR
80.% ~90.% H1, 48 K2 HHR AR B b SRR, 72 31k
BR60.% ~70.% w28 K ZE MRS 2 0E H BR A, X 3R
BT LUK TP bk R R —A~ X MRHE . 2 3CHER R 4017
T B WBHIFT REHE , P8 8 KA Bk
HRHFE M Windows #1E RS & 1Y, 3F HARK
HoA (25% ) B9 br SRR B 18 R 48 65% 1 2 /%
By TP bk fUR 3% T — R B R4, B H o 75%
RIEEEIET 2 min. f X8 IP bk A=A %,
XAE LR A R ERN. HRERN , 5B
F ST SRR BB RG> T
100 #f. iR HRM R E BRI AR BB MET &
RIEBIR IR, BXHAN T ROR U, R AR R i
], ZEDERERG. Hit, T RARMEEHE
B EE XX AP B LA S R R SCHRE AT T 3 7™
X1 (border gateway protocol, BGP) , Fi |~ #&
b R, AR T K&K IP #hk == 5],
HHEREEER PSR, ERAE LW,
B AP DL & 3% B S SRR B R AR /D, R
AR 1% ~10% .
2.3.4 ERTRPATAHHBENR

SCHR[ 35 ] 434 B P BOAT R AAE , P A WCHR A4
W LR LAT JLAT R A AR AR AR T o G
FREBRAAFMNER s T BB 444 HLBI e o 1R] 4 25 1€ BIE
N ATHHRMHBZEMRT N R B iR 2
HREFAE B % B2 e A BB # RA m AGE TRE.
R SR P AT RS B, BT R
YEA BRI RE R R BHE R FE M E B R
25 B IR R AR 2. ST LUK 5 5E B B 3R R A1
A IR AU R AR, R B B
8. 75, ENIE BR IR R Ge b R 26 Y P kA ok
B2 (4B E R At P - e R B3R R

SCHER[30] 2 i 3 PR B R 5 3R F K a6 R
HIRHE. BRSPS DN BRI R ER
(1 5h 5 3% BRAF R B0 L IR ECE | BB A R/ i
HABE) BRI B SRR R 1T o
FERRE 5 5y B A7 0 R HOIR E AT X He 2 b,
RIS HEAT N (BLIRER) -
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3 REFEHEREAR

3.1 FEFR

JRT REXTRESR R AT R B B KRB K, — L E 5K
Tl % HHAH DL R R R LTS R R 64T o, B>
R HR A BR . SEEFE 2003 ARl 1 5 3% R
BRE—EFROABE EREEANEEMER
( controlling the assault of non-solicited pornography
and marketing act, CAN-SPAM Act) 6] Zy I
28 E BB SG A5 B DR  BIR 42 et ik B BBORI IR 42 3t ik 25
TEEAT N Rk SR (] i il B 5K R A R A 6 A IR
TIEEE. SR, SCHR (2,37 ] 48 ik S0 B 3 R A4
HENEMNAREN BHER, BITHENFER
T A BT Br 3Rl 2 B AR ROk s bt

BRA TR BAEERSE 107 &, 40 A
SBIEET ARBEDS . REERAT RN
SF, BRI A R ZE B IR R (L R BR A, B
Rt NEE S0 AR BRI . T E X K 3% 45 A F
Y R A4 R A 22 DA — 2, i ] A A KR IR
VT B B R

BRI 7 2002 4F 6 F3Ed T RAME TF&E
RN, 28k 7 RS R E RS
T, R E B R

XA RE 5L, BB E—ERE
R ERA R R, SR T , X SRR REA IR A2
BRI A . TR, 0K S HoA B AR T B
G568, A BESE ATt YR R, ORI H TR TR
H RSB 1 -
3.2 #HEFE

TE B IR B AR , A A8 A Xz 3% BB A
FEARHE B R A F A F B WS, AT
Tl R HH— Su Ry B R SR X B 05 T 7 B R b 3%
HRfF TAE PR T EERER.

1) #ihkfR .

SCHRL 39 ] 52 H — i BL % 18] B8R 54 B2 Bz 3% W44 3¢
AR, B T B ER A 41k B R B T B3R R
#4038 B4 e 3k username @ domain. com PR
username#domain. com BY username AT domain. com
S, AR BB . " BBy DOT. XA
DATE— @ AR B b B 1B S R i 2 SR e e R
FRIB Y T _E B BR A S bk

B2, X AR B 3 BB SR 5. BLIHRAF R 3%

H FHEAE R, R 2 ik B b — 2 17 5 R B AR
5, HKIB AT LASR B E SR BR Attt H Ao 7 i
Yy, BR Attt iR R R T DA B R IR 55 o
Bk S, 3k 7T LA SR B | dE T T ek (40 DOC,
JPEG.PDF . XLS.RTF.PPT %) dr g R £ ik

2) KA IR

R IR BN E SR G R R EFTE
FASERE SCHIDCHE , 440 & 22 24K | Viagra 55, R ¥
R ™ Bl AR FASE & IC R ik,  Vi-
agra” HEE5“ Viagra” JC g, 11 AS BEVC B “ Viiaagra”.
AR 52t r 0 B 44 41 36 @ /N3l , B X
S e HRA).

ZJa AT IE N 2k s AR = L At T 1k 72 W
K FREBRAVrixasgrrxa” LU V-i-
agra” ,“Vilaagra” . “ Viagra” 5 BRI T IL . X
BECUC AL 75 vE RRAE 78 ROH I8/ 1N S S 1A R B K /D, 3
RETE— € Y0 Bl Y TE DL B 3R R A4 B9 /N B 3.

3)BABMHAR.

X2 FpOERET X A SR R BIRA, 4
B35 BBt X 2 Mo R 20

BARITEIERRE IR B € TP Mt
TCP ZE % , BRI A B BB, T R bz R Rk R %
H R IR DL ER A B R 5% e 408 78 BR A SL R e g
15 BA B S R K 3% 8 D LAt A st ik
Rk, XS HRATEN AL BT R iR .

H4% 05 k38 9= ROk B4 € TP sk,
TCP 43 B3 2 W R4 , T 45 26 HoAth BT R R ) R
. B2 R RAERA BT E,2 S AN
BR R BER R TE R AR

4) TR 2% BRI — el [ -

TR BT E SRR 548 AR D R BT HR 425 &
it 2 W g el B2 407 %ok X B R 2 R L, IE B R B B9
MTA W B0 G B R £ IR IR 5451
— 5E I 8] PO BRSO B R AR B, B LR Zh A%3% . T
X 3 HR A O 5, BB A A A R A T R K
(open-relay ) )7 H A 1% , A4 B S 45 1 M . T PR
PR E , ITCE B RER . T A B AR S
45 1E B HRARIY R 267 R 0 B B SRR -

05l - [ ( challenge-response ) 75 [ 44 B 1) 2
At 300 T R R RS e . 205 ik R R L — A
HZ$33%, 5k B 54 5.5 3= P bk i iR 4 2 1
k% MPNRZ M ERG BT KR 0T, IRS25
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LR E 28 KA A—A B R, iR R Nt
TR, AR B A% 2%, TRAE I B9 % 44 A stttk
B EmE g R R, BIRERAHEE —Kke
K R Dhst B A Atk , e 70688 52 1] 38 R, st
B3R 8] B

X 2 P 5RO T IE F R A b SR R R
T BTRBAE I A [F] B, ) A 2 3% R A4 0k IE
FE iR LA R, X BRAF R BL B TR 3. 3X 2 POk
BIA A2, W B 2 28 TR F IR R TR R , s
i P Y4473 9.

3.3 EERLIREBAE IR

1) oAb LS.

BT B MR AR, R Rl B b — b R
Tk RE W TAEZR B3 b 7k 2 A 3 3% MR 14 5%
AR T EZ—, 3 B E B BUS B & B R R
( precision ) Ff1H ] #& ( recall ) ], — B gy R
FAZ A A RR A A 2501055 F (Bernoulli ) #2
HURAG T B 9 IE B4 2R (accuracy) ™. ZEFE 45 9 AP
I -H (naive Bayes) ik b, T4 tH T RE AR K.
R. Shrestha %5 A" IR A IR (2 B th BUAG [F] — K4
FHINER ORI BEAT 7028, THR SR T B [F] AL
H (co-weighting) , JF U8 T BB LR &, Li &
NSRRI T 2T AR R BSOS naive Bayes 75
%, A8 T MM BRI £ K 2 (false positive) FIESF
H 1 e

2) ST Tk

Sakkis 25 A\ )i k48 Bk (—Fh 2 SO TE 1
2 07k ) LR T br 3 R R I SRR At AT R Sk
BITETIR T SR/ CE RN ) ARE4ERL, D
FANGREE R/ I 45 RE R A . SCrpSEie =R,
k=T SR R R P BB AL T D0 S s

3) Boosting Trees.

Schapire 1 Singer'*") & S 2% 77 ¥ B F 304
SR, HitH A BN FARE (base hypotheses )
SR ANFE 222K Bl ( multi-class ) DA % 22432 ( multi-label )
{532 A) K. Carreras 1 Marquez!™' 5238 T AdaBoost
BT RBIRER A BB ug , 2T 2 a3t
BHE £ (PU1 corpus Fl Ling-Spam corpus ) SE45 K 2
fifi b, 4241145 tH Boosting Trees F) 77 4 7E P BB B2
F Naive Bayes. Decision Trees 1 k-NN B . 4R,
Nicholas'®’ 3\ % {8 F§ decision stumps [ Boosting
Tress LA J AdaBoost 7E IEB R HMHFE HHEEET

Naive Bayse.

4) ZF i B

SCHR[50-52 ] /et i 7 dE #EAT T IR A BT I8.
Drucker A" KB T — 2T SVM [t g #5, f2
BT FE 220 SVM 3 I8 28 A1 Boosting Trees 73 B 25
Y RBAE 1A 3 B AR 45 1R 2. (error rates) , {H 2 Boos-
ting Trees £ 3% T 58 2 Il ki [a].

5) Ripper.

LAY 2577 8 A ], Ripper' ™ 0 A5 EHHAE
&, EAYIRHEAE PR 5 KN, et —
RIS E SR if-then HLIZH AL

6) Rocchio.

SXFBISA I 532675 % i ML TE AL Y TF-IDF
RBAVNGEEAR & . X P B R4k
ALK RA R, sk A RENER LR
B BE (optimum threshold ) LA XAk B B & 1H#E
BRSO IIZRET ], 3 X S H AR E Rz
AL A5

7) XARE.

M. Sasaki 28 N7 $ H 3 TAE 25 B2 9 SC
AILEH, i spherical k-means 35" 5k B 3
THE AR R clusters, 3 X 4l B 89 0 ) &
( centroid vector) 7} BLKAIARIC , 1 THE FHR A )
BT M 8 B BE R R 5 M K. BT IATE Ling-
Spam corpus %48 B ARG T HF Tl 4 BB

8) Ju)3 & (Meta-heuristics ) .

C. Y. Yeh % A" ¢t 3¢ ki Al vk 2 T K i
FHIPLAS T 07k B s L e e, 3R T
{81 F spammers 19717 94 X AMFAE , R HE4T BRI B9
3. X AT N FEE 1T Meta-heuristics R4 18, 72
%5 FE K Meta-heuristics T, 3L3BUH T 113 NErRI 4
fE. KW ERBAXM T ERENTET REFHI
TR, I HYNGRE REA T B3 B RER.

9) NTHZ M2

J. Clark 25 A\ FIF A T2 R4 B 3h4r J iR
4 AATIT KB R4 Linger 7E Ling-Spam corpus £
BERETHRRIERE, FHERL EHE &
PU1 corpus b RGEFTERAS Iy 1 REEE A T B%. L. Stuart
S N HT RN SRS, B A TS
W 28 6 7 Xt R HEAT 40 26, SEI 45 R BT Tk
EFHENFE RS 23y FEEE BB LIRSt fR
EEIERE.
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10) ATHRERS.

A. Secker %}\[m B HET RN ERG58E
¥ AISEC ( artifical immune system for e-mail classifi-
cation) . IRTE B 7E X 73 i Fl P BRI HIR A FTAS
BB EAFEHTEFNEGNERT B
BB ELSEMXT e-mail HEAT 7 S0A0H, 3F RS R it
HiE B P R AL

T. Oda 2 \ %6 N\ T4 Res 54 R A T 3% MR
Wi, FEFHeET B S/ 5 C (self/non-self)
PR 0 R LR ) % ( dector) B A 7E SE BRI HR
PR R G, B RN B HERR IR P B RE 2, 3%
SOSR JRALAETE S T BRI L B AR 1Y R4 o i 3R]
TR\ BLIR R R R 1R B AR LB R 5. 1
ARGEARALEE R o, A REDLE 7 v A BE N B
A= LR (antibody ) F% H SEHR 9K B2 48 Jg ( lympho-
cyte) . TEME RSB P, ARG HL IR EE ™
B E KRR T RA DA B SN, BF meg_
matched F1 spam_matched 2 4~ @5 H LB, 72 5
FA T3R5 VAR 2 400 T D P R 0 4 B Az 3 R
B4 E . X B 40 MR U R AR o, 3 R A IR Ry
W E A f A H msg_matched F1 spam_matched 3X 2
NEERE. EREWBTERS TR
(B PP 5 3 X BB A4 ) 2 3 E AT SR T, R X B A
FET, CERREE Mk B 40 A T P RA K
AL .

4 ERR TR AR SR

IR RS BARA R B A E AR R 2
— , REHMHRXT/EARRILR. 5T ET AN
BASEREA B B IR MR U8 07 vk, TR A R 4R i
— B AR HE R X A R R T RE W
BN AR E BRI T IUR LA M R PR
Tk, e — SRR &

4.1 MHEEEAE

1) bz 3 R[] 22

ARERERS B B M B R IR BN E BRI | 4028
Yoz SRR 4 ) B A8 a2 3% R4 ] 3R (spam recall )
) RGAEBIRRAE T8 47 O B IR R L vk 4, B
RO B SR R AT 1A TE B 3R B 4 Bk
HIR R 7 1 23R B3 B 8

R, = —=

n,,, +n,,

5—8

KA n, R PAER KRB B R BRAF R 2R, T
n,_y F AN R PR LR 0 SN IE F R YK

2) B R HRAAE T R

AL tH RGN IR R RRE TR R B
WRG I BRI IR , 7 RIE R Y Hof. 3X
AR — 75 T RE B B 8 RGP IR PRI IE R
HREERT i 59 Ho ). 28 48 35 MR 424455 1 % (spam preci-
sion ) B , P AR GEAE LR SR IE F HR1HRA 20 o
. BRI BN T TR

p, = —

N, +n_,
A, FONERHMABERR IO BRI AR

3) IEH HRAF A [E] S IE H R EAEH 2.

B T s SRR 0 2 50 T A SRR 1 ) ( IE MR
PERAL IR ) , 3X 2 FhAR e 55 I 43¢ R 1 4 3] 2
FE R, TH Rt T AR M T K.

4) ER 2.

AR HERE RS R BRI IR R B AR B
REAS 2 BLIER 20 SRR IR A (B8 1E 3 MR A s 3
HRAF) B EL ], e SCHN T

_ n, s + mn_,

m + n,
A in, FRBEFH LN EFERAFHEE,n 1
n, S BIZR 7R IE B BRA I 35 R 1) BRI

5) AR 2.

MREARMERH, EHERGENER (HRERE
HERS ) BREANSESTERPHNERRE
B, R ER AR IR R E R L. N T R
IEH IR R B, R A R R A2 |, &
SCH AR AR R

A =

w

Ny s + /"nl—d
An +n,

A2 BEBRIEFERGEZRNSH, ERER
R, UL IEF BRAE IXAR R T B Rk Bss , — T
LABUE 9.99 BY 999. & A WR{E 9 999, MR IE#
BRI R TARCHE R, X4 A B 1 B, AR R
5 VT R AR TS AT

6) F, .

B R E R SR AR AR AR B RGTRY
BT, AR B R RRI HERE. 5 T ffTRax
— [, Fp B GE SO 2 Fiin R Rl-&, i T K
B
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F, = (1+8) [% .
A B R AN B RAE , PO A A 5 %
WEEME ERZHMRTBREL, IR T, X
WiEh F, E&.
4.2 RERRERE

2000 4F, Androutsopoulos 25 A" B & 4 T
LingSpam $#E4E" , BB 4 2 T8 R 2 JL R 43
KRR —: BEBELAE 2 893H R iF, Hp
EF R 2 4125f, BLIRERA LB 16. 63% . 3K
BEPWERAEZS T B, rE LEG R (Ird
BRSL) JHIML FRic¥ S AR ZEUEENARR,
EEFMRINERZ 5B T ¥IEEA X HildE
SRR RG2S RS T ARG

2004 4 , Androutsopoulos % Azt e B
HYXRAMT PURFIGHBIESE, BEREER 2
N T A &b AR U8 RGH HE REPEAL . PU
RIVBIRETEEE 4 MRS

1) PUL : B3B8 &1 099 Hf BR 44, v by 3% HR
4 481 . ZHHE £ v Y IE B IR 4R S 3% IR 4 2
BB E MR, IR R SR 1 g
7 36 A Wy i 1R] B B, T S 3% R R At 7R
22 A~ F Wy R] Y AR .

2)PU2. ¥R E A 721 HiR, Hbh 142
H R ERA. 5 PUL AL, AR 4R o B B4 o B
TR B, SCPEE M —AZ R 22 A A KA
PR ERARTE T X LL R

3)PUS: B EL T4 BOHMH, HbF
1 826 B R, 5 PULPU2 R IR], 445 £ [F] B
A28 B BRA R R 3 18 HR 4. 438 4R P B 1E B R4
ISR 2 (AR WA E , T B3R BR AR B HAt
HR P45 55 -

4)PUA: BB E M A1 1425 Bf 4, H 572
HB IR 5 PUS ML, BB R U EEH A3
P MR, B IR R IR B HALEE . SR &
FOIIE R R SC P AR B 55— R S R AR AR Y.

54, Medlock ™ (B 38 K A5 T — A KHLEL IR
1 ¥dR4E GenSpam'™ . Z Y & i 3 AT ALAL: Y
SR (EH8 018N IE HHRAF, 31 2353 4 Bk )
MR (R E 754 HIEHE B ,797 SRR e 8
TEN AR (A 300 £ 1E 5 BR4F,300 BB MR, 2
Bar&EE TS J AR IR RE WSS B

mRHE) -

ZH1 38R 52 2 P SCHR A Bt 4T, ey g
P EHEATIE SO A AL B, AL B S B SR B
B URPEREFEENRD. ZBEELET
1 633 R, e AP IE H WR A 428 &, By 3 R 4 L A5
N 73.79% . %P5 P 1E F WRAFF- 24K O 819. 06
AN EA).

5 RHEKRE

FEDUA B S L % L T BR B AR T % o, B RE R R
BRSO TIE TR R B R B RIR Tk 3
FEFBOAR T I5 R AEX AR A6 SR B350
TR —EVEA, HiX 2 #75iEA R 4 BE R, A
REA RO IR SR R F RO AR, 7 BREY S SRR A%
AT BRI A B B X BHEA B
EERMA SRR R GRS TR RE.

HRFARAE SRIBUR S BL 3R R A R GBI DR
Xt RGH) Sy R MR DU AR . BT, B REH
HRPFER o T 3CA B R B BT 304 B A B R
FHERBUT A BRI DA RTR, B S SRR
Pl ETATONRBRRHE SR BUT 35 , B—Fh S HRAF
REVTCRRRE SRS ¥ , %05 TR 8 o X 4 B 45 R
i IE W ERF A A R R RO ATy, i iR s
R, R—Fa 3 G B R R Tk, R ES
— BT SR. BTEERHRE SR BUOT B BB SE,
BRI E S BRI R AR K JE.

BUA Y SBLIRER A FE IR, X SRR 3517
NIRRT T —RERIRRME. ART , B B A SGIA 1 IR AN BE
AR I e dsr 3¢ R ()R, 75 28 S s R RS AR Y
BhE SR, AR U EHHE—5nE.

B REBY ST IR R PR B AR 7 o A S s R R T
HROEAE b R H BT R R S R ROR . R
TE SRR AFARE B9 2R b, 5 A B8R 2 > 7 ik
SFATE RR 7 T T MR SR 2 (A Oy B R R 44 )
Fro32R, LA iR Br g mR A, Bred & BB R 5 ik B $RHH K
e [ I 3B MR A2 R ) DL PR A R R R OB SE 0 ol
RARKH K ERIR.
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