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Abstract: A density-based privacy preserving distributed clustering algoritm (DBPPDC) was proposed following
the mprovaments o the density-based distributed clustering DBDC algorittm. W hen a global model is detemined
from a local model, (DBPPDC) effectively protects the local model without obstructing global clustering On the
contrary, when the local model is updated with the global model, DB PFDC makes all the data in local sites cluster

safely by mproving the previous algoritim and gopling a secure protocol Experimental results showed that DB PP-
DC is effective and efficient
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2 . Eps Joecial_CorePointSet;;
M inPts q Eps Neps () /* d,
[Ngs (@) [=MinPts q *
DB SCAN , S Delete(d,, { d; }) from CorePointSet; / *
Wi, , W, Core- Ch, Eps {d} */
PointSet,, CorePointSet,, , CorePointSet. }
3 . i Foecial _CorePointSet = merge ( Yecial _Core-
Fecial_CorePointSet; CorePointSet, PointSet,, , Secial_CorePointSet,); [/ *
(1= i 9, : *
1) pecial_CorePointSet < CorePointSet; snd (Secial_CorePointSet) i master site Py,;
2) Vd, d Secial_CorePointSet, d,Z d, /* *
d, € Ngys (d); receive (Global_CorePointSet) ;
3) d&; CorePointSet, 4 d, Secial_CorePoint- | * * f
Set & Negs(d). relabel (DB;, Global_CorePointSet) ;
12 DBDC /* *
DBDC master site P, :
(DBSCAN) { CorePointSet,,, CorePointSet,, } = DBSCAN
m , P. (DB,,, Eps MinPts); /* DB SCAN S
m-1 2 *
. forj=1 b sdo
Eps M inPts for each d, CorePointSet,; do
DB SCAN if ({d | d  CorePointSet,, & # d, &
Ngs (dh) 3! =Null)
/* &
d  Eps * |
DB SCAN {Add({ d., Eps+max{ dist(d, d)}}) © Pe
cial_CorePointSet,;; / * Oa
1 . *
1 DBDC Delete (di, { d}) fran CorePointSet,;; / *
{ bB,,DB,, ,DB.,}, Eps Ch, Eps {d} */
M inPts }
receive (Secial_CorePointSet); / *
i , *

dave site P;: (1< i<m - 1)

{ CoreRointSet,, CorePointSet, } =

DBSCAN (DB;, EpsMinPts); /* DB SCAN
S *
forj=1 b sdo

for each d, CorePointSet; do
if({ds | & CorePointSet;, s # dh,
& Nes(dy) }! =Null) /*
(0
O Eps *
{ Add ({d, Eps + max{ dist(di, &) }} ) D

Fecial_CorePointSet =merge ( Soecial_CorePoint-
, Yecial_CorePointSet, ) ;
/* *
Global _CorePointSet = DB SCAN ( Soecial _Core-
PointSet, 2Eps, M inPts) ;
/ *
DB SCAN *
broadcast (Global CorePointSet); / *
*
relabel (DB,,, Global CorePointSet); / *
* /

%E!
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TTP ,
2 DBPFDC
21 DBDC
A (Xa1, Xa2, » Xan), B DBPFDC
(Y1, Y2,  © Yeu), 2
{ K = Y1) + Ko = Ya2)* + + K - %)} < 2 DBPFDC
qjé * ’A (YBliYBZi 3 {DBl’DBZ’ ’DBm}’ Eps’
YB"\) 1 B (XAll XAZI ’ ><An) M InPtS
1 TTRP
1A master site P, :
and £ ¢ Yara\YandS rand = rand Vecor();
rand, ) , rand B. / o ( ) /S| (
roadcast (rand) to Slave site P;; (1< i< p -
(T T, T) ={ (% + rand ), 1) /* * [ ’
(XAZ + randZ) ] ] (xAn + randn) }l (TAli TA2| . .
dave site P;: (1< i< m - 1)
,Ta)  TTP )
rand = rceive( rand) ;
2) B
/* * |/
A rand . .
(T T ) (¥ a) site P;: (1< i< m)
’ ’ y n = + ran ] . -
Bly IB2 B { B1 h { CorePointSet, . CorePointSet, } _
+ +
(Y2 +rand,) , , (%, + rand,) }, (Tos, Tez, DBSCAN (DB;, Eps MinPts); /* DB SCAN
, Tan) TTR
S *
TP forj=1 b sdo

res={(Ty - T51)2 +(TA2'T52)2+ +
(TAn - TBn)z}'
res< ep$ , A B.

A

DBDC 2

TTP ; . DBDC

for each d, CorePointSet; do
if({ds |ds CorePointSet;, d; # dh, d Ngys
(d) }! =Null
/* d
d  Eps *
{Add({d, Eps+max{dist(d,, &) }}) © Pe
cial_CorePointSet;;

/* dA

*

Delete(d,, { s }) fran CorePointSet;}; / *
Gh, Eps {d} */

Foecial _CorePointSet = merge ( Yecial _Core-

PointSet,, , Secial_CoreRointSet,); / *
*
FPecial _CorePointSet’; = encrypt ( Special _Core-
PointSeti, rand); / * *
ent ( Secial_CorePointSet’;) to TTP; [ *
TP */
receive ( Yecial _CorePointSet’; ); / * TTP
*

Pecial _ CorePointSet = decryption ( Secial _
CorePointSet';, rand); / * *
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relable (DB;, Secial_CorePointSet); / *
DB; *
noig = getnoie(DB,); /* DB;
noisg * /
noise’; =encrypt(noisg, rand);
/* nois * /
ent(noie’;) o TTP
| * noiss TIP * /
receive(noix’,) ;
decryption (noise’;, rand);
site TTP
rceive (Qecial_CorePointSet';) ;
/* *
Pecial _CorePointSet’ = merge ( Soecial _Core-
PointSet’,, , Yoecial_CorePointSet,); / *
*
Global _CorePointSet = DB SCAN ( Secial _Core-
PointSet', 2Eps, MinPts) ;
/ *
DB SCAN *
update (Pecial_CorePointSet’; ) ;
/* * |
ent(Secial_CorePointSet’;) © site P;;
/* *
rceive(noie’; ) ;
/* * |/
relabel (noise’;, Global CorePointSet) ; / *
noise’; *
ent ((noig’;)  site P / *
noise’; P */
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