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Abstract :Techniques for mining information f rom dist ributed data sources accessible over t he Internet are a

growing area of research. The mobile Agent paradigm opens a new door for dist ributed data mining and

knowledge discovery applications. In this paper we present t he design of a mobile agent system which cou2
ples service discovery , using a logical language based application programming interface , and database ac2
cess. Combining mobility wit h database access p rovides a means to create more efficient data mining appli2
cations. The processing of data is moved to network wide data locations instead of t he t raditional approach

of bringing huge amount of data to the processing location. Our p roposal aims at implementing system

tools t hat will enable intelligent mobile Agent s to roam t he Internet searching for dist ributed data services.

Agent s access the data , discover pat terns , ext ract usef ul information f rom fact s recorded in the databases ,

t hen communicate local result s back to t he user . The user t hen generates a global data model t hrough t he

aggregation of result s p rovided by all Agent s. This overcomes barriers posed by network congestion , poor

security , and unreliability.
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　　Mobile Agent systems bring forward the crea2
tive idea of dispatching user defined comp utations2
agent s , towards network resources , and provide a

whole new architect ure for designing dist ributed

systems. Dist ributed data mining (DDM) is one of

t he important application areas of deploying intelli2
gent mobile agent paradigm[122 ] . Most existing

DDM project s focus on approaches to apply various

machine leaning algorit hms to comp ute descriptive

models of t he p hysically dist ributed data sources.

Alt hough t hese approaches p rovide numerous algo2
rit hms , ranging f rom statistical model to symbolic/

logic models , t hey typically consider homogeneous

data sites and require t he support of dist ributed da2
tabases. As t he number and size of databases and

data warehouses grow at p henomenal rates , one of

t he main challenges in DDM is the design and im2
plementation of system inf rast ructure that scales

up to large , dynamic and remote data sources. The

objective of our research is to equip mobile agent s

with system tools such t hat t hose agent s can search

for data sites , move f rom host s to host s , gat her

information and access databases carry out complex

data mining algorit hms , and generate global data

model or pat tern t hrough t he aggregation of the lo2
cal result s.

To deploy mobile agent s in DDM , a mobile a2
gent system must p rovide languages and various

p rogramming interfaces for fast and easy develop2
ment of applications. Different languages , such as

C and J ava , have been chosen as agent2program2
ming languages for variety of reasons. Among

t hem , logic2programming languages p rove to be an

alternative tool of building mobile agent s. Benefi2
ting f rom their powerf ul deductive abilities , com2
plex calculations can of ten be rep resented by a set

of compact logic p redicates , which make agent s

more suitable to migrate around the network. In

addition , mobile agent s must interact with t heir

ho st s in order to use data services or to negotiate

services wit h service p roviders. Discovering serv2



ices for mobile agent s came form two considera2
tions. First , t he agent s possess local knowledge of

t he network and have a limited f unctionality , since

only agent s of limited size and complexity can effi2
ciently migrate in a network and have lit tle over2
head. Hence specific services are required which

aim at deploying mobile agent s efficiently in system

and network management . Secondly , mobile a2
gent s are subject to st rong security rest rictions ,

which are enforced by t he system security mecha2
nism. Thus , mobile agent s should find services

t hat help to complete security2critical tasks , ot her

t han execute code , which might jeopardize remote

servers. Following this t rend , it becomes increas2
ingly important to give agent s the ability of finding

and making use of data services that are available

in a network[3 ] . A variety of Service Discovery

Protocols (SDPs) are currently under develop ment

by some companies and research group s. The most

well known schemes are Sun ’ s J ava based

J ini TM [4 ] , Salutation[5 ] , Microsoft ’ s U PP[6 ] ,

IETF’s draf t Service Location Protocol [7 ] and OA2
SIS UDDI[8 ] . Some of these SDPs are extended and

applied by several mobile agent systems to solve

t he service discovery problem.

In a DDM environment , data may be stored a2
mong p hysically dist ributed sites and may be artifi2
cially partitioned among different sites for bet ter

scalability. Therefore endowing mobile agent s

with t he ability of accessing remote databases is

t he basis for DDM applications. This encourages

us to explore the st rategies of coupling a mobile a2
gent p rogramming language with database access

facilities. In recent years numerous app roaches

have been made under t he topic of designing a cou2
pled system t hat integrates a relational database

and a logic p rogramming language. They all enable

p rogrammers to access large amount s of shared da2
ta for knowledge processing , manage data effi2
ciently as well as p rocess data intelligently. Gener2
ally speaking , coupling a logic p rogramming lan2
guage with database access facility can be roughly

divided into two categories. A loosely coupled sys2
tem embeds a non2logic language , such as the

st ruct ure query language (SQL) , wit hin t he logic2

programming context and a closely coupled system

provides database query interface as a subset or an

extension of t he language for feat uring dynamic

query formulation and view access. For example ,

SWI2Prolog and KB2Prolog[9 ] belong to t he first

and CGW[10 ] and Quintus[11 ] fall into the second

category.

In this paper we present t he design and imple2
mentation of a mobile agent system , which couples

a logic language based application programming in2
terface for DDM. Two important system modules ,

namely , service discovery and database access ,

have been encap sulated and installed inside of t he

existing IMA GO (intelligent mobile Agent gliding

on2line) system. The IMA GO system is an inf ra2
st ruct ure for mobile agent applications. It includes

code for t he IMA GO server2a Multi2t hreading Log2
ic Virt ual Machine , t he IMA GO2Prolog2a Prolog2
like p rogramming language extended with a rich

A PI for implementing mobile agent and DDM ap2
plications , and t he IMA GO ID E , a J ava2GU I based

program from which users can do editing , compi2
ling , and invoking an agent application. The re2
mainder of t he paper is organized as follows. Sec2
tion 2 gives an overview of t he design of service

discovery module and integration wit h t he IMA GO

system. In Section 3 , we discuss definitions of t he

database p redicates and the principle of data driven

implementation. In Section 4 , we present a simple

database access example and briefly explain how to

use database interface p resented by t he IMA GO

system. Finally , we give the concluding remarks

as well as f uture work.

1 　Data service discovery

The general idea of dist ributed data services is

t hat a DDM application may be separated f rom t he

data sites needed to f ulfill a task. These data sites

are mostly modeled by local and cent ralized data2
bases , which are independent of , or sometimes un2
known to t he application. A commonly used DDM

approach is to apply t raditional data mining algo2
rit hms to an aggregation of data ret rieved f rom

p hysically dist ributed data sources. However , t his

approach may be impractical to a large scale of data
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set s dist ributed over t he Internet . Deploying mo2
bile agent paradigm in DDM offers a possible solu2
tion because t he application may decompose data

mining problems to scale up to a large dist ributed

data sources and dispatch agent s to carry out dis2
t ributed data p rocessing. This in t urn leads us to

t he data service discovery problem , t hat is , how to

find data sites available to a DDM application.

Clearly , t he number of services t hat will be2
come available in t he Internet is expected to grow

enormously. Examples are information access via

t he Internet , multi2media on demand , Web serv2
ices and services t hat use comp utational inf rast ruc2
t ure , such as P2P and Grid comp uting. In general ,

t he service usage model is role2based. An entity

p roviding services t hat can be utilized by ot her re2
questing entities act s as a p rovider . Conversely , an

entity requesting the provision of a service is called

a requester . To be able to offer services , a p rovid2
er in turn can act as a requester making use of oth2
er services. In a dist ributed system , requesters and

providers usually live on p hysically separate host s.

Providers should f rom time to time advertise serv2
ices by broadcasting to requesters or registering

t heir services on t hird party servers.

In t he IMA GO system , we have implemented

a new data service discovery model DSSEM (Dis2
covery Service via Search Engine Model) for mo2
bile agent s[13 ] . DSSEM is based on a search en2
gine , a global Web search tool wit h cent ralized in2
dex and f uzzy ret rieval . This model especially aims

at solving t he database service location problem

and is integrated wit h t he IMA GO system. Data

service p roviders manually register t heir services in

a service discovery server . A mobile agent locates a

specific service by migrating to t he service discov2
ery server and subsequently submit ting request s

with the required data description. The design goal

of DSSEM is to p rovide a flexible and efficient

service discovery protocol in a mobile agent based

DDM environment .

Before a service can be discovered , it should

make it self p ublic. This p rocess is called service

advertisement . The work can be done when serv2
ices are initialized , or every time t hey change t heir

states via broadcasting to anyone who is listening.

A service advertisement should consist of t he serv2
ice identifier , plus a simple st ring describing what

t he service is , or a set of st rings for specifications

and att ributes.

The most significant feat ure of DSSEM is t hat

we enrich t he service description by using web

page’s U RL to replace t he t raditional st ring2set

service description in mobile agent systems. That

is , service p roviders use web pages to advertise

t heir services. Because of the specific characteris2
tics , such as containing rich media information

( text , sound , image , etc. ) , working wit h t he

standard H T TP p rotocol and being able to refer2
ence each ot her , web pages may play a key role

acting as t he template of t he service descrip tion.

On t he ot her hand , since t he search engine is a ma2
t ure technology and offers an automated indexing

tool t hat can provide a highly efficient ranking

mechanism for t he collected information , it is use2
f ul for acting as t he directory server in our model .

Of course , DSSEM also benefit s f rom previous

service discovery research in selected areas but is

endowed with a new concept by combining some

special feat ures of mobile agent s as well as integra2
ting service discovery tool with agent servers.

Fig11 　An example of service discovery and

data mining process

In p rinciple , data service p roviders register

t he U RL s of their websites t hat advertise all t he

information concerning services. As a middleware

on the service discovery server , t he search engine

will periodically ret rieve web pages indicated in

U RL s and all t heir referencing document s , parse

tags and words in document s and set up the rela2
tionship between the keywords and t he host ad2
dress of t hese service p roviders. On t he ot her
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hand , a mobile agent can move to a service discov2
ery server , utilize the system interface to access

t he search engine’s database and obtain an itinerar2
y t hat includes a list of ranked host addresses of

t he data service p roviders. Based on t he given itin2
erary , t he mobile agent may t ravel f rom host to

host to carry out a DDM application. Figure 1

gives an example of service discovery and data min2
ing process.

The application programming interface of data

service discovery for mobile agent s is a built2in

p redicate , namely , web_ search ( Query , Number ,

Result) , where Query is a compound term specif2
ying characteristics of t he search , Number is an in2
teger indicating what is t he maximum number of

result s expected , and Result is a variable to hold

ret urn values. For example , suppose a food com2
pany want s to analyze t he customer t ransaction re2
cords for quickly developing successf ul business

st rategies , it s DDM agent may move to a known I2
MA GO service discovery server and t hen issue a

query predicate requesting up to 10 possible food

indust ry database locations :

web_ search (locate (“food”,“customer t rans2
action”,“imago data server”) , 10 , R)

The agent is blocked and cont rol is t ransferred

to t he service discovery module of t he hosting I2
MA GO server . The discovery module will commu2
nicate wit h t he searcher , wait for search result s ,

and resume t he execution of the blocked agent .

Search result s will be delivered to the requesting a2
gent in the form of list , where ent ries of t he list

are ranked in priorities f rom high to low.

2 　Data mining facilities

Obviously , rep resenting content of a database

in logic terms may be achieved by using different

met hods. As a Prolog program it self is somehow

t hought of as a database , one nat ural approach is

fact2driven , namely , to append t he content of a ta2
ble as a set of fact clauses to t he end of t he p ro2
gram. The advantages of such approach are sim2
plicity and ease of use , but the disadvantages are

dynamical modification of the original p rogram and

creation of garbage code because part of t he appen2

ded fact s might be useless. In IMA GO system , we

intend to provide two data rep resentation schemes ,

i . e. , fact2driven and data2driven , which would

broaden t he range of choices accessible by applica2
tion programmer . Data2driven approach convert s

content of a table to a list of rows where each row

is a sub2list of fields. In other words , t he result s

obtained f rom a database query will be automatical2
ly t ransformed to t he IMA GO Prolog internal data

st ruct ures.

Having received a list of database addresses

t hrough t he service discovery module , an agent

may move f rom host to host to access t hese data2
bases or clone multiple agent s wit h assigned data2
base addresses to start a DDM application. In or2
der to bridge logic based mobile agent s with data2
base systems , t he IMA GO system provides a set of

database p redicates , which enables agent s to estab2
lish connection with data sources and make re2
quest s for desired information.

To be able to access a database , an agent has

to find which database drivers are supported by t he

underlying system. For t his p urpose , built2in

p redicate db_drivers ( ? list) can be invoked to col2
lect a list of all supported database drivers. A driv2
er identifier must be unique and is commonly

named based on t he database implementation , such

as mysql , oracle , and so on.

A database connection is established by issu2
ing a predicate of t he form db_connect (2conn , + db

_U RL) . A valid db_U RL looks like :

[ driver :/ / ] [ username [ : password ] @] host2
name[ :port ] [ / database ]

where driver indicates t he specific database imple2
mentation , username and password are used for

aut hentication , host name gives t he network loca2
tion of t he database server ,port is used to establish

a TCP connection if required , and database speci2
fies t he act ual database name which t he agent

want s to access. Upon success , variable conn is in2
stantiated with the database connection handler

which will be used in the subsequent database ac2
cesses. To disconnect a database , t he agent may

issue a predicate db_disconnection ( + conn) , where

conn rep resent s a p reviously established connec2
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tion. Once a database has been disconnected , all

resources allocated for t his connection are released

and t he connection handler is no longer valid.

To facilitate DDM applications , t he IMA GO

system p rovides two different ways of database ac2
cess operations , namely , the set ret rieval and the

t uple ret rieval . The former ret urns t he entire

matching data set to t he requesting agent , whereas

t he lat ter allows t he requesting agent to consume

t he matching data on the t uple by t uple basis. For

example , to issue a database query , a simple p redi2
cate db _ query ( + conn , + sql ) can be invoked ,

where argument sql rep resent s a standard SQL

statement . If t he query succeeds , user may eit her

issue a subsequent call to db_store_result ( + conn ,

? rest , + options) to save the entire result set into

t he agent’s memory as a two dimensional list , o r

to db_use_data ( + conn , 2rest) to initiate the result

set and t hen issue a sequence of calls to db_ next _

row ( + rest , ? row , + options) for row2wise data

p rocessing , and finally invoke a db_f ree_result ( +

rest) when all rows have been exhausted.

In a DDM application , agent s are not working

alone and they need to communicate wit h each oth2
er to cooperate and generate a global data aggrega2
tion for f urt her analysis. Mo st existing mobile a2
gent systems adopt some kind of communication

models/ p rotocols f rom t raditional dist ributed sys2
tems. However , t he IMA GO system adopt s a dif2
ferent st rategy to cope wit h t his issue. The idea is

to deploy intelligent mobile messengers for inter2a2
gent communication[ 13 ] . Messengers are thin agent s

dedicated to deliver messages. Like normal agent s ,

a messenger can move , clone , and make decisions.

Unlike normal agent s , a messenger is anonymous

and it s special task is to t rack down t he receiving

agent and reliably deliver messages in a dynamic ,

changing environment . The IMA GO system p ro2
vides a set of built2in messengers as a part of it s

p rogramming interface. A data2mining agent at

any remote sites and at any time may dispatch mes2
sengers to deliver data to designated receivers. For

example , suppose t hat a mobile agent has comple2
ted it s data mining work at a remote database serv2
er , it can eit her call move (‘home’) to carry result s

and migrate back to it s stationary server , or invoke

dispatch ( oneway_ messenger ,‘home’, Result s)

to create a messenger which is responsible to deliv2
er Result s to t he home server .

Communication among agent s takes place by

means of an Agent Communication Language

(ACL) . The essence of an ACL is to make data

mining agent s understanding t he p urpose and

meaning of their exchanged data. In general , a

message consist s of two aspect s , namely , perfor2
mative and content . The performative specifies t he

p urpose of a message and t he content gives a con2
crete descrip tion for achieving t he p urpose. In or2
der to facilitate open standards of ACL’s , t he I2
MA GO agent2based communication model is in

compliance with the FIPA ACL message st ruct ure

specification[14 ] . Of course , t he performative and

content of a message of ten determine t he reaction

of t he receiver . In addition to t he various types of

system built2in messengers for sending agent s , t he

IMA GO system provides a set of p redicates for re2
ceiving agent s. The predicate which is similar to an

unblocking receive is accept (Sender , Msg) . An in2
vocation to t his p rocedure succeeds if a matching

messenger is found , or fails if eit her t he caller’ s

messenger queue is empty or t here is no matching

messenger in t he queue. Likewise , t he p redicate

which implement s the concept of blocking receive

is wait_accept (Sender , Msg) . A call to t his p roce2
dure succeeds immediately if a matching messenger

is found. However , it will cause the caller to be

blocked if eit her t he caller’ s messenger queue is

empty , or no matching messenger can be found. In

t his case , it will be automatically re2executed when

a new messenger at taches to t he caller’s messenger

queue. Pragmatically , t he semantics of matching

messengers is implemented by logic unification.

3 　A simple example of DDM appli2
cation

　　In order to illust rate t he usage of t he IMA GO

database facilities , we show a very simple example

in t his section. Although not very p ractical , t his

example p rovides a typical sample of how to deploy

mobile agent s in DDM applications. As a reference
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f ramework , more complex DDM algorit hms can be

easily coded.

:2home_agent (a_DDM_agent) .

a_DDM_agent (_) :2
create (“worker1”, worker1 , location (“perseus. imago

_ lab. cis. uoguelph. ca”, “mysql :/ / localhost/

ImagoDB1”) ) ,

create (“worker2”, worker2 , location (“orion. imago _

lab. cis. uoguelph. ca”,“mysql :/ / localhost/ Ima2
goDB2”) ) ,

wait_accept (worker1 , Table1) ,

wait_accept (worker2 , Table2) ,

result_compare ( Table1 , Table2) ,

terminate.

result_compare ( T1 , T2) :2 write (“Two tables are i2
dentical. ”) , nl.

result_compare (_ , _) :2 write (“Two tables are not i2
dentical. ”) , nl.

:2end_home_agent (a_DDM_agent) .

:2mobile_agent (worker1) .

worker1 (location (Database_Server , DB_U RL) ) :2
move (Database_Server) ,

db_connect (C , DB_URL) ,

db_query (C ,“SEL ECT 3 FROM LO G”) ,

db _ store _ result ( C , Table , [ name ( t rue) , type

(t rue) , length (t rue) ]) ,

db_disconnect (C) ,

dispatch ( oneway_messenger , home , Table) . ,

dispose.

:2end_mobile_agent (worker1) .

:2mobile_agent (worker2) .

　worker2 (location (Database_Server , DB_U RL) ) :2
move (Database_Server) ,

db_connect (C , DB_URL) ,

db_query (C ,“SEL ECT 3 FROM LO G”) ,

db_use_result (C , R) ,

get_rows (R , Table) ,

db_disconnect (C , ) ,

dispatch ( oneway_messenger , home , Table) ,

dispose.

get_rows (R , [ Row| T]) :2
db_next_row ( R , Row , [ name (t rue) , type (t rue) ,

length (t rue) ]) ,

get_rows (R , T) .

get_rows (R , [ ]) :2
db_f ree_result (R) .

:2end_mobile_agent (worker2) .

The code of a_DDM_agent defines t he home a2
gent resided at t he stationary server . When t he

home agent start s execution , it creates two mobile

agent s called worker1 and worker2 alone wit h ini2
tial argument s and t hen wait s for result s. When a

worker is loaded , it migrates to t he IMA GO data2
base server specified in it s argument . Having ar2
rived to t he database server , t he worker continues

execution by connecting to t he given local database

and making a SQL query for data access. Two

worker agent s take different way to ret rieve data ,

where worker1 uses set ret rieval and worker2 a2
dopt s tuple ret rieval . Having collected all required

data , bot h workers separately dispatch a oneway

_messenger to deliver result s back to the home a2
gent for f urt her data mining analysis.

4 　Conclusion

In this paper , we discussed t he scheme of de2
ploying mobile agent s in DDM applications. The

advantage of adopting mobile agent s for DDM is to

scale up to large , dynamic and remote data

sources , such as various databases dist ributed over

t he Internet . We presented the design of data serv2
ice discovery module and database management

module. The programming interface of t hese mod2
ules is a set system built2in p redicates capable to

couple a logic p rogramming language wit h f unc2
tionalities of locating data services and accessing

remote databases. Equipped with those system

tools , mobile agent s may search for suitable data

sites , roam t he Internet to collect usef ul informa2
tion , and communicate wit h each other to generate

a global view of data t hrough the aggregation of

dist ributed comp utations. In order to verify t he

feasibility and efficiency of the mobile agent based

DDM proposal , experimental service discovery

module and database management module have

been implemented and integrated wit h t he IMA GO

system. The service discovery module is based on

t he search engine technology and concent rates on

locating database services. It uses web pages as a

medium to advertise services , and runs an inde2
pendent search engine to gat her and index service

p rovider’s information , such as service types , da2
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tabase names , U RL s , access modes , as well as

possible verification information. The database

management module not only provides flexible in2
terface for accessing data , but also manip ulates da2
tabase connections efficiently. At t he current

stage , t he database model in the IMA GO system is

MySQL , t he most pop ular open source DBMS sys2
tem in t he world[15 ] .

Research on t he agent based DDM involves

f urther extensions of t he IMA GO system. First ,

t he current implementation of service discovery

module deals with only a limited number of logical

relationship s. To be able to offer more precise dis2
covery service , t his module could be enhanced to

parse some complex search criteria , such as condi2
tional expressions and sub2st ring matching. Sec2
ondly , since databases may contain multi2dimen2
sional data , ret rieving such kind of information

f rom flat web pages is a pending problem. We are

looking to use XML meta2data to solve t he data2
base dimensional p roblem. In addition , we are

making investigations on adding more program2
ming languages to the IMA GO system , as well as

int roducing more flexible and efficient communica2
tion tools , such as mobile socket , to facilitate

DDM applications.
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