2 4 Vol.2 Ne4
2007 8 CAAI Transactionson Intelligent Systems Aug. 2007

SVDD

( , 210007)
(svDD)
MIT LPR
100 % , 0.
: TP393. 08 A :1673-4785(2007) 04-0069-05

A network security audit system based on
support vector data description algorithm

LUO Jun, PAN Zhi-song, HU Guyu
(Institute of Command Automation, PLA University of Science and Technology , Nanjing 210007 , China)

Abstract :Security audit , which is the bassof intruson detection, provides the necessary datafor intruson
detection analysis. In traditional security audit and intruson detection system, the characteristics of an at-
tack need to be defined by expertsfor the system to be able to success ully identify anomalous activities.
Due to the difficulty in predicting attack data, in most cases administrators only get normal sequences of
system calls. In thispaper, a security audit system based on SVDD algorithm was designed to resolve the
one-class problem in anomalous activity detection. All activities deviating from normal patterns were clas-
dfied as potential intrusons. In experiments usng the international standard data set MIT L PR, the one
class clasdfier achieved a 100 % detection rate and a zero false alarm rate for sequences of system calls
based on a small training dataset. The proposed algorithms can be trained for anomalous activity detection
smply by using normal samples and the algorithm also enables the security audit system to detect new
types of anomalous behavior.
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